
How to start at 
once in the 
PenTest/Red Team 
area?



Details



Fundamentals



How to acquire fundamentals?

Software and
Hardware Concepts

Network Computer 
Concepts and Practical

Configuration Procedures

Logic
Programming

Operation System 
(Linux, Windows 

and Mac) 
Administrator

Cyber Security 
Foundations



Where to study fundamentals?



Where to study fundamentals?

https://www.udemy.com/

https://alura.com/

https://pt.coursera.org/

https://www.alura.com.br/

https://tryhackme.com/

https://www.edx.org/

https://en.wikipedia.org/wiki/Computer_science

https://codered.eccouncil.org/

https://www.analyticsinsight.net/sharpen-your-coding-skills-top-10-coding-challenge-websites/

https://www.udemy.com/
https://alura.com/
https://pt.coursera.org/
https://www.alura.com.br/
https://tryhackme.com/
https://www.edx.org/
https://en.wikipedia.org/wiki/Computer_science
https://codered.eccouncil.org/
https://www.analyticsinsight.net/sharpen-your-coding-skills-top-10-coding-challenge-websites/


How to start in PenTest/Red Team?

https://elearnsecurity.com/

https://tryhackme.com/

https://elearnsecurity.com/
https://tryhackme.com/


How to start in PenTest/Red Team? 

Vulnerability
Management 

Concepts

Risk Management 
Concepts

Network Security
Concepts

Penetration
Testing

Fundamentals

Programming
Language Study

(High Level)

Red Team 
Concepts

Mitre Att&ck
Knowledge

Adversary
Emulation
Concepts

Red Team 
Operations and
Development

Web Vulnerability
Skills

Network 
Enterprise PenTest

Skills

Social 
Engineering Skills

Purple Team 
Knowledge

Advanced PenTest
Skills



How to start in PenTest/Red Team? - PDFs

https://drive.google.com/drive/u/0/folders/12Mvq6kE2HJDw

N2CZhEGWizyWt87YunkU

https://drive.google.com/drive/u/0/folders/12Mvq6kE2HJDw

N2CZhEGWizyWt87YunkU

https://drive.google.com/file/d/18Ab78LeA-C2N-

WAlZ12JuPTAFXMqi12R/view?usp=sharing

https://drive.google.com/drive/u/0/folders/12Mvq6kE2HJDwN2CZhEGWizyWt87YunkU
https://drive.google.com/drive/u/0/folders/12Mvq6kE2HJDwN2CZhEGWizyWt87YunkU
https://drive.google.com/file/d/18Ab78LeA-C2N-WAlZ12JuPTAFXMqi12R/view?usp=sharing


How to start in 
PenTest/Red Team? 
- Certifications



How to start in PenTest/Red Team? –
Certifications Journey

Security+ 
(Fundamentals 

Security)
eJPT

CEH and CEH 
Practical

PenTest+ OSCP

eCPPT eWPT CRTP PNPT CRTE

CRTOP eWPTX OSWE OSEP OSED

eCPTX CREST CPSA OSEE eCXD

Green = Fundamentals
Red = PenTest
Yellow = Web App Sec
Blue = Extra



How to start in PenTest/Red Team? –
Certifications Journey - Laboratory

https://www.mindmeister.com/pt/1781013629/the

-best-labs-and-ctf-red-team-and-pentest

https://lnkd.in/eYEK8UT

https://lnkd.in/emGNfz7

https://lnkd.in/erQp9cq

https://lnkd.in/eNTFEEC

https://lnkd.in/eJFz5ra

https://ctf.hacker101.com/

https://lnkd.in/eMsrpxQ

https://lnkd.in/ef4kFQX

https://www.hackthebox.eu/

https://tryhackme.com/

http://vulnhub.com/

https://lnkd.in/e-qhWRZ

https://lnkd.in/eFXvmDj

https://lnkd.in/e9YUSC7

https://lnkd.in/ejVpGGt

https://lnkd.in/esPgayX

https://lnkd.in/e32fMwS

https://lnkd.in/eX4-mK4

https://lnkd.in/e-8YKX5

https://lnkd.in/egim_iq

https://lnkd.in/eW776r2

https://lnkd.in/erhJpks

https://lnkd.in/eEvqcJT

https://lnkd.in/e83EfXP

https://lnkd.in/eZD-SFR

https://www.mindmeister.com/pt/1781013629/the-best-labs-and-ctf-red-team-and-pentest
https://lnkd.in/eYEK8UT
https://lnkd.in/emGNfz7
https://lnkd.in/erQp9cq
https://lnkd.in/eNTFEEC
https://lnkd.in/eJFz5ra
https://ctf.hacker101.com/
https://lnkd.in/eMsrpxQ
https://lnkd.in/ef4kFQX
https://www.hackthebox.eu/
https://tryhackme.com/
http://vulnhub.com/
https://lnkd.in/e-qhWRZ
https://lnkd.in/eFXvmDj
https://lnkd.in/e9YUSC7
https://lnkd.in/ejVpGGt
https://lnkd.in/esPgayX
https://lnkd.in/e32fMwS
https://lnkd.in/eX4-mK4
https://lnkd.in/e-8YKX5
https://lnkd.in/egim_iq
https://lnkd.in/eW776r2
https://lnkd.in/erhJpks
https://lnkd.in/eEvqcJT
https://lnkd.in/e83EfXP
https://lnkd.in/eZD-SFR

