
GREEN TEAM

PURPLE TEAM

RED TEAM

BLUE TEAM

WHITE TEAM

YELLOW TEAM
Integrating Defensive Tactics 
with Offensive Tactics

Systems architecture, 
software engineering 
and DevOps

Focus on automating operations

Focus on offensive security 
tactics

Focus on defensive security 
tactics

Governance, Risk and 
Compliance

Orange Team no Included

INFOSEC PROEFICIENCY COLORS – BASED HXH NEN CHART

JSB



GREEN TEAM - SKILLS

PROGRAMMING/AUTOMATION

FACILITATE IN THE 
DETECTION OF 
THREATS

OFFENSIVE SECURITY
CAMPAIGN

DEFENSIVE SECURITY

GOVERNANCE

DEVSECOPS

JSB

100%

60%

40%

80%

60%

60%

% VALUE REGARDING 
THE IMPORTANCE



YELLOW TEAM - SKILLS

AUTOMATION AND PROGRAMMING

DETECTION OF 
THREATS

SECURITY TESTING / 
PENTEST 

SECURITY CONTROLS

MEASURE 
PROCESS 
SUCCESS

DEVSECOPS

JSB

100%

80%

50%

80%

60%

40%



WHITE TEAM - SKILLS

AUTOMATION

IMPROVE PROCESS 
AND OPERATIONS 
SECURITY

TESTING CONTROLS

SECURITY CONTROLS

COMPLIANCE 
AND RISK 
MANAGEMENT

SECURY BY 
DESIGN

JSB

100%

50%

50%

50%

50%

50%



BLUE TEAM - SKILLS

AUTOMATION AND FORENSIC

THREAT HUNTING 
AND ADVERSARY 
EMULATION

OFFENSIVE SECURITY

INCIDENT RESPONSE AND 
SECURITY CONTROLS

IMPROVE AND 
INCREASE THE 
MATURITY OF 
A PROCESS

APPSEC

JSB100%

70%

70%

40%

60%

70%



RED TEAM - SKILLS

AUTOMATION TESTING

ADVERSARY 
EMULATION

OFFENSIVE SECURITY 
PROCESS

VULNERABILITY MANAGEMENT 
AND TESTING CONTROLS

IMPROVE AND 
INCREASE THE 
MATURITY OF 
A PROCESS

APPSEC

JSB

100%

80%

80%

60%

50%

50%



PURPLE TEAM - SKILLS

AUTOMATION TESTING

FACILITATE IN THE 
DETECTION OF 
THREATS

OFFENSIVE SECURITY 
CAMPAIGN 

THREAT HUNTING AND 
ADVERSARY EMULATION

RAISING THE 
MATURITY OF 
INTERNAL 
PROCESSES

DEVSECOPS

JSB

100%

100%

100%

50%

50%

50%


