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UART HACKING
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https://resources.infosecinstitute.com/topic/gaining-shell-access-via-uart-interface-part- 1/

https://medium.com/analytics-vidhya/uart-communication-4cef0840be2e

https://payatu.com/blog/asmita-jha/hardware-attack-surface-uart

https://nse.digital/pages/guides/hardware/uart.html
https://ebookreading.net/view/book/EB9781484243008 6.html

https://www.riverloopsecurity.com/blog/2020/01/hw-10I-uart/

https://labs.f-secure.com/archive/hacking-embedded-devices-uart-consoles/
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12C AND SPI
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https://hackaday.com/tag/spi/

https://sergioprado.org/bus-pirate-o-pirata-dos-barramentos/

https://payatu.com/blog/asmita-jha/hardware-attack-surface-i2c

https://nse.digital/pages/guides/hardware/i2c.html

https://abrictosecurity.com/blog/introduction-to-hardware-hacking-part- |/

https://elinux.org/images/d/d8/Stoppa.pdf

https://news.ycombinator.com/item?id=26790862

https://www.rapid7.com/blog/post/2019/02/20/iot-security-introduction-to-embedded-hardware-
hacking/

https://www.youtube.com/watch?v=H8Rkk8McYCw&ab_channel=Hugatry%27sHackVlog
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EEPROM

https://www.eevblog.com/forum/projects/hacking-a-test-equipment-best-way-to-read-and-
modify-an-eeprom/

https://www.tarlogic.com/blog/hardware-hacking-chip-off-for-beginners/

https://labdegaragem.com/forum/topics/eeprom-24c0|

https://www.youtube.com/watch?v=Ldh]D | EcsSc&ab_channel=SecuritySociety

https://www.youtube.com/watch?v=Y3 | GoCOBMDI&ab_channel=antonanchev

https://www.youtube.com/watch?v=MLnXEyarf4l&ab_channel=FlorianUhlemann

https://www.youtube.com/watch?v=eUgadvawA | |&ab_channel=Electricks

https://www.youtube.com/watch?v=0OW95vw2 BxQ
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JTAG DEBUGGING AND EXPLOITATION

https://elinux.org/images/5/56/DebuggingVVith|tagCelf2009.pdf

https://www.xjtag.com/about-jtag/what-is-jtag/

https://www.youtube.com/watch?v=3EVRL | CGMEo&ab_channel=hupstream

https://www.youtube.com/watch?v=ROvLLndKOxA&ab_channel=ArduPilot
https://www.youtube.com/watch?v=3xKB72SBOp4&ab_ channel=IntelFPGA

https://www.youtube.com/watch?v=EpA25bCHHtk&ab_channel=LiveOverflow

https://sergioprado.org/linux-kernel-debugging-com-jtag/

https://people.ece.cornell.edu/land/courses/ece4760/FinalProjects/s2009/jgs33_rrw32/Final%20Paper/index.html

https://software-dl.ti.com/ccs/esd/documents/ccs_debugging_jtag connectivity issues.html

https://www.youtube.com/watch?v=LcRMFXBuAhO&ab_channel=MattPratt

https://www.embedded.com/debugging-the-linux-kernel-with-jtag/

https://docs.espressif.com/projects/esp-idf/en/latest/esp32/api-guides/jtag-debugging/

https://www.riverloopsecurity.com/blog/2021/07/hw-101 -jtag-part3/
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FIRMWARE REVERSE ENGINEERING AND
EXPLOITATION

https://embeddedbits.org/reverse-engineering-router-firmware-with-binwalk/

https://www.youtube.com/watch?v=ogk3cU7ekag&ab_channel=EngineerMan

https://www.youtube.com/watch?v=fkPSIBxh7Nw&ab_channel=hardwear.io
https://www.youtube.com/watch?v=GIlU4y|n2-2A&ab_channel=TonyGambacorta
https://www.youtube.com/watch?v=ccgB3UuCxjE&ab_channel=HACKADAY

https://resources.infosecinstitute.com/topic/iot-security-fundamentals-reverse-engineering-firmware/

https://payatu.com/blog/munawwar/iot-security---part-7-reverse-engineering-an-iot-firmware

https://hackaday.com/201 1/05/30/reverse-engineering-embedded-device-firmware/

https://blog.securelayer7.net/how-to-start-iot-device-firmware-reverse-engineering/

https://medium.com/geekculture/reverse-engineering-bare-metal-firmware-part-3-analyzing-arm-assembly-and-exploiting-
3b2dbe2 [9f19

https://linuxsecurityblog.com/2019/10/03/reverse-engineering-router-firmware/

https://owasp.org/www-chapter-coimbatore/assets/files/Router%20Reversing%20by%20Adithyan%20AK.pdf

https://hakin9.org/uefi_retool-a-tool-for-uefi-firmware-reverse-engineering/
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FIRMWARE REVERSE ENGINEERING AND
EXPLOITATION

http://solidsystemsllc.com/firmware-
security/#:~:text=Firmware%20malware?%20will%20exploit%20this,be%20used%20for%20several%20purposes

https://cromwell-intl.com/cybersecurity/hardware.html

https://www.csoonline.com/article/3410046/hardware-and-firmware-vulnerabilities-a-guide-to-the-
threats.html

https://www.manageengine.com/network-configuration-manager/firmware-vulnerability.html

https://www.tanaza.com/tanazaclassic/blog/hackers-exploit-firmware-vulnerabilities-on-ubiquity-network-
devices/

https://www.darkreading.com/risk/unsecured-iot-8-ways-hackers-exploit-firmware-vulnerabilities

https://digitalguardian.com/blog/router-firmware-vulnerability-bypasses-authentication

https://resources.infosecinstitute.com/topic/how-to-identify-and-prevent-firmware-vulnerabilities/

https://medium.datadriveninvestor.com/iot-security-firmware-exploitation-8 1 60028d8a2d
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EXPLOIT NETWORK |IOT
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wp.pdf

https://i.blackhat.com/asia-2 |/Thursday-Handouts/as-2 | -dosSantos-The-Cost-of-Complexity-Different-Vulnerabilities-
While-Implementing-the-Same-RFC-wp.pdf

https://i.blackhat.com/USA2 | /VWednesday-Handouts/us-2 | -Over-The-Air-Baseband-Exploit-Gaining-Remote-Code-
Execution-On-5G- Smartphones-wp.pdf
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