
Usando OSINT para 
investigar Tráfico 
Humano e pessoas 
desaparecidas



Whoami

• Red Team Leader, PenTester, 
Instrutor;

• Possui algumas CVE’s publicadas;

• Contribuidor do Mitre Att&ck;

• +90 Certificações internacionais;

• Contribuidor do Hacking is Not a 
Crime;

• Synack Red Team Member;

• Autor e Palestrante;





victims of human trafficking



victims of human trafficking #2



What is OSINT?

• OSINT stands for open source intelligence, which refers to any 
information that can be legally collected from free public sources 
about an individual or organization;

• It means information found on the internet, but technically any public 
information falls under the OSINT category;



What is IMINT?

• Image intelligence (IMINT), is an 
intelligence collection in which 
images are analyzed to identify 
information that generates 
intelligence value;

• As an intelligence collection 
discipline, IMINT production 
relies heavily on a robust 
intelligence collection 
management system;



about human trafficking

• Trafficking in persons is the recruitment, transportation, transfer, 
harboring or reception of persons through force, fraud or deception, 
with the aim of exploiting them for profit.



Research search engines

• The internet 
contains a wealth 
of information that 
is useful for an 
investigation of 
human trafficking 
or missing persons;



Research search engines #2

• Use of Google dorks 
and advanced search 
operators;

• Search employment 
agency websites, ads 
and classifieds;

• Map fake websites;

• Search for addresses 
and information 
about people;



Social networks in research

• Social networks are a 
rich source of 
information;

• Collect information 
about a particular 
person or company;

• Include contextual 
information about said 
contents. Metadata 
can include the 
location tagged in a 
post, the time the post 
was made, or even the 
type of device used to 
take a photo;



Public Information Search

• Using the internet 
to collect 
information about 
a person;

• Address, 
telephone, 
personal 
information, etc.;



Public Information Search #2

• There are online 
telelists that help in 
looking up telephone 
numbers by address;

• And websites that 
we can use to look 
up a specific address;

• In addition to data 
house which is used 
by criminals to 
obtain information 
about a person;



Public
Information
Search #3
• Data leaks are often used in an 

OSINT investigation;

• Leakage of addresses, telephone 
numbers, documents and 
others;



Creating a sucket puppet for investigation

• Creating a fake 
account is not just 
for illicit use, but 
useful for an 
investigation 
without putting your 
identity at risk;

Useful techniques:
• Generate a name, address and 

fake documents;
https://www.4devs.com.br/
• Create a fake email for use;
Gmail.com
Yahoo mail
Proton Mail
Outlook.com
Mail.com
• Using a fake profile picture;
https://thispersondoesnotexist.c
om/
• Use an alternative phone 

number to receive SMS and call;

https://www.4devs.com.br/
https://thispersondoesnotexist.com/


Investigating
human
trafficking #1
• Investigating job sites and 

classifieds can give a sense of 
the modus operandi of 
criminals;

• Many use a fake vacancy, with a 
phantom address and a 
phantom selection process;

• Promise of on-the-job training or 
travel;

• Additionally, classifieds sites are 
used to advertise job openings 
or other opportunities;



Investigating human trafficking #2

• Ads on walls or poles 
are a great gimmick;

• In addition to social 
networks such as 
Tinder, Instagram or 
Facebook, mainly for 
grooming and false 
promises;

• Using profile fakes and 
friendly approaches to 
win over victims, even 
using oranges for that 
purpose;



Useful techniques for investigating missing 
persons
• Example of 

triangulation to 
define a research 
strategy;

• Crimes have already 
been solved using 
Google Maps itself;

• A very useful tool is 
Seeker, which 
collects geolocation 
by creating a fake 
URL;



Useful techniques for investigating missing 
persons #2
• The metadata of an 

image is useful for 
an investigation, 
especially if the 
missing victim 
posted a photo 
hours earlier;

• Reverse image 
searches are an 
important part of 
any investigation to 
find the real source 
of a given image;



Useful techniques for investigating missing 
persons #3
• News is important 

for the study of a 
disappearance;

• Sites that list missing 
persons;

• Social media 
information helps a 
lot, especially 
friends, relatives and 
people who interact 
with you on a 
regular basis;



Important information for an investigation

Personal information:

• First name, last name, date of birth, 
personal documents, work or home 
address, personal phone number, email, 
social network profile, physical description, 
comments on social networks and 
interaction;

Family information:

• First name, last name, date of birth, 
personal documents, work or home 
address, personal telephone, email, social 
network profile;



Conducting an 
investigation
with Maltego
• An investigation using Maltego has three 

steps

• First, we map the full online presence of 
the target's name or alias, analyzing 
relevant sites and images.

• Second, we will try to find out any 
personal information, such as email 
addresses or phone numbers, from the 
target's online footprint.

• Finally, once we can confirm the 
identification of the target, we will move 
to advanced databases of persons of 
interest to obtain more specific identity 
intelligence.



Tools



Thanks!!

https://www.linkedin.com/in/joas-antonio-dos-santos

https://www.linkedin.com/in/joas-antonio-dos-santos

