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eAnalizando los restos de un incidente de seguridad
con computadoras.

eComenzando la Investigacion.

eDeterminando si se ha cometido un delito informa-
tico.

eConduciendo la investigacion cuando un delito
esta en progreso.

ePreservando la evidencia.
eRecolectando evidencia.

Manejando disguetes.



SEVICIS I
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Analizando los despojos de un
Incidente de Seguridad informatica.

.4 Que queremos decir con un

| incidente de seguridad.

' Nunca recibimos los llamados a

tiempo.

Analisis forense de Computadora -
Delitos de computadora desde la
computadora.

Ramas de la ciencia forense.

Breve tutorial de DOS - Espacio
Slack.



~_*Espacio no asignado.

Archivos Swap y caches de

U -Procesando datos forenses.
Recoleccion.
eTécnicas de recoleccion.

eHerramientas y Técnicas de
analisis.

eEncadenamiento




eAnalisis Forense Cibernético
" Uiy, -Delitos involucrando redes.

o # *Analisis Forense de Software.

e|.0os LOGS pueden contar el cuento.

eAnalisis multiples de LOGS.




elniciando la Investigacion.

... *’Analizando el incidente.

eAnalizando la evidencia y
¢ preparando su presentacion.

1| eAsegurando o preservando la
escena virtual del crimen.

Mantener a todo el mundo alejado
de la computadora investigada.

eRecolectando y preservando
evidencia.




SEVICIS I
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eDeterminando si ha tenido lugar
un delito.

@ <Creer en nuestros indicadores.

% eUsando herramientas para
| verificar que ha ocurrido un delito.

A1 ARRES, ' % *Recuperando datos de discos
£ dafiados

eRecuperando Passwords

*Recuperacion de Passwords fisica.
Cracking de Passwords.



eInfiriendo.

eExaminando LOGS.




sPreservando Evidencia.

= *Conceptos Basicos.
" *Recoleccion de evidencia sin

! perdida de tiempo y cadena de
~ custodia.

== eMarcando evidencia con un Hash
: MD-5 y encriptacion con PGP.

CRCMD5
| Sellando evidencia.

eResumen.



eRecolectando evidencia.

i

* _ e*Primeros pasos.

o ¥ . eUsando herramientas para tomar
' una iImagen espejo de un disco.

| eTomando un inventario de un
= disco rigido usando Filelist.

g *Buscando informacidén oculta.

"oE]| filtro inteligente Filter _1V.4.1

e|P filter V.2.2



eGetslack

. *Getfree
eTextSearch Plus V.2.04
" «Usando Utilitarios de Norton

' eManejando Disquetes

£

= eCopiando disquetes a un disco de
trabajo.



sAnalisis de LOGS

| -LOGS genéricos.

| | OGS de aplicaciones.
" «LOGS de captura.
eRelaciones entre LOGS.

=" «Problemas diversos en LOGS.

eHerramientas.



eAnalisis de LOGS - Contenidos de los archivos.

Datos identificativos

Identificacion del origen
Accion efectuada
Ocasionalmente, contenido de la accion

Estructuracion de la informacion

Localizacion en el tiempo (dia, zona horaria, etc..)
Origen (direccion IP y datos adicionales de identificacion)
Identificacion del tipo de transaccion realizada
Opcionalmente, contenido de la transaccion.



eAnalisis de LOGS - Archivos de sucesos.
Ambito General

Recibo de cajero automatico.

Factura telefdnica.
Ambito Informatico

Cabeceras de un correo electronico.
Archivos de registro de servidores Web, e-mail, etc..



eAnalisis de LOGS - Tipos de Logs genéricos.
Logs de sistema

- Windows NT/2000 (visor de sucesos o Event Viewer)
- Registro de Windows y archivos .INI (informacion de
aplicaciones y/o contrasenas).

- Sistemas Unix (ficheros wtmp).

Logs de aplicacion
- Servidores Web, E-mail, Radius, etc..

Logs de captura
- Logs de software para captura de datos.



eAnalisis de LOGS - Tipos de sistema.
Registro de Windows y archivos .INI

- Informacion sobre software instalado en el PC

- fecha de instalacion de dicho software.

- Datos de la instalacion.

- Obtencion de contrasenas.

- Aplicaciones ocultas realizadas en la computadora.



eAnalisis de LOGS - Tipos de sistema.
Registro de Windows y archivos .INI

- Informacion sobre software instalado en el PC

- fecha de instalacion de dicho software.

- Datos de la instalacion.

- Obtencion de contrasenas.

- Aplicaciones ocultas realizadas en la computadora.
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Microzoft Security Bulletin M501-048

The following is a Security Bulletin from the Microsoft Product Security
Motification Service,

Flease do naot reply to this message, as itwas sent from an unattended
mailbox.

o o o e

Title:  Malformed Reguest to RFC Endpoint Mapper can Cause RPC
Service to Fail

Date: 10 September 2001

Software: Microsoft(r) Windows MNT(r) 4.0

Impact Denial of service

Bulleting MZ01-045

Microsoft encourages customers to review the Security Bulletin at
http e microsoft. comitechnet/securitybulletin®S01-048 asp.




e | ogs de aplicaciones - Mensajes de email.

heceived: from postino?.prima.com.ar ([200.42.0.133]) by prima28.admin with Microsoft SMTPSVC(5.: =]
Mon, 10 Sep 2001 18:16:45 0300
BReceived: from grape.ease.l=soft.com {(grape.ease.lsoft.com [209.119.1.39])
by postino?.prima.com.ar (8.11.5f8.11.5) with ESMTP id £8ALCmh02352;
Mon, 10 Sep 2001 18:13:52 -—-0300 (ART)
BReceived: from guava (209.119.0.39) by grape.ease.lsoft.com {LSMTPF for OpenvVME v1.1bh) with S5MTP i«
Received: from AHHOUHCE .MICROSOFT.COM by AHHOUHCE .MICROSOFT.COM
(LISTSERV-TCP/IP release 1.8d) with spool id 60765 for
MICROS0FT SECURITYGAHNHOUHCE .MICROSOFT.COM; Mon, 10 Sep 2001 16:13:39 —
—D400
Approved-By: secnotifcGMICROSOFT . COM
Received: from 131.107.3.51 hy GUAVA.EASE.LSOFT.COM {S5MTPL release 1.0d} with
TCP; Mon, 10 Sep 2001 15:54:01 -0400
BReceived: from 157.54.1.52 by IHET-VRE5-07.redmond.corp.micro=soft.com {(InterScan
EMail VirusWall HT): Mon, 10 Sep 2001 12:53:56 -—-0700
Beceived: from red-m=sg—-20.redmond. corp.microsoft.com ( [157.54.5.163]) by
inet-imc-06.redmond. corp.microsoft.com with Microsoft
SMTPSYC(5.0.2195.2966); Mon, 10 Sep 2001 12:53:36 -—-0700
X-MIMEOLE: Produced By Microsoft Exchange V6.0.4712.0
Content-Clas=s: urn:content-classes message
MIME-YVersion: 1.0
Content-Type: textfplain:; charset="us-ascii"
Content-Transfer-Encoding: gquoted-printabhle
Z-M5-Has-Attach:
Z-M5-THEF-Correlator:
Thread-Topic: Microsoft Security Bulletin MS01-048
Thread-Index: AcE6MILgSLEdtal 3oy TEZCZUBNCSal==
E-DOriginalArrivalTime: 10 Sep 2001 19:53:36.0334 {(UTC)
FILETIME=[476016ED0:01C13A32]
Message—ID: <2E08A46FFA18C9418713A1B2CTE80684D103D0DEAred-mesg—20 . redmond . corp. . microsoft . com-
Date: Mon, 10 Sep 2001 12:53:14 -0700
Sender: Microsoft Product Security Hotification Service ~MICROSOFT SECUBRITYEAHHOUHCE .
From: Microsoft Product Security <secnotifcEMICROSOFT . COM-

N - = - == S =
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e | ogs de aplicaciones - Mensajes de email.

Iheceived: {(from cisiard@localhost) =
by wl418.hostcentric.net (§.10.1/8.9.0) id £8I1IF012600
for cisiarld; Mon, 17 Sep 2001 21:18:15 -0400 {(EDT)

Received: from chi6-1l.relay.mail.uu.net {chié-1.relay.mail.uu.net [199.171.54.98]}
by wl41l8.hostcentric.net (§.10.1/8.9.0) with ESMTP id £8I1IER12597
for <czorattoldcisiar.org>=-; Mon, 17 Sep 2001 21:18:15 -0400 {(EDT)

Received: from Holmes hy chié6sosrvll.alter.net with SMTP
{peer crosschecked as: [199.170.0.208]) B
id QQlgyf21204
for <czorattodcisiar.org>=-; Tue, 18 Sep 2001 01:185:14 GMT

From: "Cara Holmes" -<cholmes3fhi.gov:>

To: "CisiAr" -<czorattodcisiar.org>

Subject: RE: Hello Cara.

Date: Mon, 17 Sep 2001 21:18:49 -0400

Message-ID: <GEEALPJLHGHHMEBCGIOMOCEBMCAAL . cholmes3fhi. govr-

MIME-Version: 1.0

Content-Type: multipartfalternative;
houndary="----= HextPart 000 0000 O1C13FEE.37ESAZED"

X-Priority: 3 (Hormal)

X-M5Mail-Priority: Hormal

X-Mailer: Microsoft Outlook IMO, Build 92.0.2416 (9.0.2910.0)

Importance: Hormal

In-Reply-To: <001601cl13d5556£3149205£5623decBasifdes062-

EX-MimeOLE: Produced By Microsoft MimeOLE ¥5.00.2919.6700

Z-UIDL: T1lh!!pTK"!'@<#!i+u 11

Thiz iz a multi-part message in MIME format.

Content-Type: textfplain:
charset="iso-8§859-1"
Content-Transfer-Encoding: 7hit

Thank wou for your kind words and offer of assistance. ]



eAnalisis de LOGS - Relaciones entre Logs.
Necesarias para la identificacion con garantias

- Extraccion de informacion cruzada

- Codigos de senalizacion permiten el seguimiento de
datos en logs de diferentes sistemas.

- Ayudan a confirmar la autenticidad de la informacion
obtenida en otros logs



eAnalisis de LOGS - Problemas comunes entre Logs.
Problemas inherentes a logs

- Errores de interpretacion debido a zonas horarias

- Errores de interpretacion debidos a diferencias de
reloj entre servidores

- Problemas de localizacion de registros debidos al
volumen de informacion a gestionar

- Errores de integridad en los archivos que hacen dudar
de su credibilidad



eHerramientas

- Visual Route.
Report for 64.76.24.176

Analysis: IP packets are being lost past netwark "FRAMCLICIAS" at hop 12, There is insufficient cached infarmation to determine the next
network at hiop 13, Connections to HTTP port 80 are heing rejected. Mode 64.76.24.130 at hop 12 in network "FRAMNQLUICIAS" reports "The
destination hostis unreachahle".

Hop| IP Address Mode Mame Location Ml etwork Graph
0 (20061129147 [hostt47.200.61 129 ifnw. corm.ar = IF3 Metworks Argentinag S.R.L. o G056
1 |200.61.128.23 host22.200.61.1 28 ifkmw.com.ar ) | IF¥ Metworks Argentina 5.R.L.

2 200611281 host1.200.61.1 28 ifsmw carm.ar [Fx Metworks Argentinag 3.R.L.

3 |200.61.160.66 line160-66.iplan.com.ar MSS, 5.A

4 (200611732 line160-2.iplan.cam.ar MES, BA

5 |200.41.38137 - esmeraldadialup

B |200.455.0.9 - Impsat Argentina

T |200.41.25 230 rcarelmal-reoreats . impsat.netar 12 [Impsat 5.4,

g |200.41.25.233 rcoretip? . impsat.net.ar ; |lmpsat 5.4,

9 (200019483 rofh.impsat.netar IMPSAT ARGEMTIMA

10 [200.41.25.94 rpill . impsat.net.ar Impsat 5.4,

11 (G4 ¥E. 24130 tntpill impsatnet.ar FRARGLICIAS

12 [64.76.24.130 tntpill impsatnet.ar FRARMGUICIAS

T |EA TR 2A1THR Bd4-7R-24-17A-tntpill impsat net.ar FRARGQUICIAS

YisualRoute Reportfor 64.76.24 176 produced at 19:03 on 30 de qu||:| de EIIIIZH
B4.76.24.176 0= not accepting ICMP packets. Roundtrip time to 64.76.24.130 avergge = 4276ms min = 1497ms max= 6056ms
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eHerramientas - Visual Route.

Report for centauro.interar.com.ar [200.47.136.248]

Analysis: Mode ‘centauro.interar.com.ar was found in 11 hops (TTL=244). But, prablems stading at hop 4 in network "R35S, 5.A" are
causing IF packets to he dropped. Cannections to HTTF port 80 are heing rejected.

Hot|IP Address Hode Mame Location letwork Graph
0 (20061130236 |host236.200.61 1300k com.ar G IF¥ Metworks Argentina 5.R L. o B
1 200.61128.23 host23.200.61 .1 28.imw.com.ar IF3 Metworks Argentina 5.R.L.

2 (200611281 host1 . 200.61.1 28 ifxmw.corm.ar [F3 Metworks Argentina 5.R.L.

3 |200.61.160.66 line1B0-66.iplan.cam.ar HSS, 5.A.

4 200811732 line160-2iplan.com.ar MSE, 5.A.

8 200471162 line62 comsat.netar Comsat Argentina 3.4,

B (20047148221 [line221.comsat.netar Comsat Argentina 3.4,

T 20047162101 [STM1 M4A-M3 comsat.netar Comsat Argentina 3.4,

g 2004712890 lined0 comsat.netar Comsat Argentina 3.4,

8 2004745452 rauter-nap-lp-pil.interar.net Comsat Argentina 3.4,

10

11 |200.47.136.248 |centaurointerar.carm.ar Comsat Argentina 3.4

YisualRoute Repaort for centauro.interar.com.ar produced at 18:31 on 30 de julio de 2001.

Foundtrip time to centauro.interar.com.ar (200,47 1236.248) average =197ms min=151ms max= 330ms
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Hew Project Wizard - Step 1 of 4

@ Untitled - Teleport Pro -] B (e i 21




s Herramientas

Forenzic Computer Journal - Teleport Pro
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s Herramientas
<} Forensic Computing - Journal - Authoritative Comment - Microsoft Internet Explorer

@ C:WEBMForenszic Computer Journalswelcore. bl |_ s
& 3 3 3 & 3

el ol T

Py 7 /N \\N
International Yowrnal of”

FORENSIC COMPUTING..

NN/ /A

Bt N

ABOUT THE JOURNAL

SUBJECTS COVERED

ARTICLES

SUBSCRIPTION DETAIL

E-MAIL US

The International Jouwrnal of Forensic

Computing ™ addresses all aspects of
computer evidence and computer
mvestgatons. It provides itz readership
with the mwestigative strategy necessary
to conduct computer mvestizations and
the tactics, techruques and tocols avalakle
to the mwestigator. The Journal 1z an
iwalnakle source of mformation to
auditors, techmcians, secunty managers
and lavryers who regularly encounter
computer systems upon which potential
evidence may reside.

In addition to publshing commmssioned
articlez and case studies written by
respected and highly experienced
computer investgators and forensic
practitioners, The International Tournal of

Forensic Computing'™ also keeps its




*Herramientas
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eHerramientas - ZTreeWin v1.47

Y2 ZTreewfin v1.47t

e o i|Elel @SS Al

1CQ

Intellisvnc

Internet Explorer

Tomega

Legion 1,137,201,152
Lockdown Corp

LockDown Millennium DISK Statistics

Luc Neijens

Messenger 248
Microsoft Games 121,273, 160
Microsoft NetShow

Microsoft Office 248
Movie Maker 121,273,760
MSN Gaming Zone 0

autoexec .bat .a.. 16-05-01 13:54:24 4]
boing .wav .a.. 2B-01-93 0:00:00

booing . wav ca.. 21-06-94  1:52:24 LockDown Millennium
buzz .wav a.. 11-06-94 2:51:086 6,292,639

A+ 44

+
+
+
+
+
+
+




*Herramientas

i1 TraceRoute [zifdes-06 - 127.0.0.1)




*Herramient

L. IE Forensics Tool Tral Yersion

41. wWisualRoute

42. MultiProxy

43. Eighth Wonder SM2Z Manadger
44, WinHex

1. Mi PC

Fanel de control
Aooeso telefdnico a redes
Ezcaneres v camaras
Tareas programadas
Opoiones de carpeta
Barra de tareas v menu Inicio
LAgredgar O quitar prograunas
FPantalla
Internet Options
Users
Configuracion regional
Opociones de Jjuego
SJonidos v Multimedia
Hoderms
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*Herramientas

=winHex

(= & & B (&
= Umdad C:
[ ==t

|Froear Editan de: [lextn

0o
140

Eecutarn i s A b

|

| M 2O
= om

-

nooas

Sector 9304 de 5434415 | Offset 4BBO00

iico]|| 8 S 14 > ||




_-_*EAI]EI?F‘H 1.22 - Word 97 protection password recovered

englizh.dic




eHerramientas - Equipamiento forense

Acrobat Reader - [Raid Flyer with Price.pdf]

'Egn:hivn Edicién  Documenta Yer “entana Apuda _|5|5|
4y e« DO@ %S| @

DIBS® RAID

Rapid Action Imaging Device

DIBS* Rapid Action Imaging Device is a
tough yet lightweight unit designed to enable a
forensically sound copy to be made from a
suspect hard drive directly onto a second hard
drive. The copy can then be examined for the
presence of evidential material without risk of
damaging the original. The unit is ideal for
making fast copies for initial analysis and

assessment of evidence.

The Advantages of Using DIBS®

RAID Forensically Sound Rapid Copying at

Speeds of up to I GB per minute.”

* Provides fast and exact bitstream copying of

b vzes |0l 1 aeq | lIEEs = 2754 mm [ E]]1]




*Herramientas

7} Computer Forensics Computer Crime - computer, computing, digital, forensics. forensic, fraud. t - Microsoft Internet Explorer - mEE

Tt T

@ hittpc A fwsa. computer-forenzics. comdproductzAwelcame. htrml P per. btml |_ o

o 3 3 o 3 3 3

IHsotwae ] |2 63

DIBS® Portable Evidence Recovery
Unit

Az technology develops, so the capacity for abuse and misuse increases,
and computers can be associated with almost any crime, from theft and
fraud to paedophilia and murder. Electronic data found on computers can
provide the key to a successful investigation and prosecution. But to get
access to the information, which can sometimes lay hidden, the hard disk
has to be copied in such & way as not to affect or carrupt the ariginal
machine in any way.

DIBS® Partable Evidence Recovery Unit is the efficient and easy way to
copy the entire contents of a computer's hard disk. It was developed after
working closely with senior police officers to find a fast, powerul and reliable
way to retrieve potential evidence which was admissible in a court of law.

DIBS® Partable Evidence Recovery Unit has been designed with the user
DIBS® - the world's most widely iy mind and warks quickly and reliably to produce copies with the minimum
used range of computer forensic  of set-up and input fram the operator. The copying process can hegin after
equipment, regarded by the anly two keystrokes from the user. The system is highly portable and is

| e-mail us directly )
r



*Herramientas

7} Computer Forensics Computer Crime - computer, computing, digital, forensics. forensic, fraud. t - Microsoft Internet Explorer - mEE

Tt T
@ hittp: A A, computer-forenzics. comdproductzAwelcome. kbl ?robile. ktml |_ o
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Hsomwae ][ [ 2|6

COMPUTER FORENSICS

The DIBS® Mobile Forensic
Workstation

The DIES® Mahile Farensic Warkstation provides all the equipment required
for on-site analysis of the contents of suspect computers. Contained in a
case made of ultra high impact structural polypropylene, with a neoprene O-
ring seal, the DIBES® Maobile Forensic Warkstation is rugged and hard
waorking and provides full protection for the forensic equipment inside. This
includes a Pentium based laptop fully configured with analysis software, an
external hard disk housing and three hard disk racks and drives for
reconstructions, a black and white/calour printer, PCMCIA card, cables,
connectars and mouse. The DIBS® Mobile Forensic Waorkstation allows on-
site hard disk restorations and analyses.




eHerramientas - Equipamiento forense




Acrobat Reader - [2001-14.pdf]
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