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1. Introduction

Contrary to popular belief, when a file is deleted from a computer it is not really deleted.
This is especially true for Microsoft Windows Operating Systems. Windows utilizes a
repository for deleted files called the Recycle Bin. The existence of the Recycle Bin
allows a user to retrieve a document he accidentally deleted. In order for Windows to
undelete a file in this manner, certain information must be stored in records so that the
original information about the file may be restored, such as the file name. The file
containing this information is named INFO2 and resides in the Recycle bin directory.
This paper will discuss the internal data structures of the INFO2 file useful when
conducting forensic analysis of a suspect’s computer systems.

This research was conducted because the data proprietary Microsoft Windows files lack
proper documentation needed by forensic analysts. Furthermore, there is a lack of
publicly available open source tools that will reconstruct the INFO2 file. This research
attempts to solve both of these problems.

2. Background

It is necessary to examine how the Recycle Bin facility operates before we discuss the
structures within the INFO2 file. When a user “deletes” a file through Windows
Explorer, a copy of the file is moved to the Recycle Bin directory on the hard drive. The
location of this directory is dependant on the version of Windows running on the
computer. Table 1 lists the locations of the INFO2 file within the Recycle Bin directory
on different versions of Microsoft Windows.

Table 1 - Location of the INFO2 Files

Operating System Common File Location of the Recycle Bin Directory
System Type
Windows 95/98/ME  FAT32 C:\Recycled\INFO2
Windows NT/2k/XP NTFS C:\Recycler\<USER SID>\INFO2

When a file is moved to the Recycle Bin, it is typically renamed to DC# . EXT, where “#”
is an integer and “EXT” is the original file’s extension (see Figure 1). For example, if
JONES . TXT was moved to the Recycle Bin, it may become a file such as DC1 . TXT.
The number (#) is important in this new filename because it is unique. As more files are
moved to the Recycle Bin, this integer increases by one. This integer, as we will see
later, is an index (or reference) into the INFO?2 file.




AWINDOWSASystem32vcmd. exe

C:~RECYCLER~\§-1-5-21-1482476501-1532298954-18P1674531-10@5 >dir ~a
Uolume in drive G has no label.
Uolume Serial Mumber is 3452-DE76

Directory of G:\RECYCLER-\S-1-5-21-14824765081-1532298954-1801674531-10885

H4-11 2083 AM {DIR> .
4112083 AM <DIR> -
4882083 PM 1,926 Dci.lnk

488 2083 PM 1,952 De2.1nk
A4.-08 2003 PH 7?79 Dc3.1nk
4112083 AM 1,897,672 Dcd.exe
4112003 AM 125,172,768 Dcb
4112003 AM <DIR> Dch
4112083 [alyl 660,000,800 DcV.aa
488 /2003 PH 65 desktop.ini
4112083 AM 5.628 INFO2

8 Fileds)> 727,081,774 hytes

3 Dirds> 11.881,.926.656 bytes free

C:\RECYCLER~S-1-5-21-1482476581-1532298954-1881674531-1885>_

Figure 1 - The Recycle Bin

When at least one file has been moved to the Recycle Bin, the INFO2 file will exist.
When the Recycle Bin is emptied, the INFOZ2 file is cleansed and the previously recycled
file information will not exist there anymore. Additionally, the unique index is reset to
one. In other words, the previous INFO2 record is deleted and an empty new INFO2 file
is created.



3. The INFO2 File Data Structures

So far, we know that the INFOZ2 file has to record the following sets of information for
each file moved to the Recycle Bin in order to undelete a needed document:

» The file’s original full path name

» The file’s size

» The date and time the file was moved to the Recycle Bin
» The file’s unique ID number within the Recycle Bin

Upon opening the INFO2 file in a hex editor, we will locate these structures. When
viewing the INFO2 file in a hex editor, it is easy to see' that each recycle record is 0x320
bytes long (see Figure 2). If we examine the INFO2 file header, we see that “20 03 00
007, which translates to 0x320, is found at byte offset 0xC. The first valid recycle record
is located immediately after the recycle record size information.

" Notice that this hex editor writes the starting byte, the ending byte, and the length of the
selected text in the upper right hand corner.
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‘806 INFO2 - Data

Len: $888815F4 | Type/Creator: £ | Sel: $00GEEE16:80080228 / $OOBREIZA
GEREHERE
GEEEGE1E
BeREER2E:|) 26 61 6E 64 20 53 65 74 74 63 6E 67 73 5C 4
OPRPER3E:| 6GC 20 55 73 65 72 73 5C 44 65 73 6B 74 G6F 7@
GEREER4E:| 42 58 20 S8 62 BF 74 BF 28 40 60 61 67 6O BE
QeBEEERSE:| 28 52 BF 66 74 77 61 72 65 2E GC GE BB GO B0
GERBORGE:| BA G5 GO AE B9 PG OO PR OO B A6 09 PG 05 BA
OPRPERTA:| BA 6P PO GG B9 BA BO PR B DR GA 69 B 0O BA
GERBEREE:| BA G5 B0 GE 0P GG BB PR GO BE GF 00 B 05 GO
GEEEOR0E:| BB B0 B0 OO ©9 DO DD B0 B0 DO OO 00 DO OO B0
GERBOBAG:| BE GO B0 GG GO GO OF PA OO OO GG B9 BA 05 BA
OPRPERER:| BA B9 GO AA B9 B GO PR B BR GE B9 B 0B B4
GERBERCE:| BA G5 B0 GE GF B 05 PR GO BE GF 0F B0 BE GO
GeEEEE0E:| BB B0 B0 OF 09 DO GO B0 B0 DO 0O 00 PG 0D B0
GEREORER:| B G5 B AE B9 PG OF BA OO B A5 09 PG 05 BA
OPRPERFE:| BA GF PG GG B9 BE GO PR B DR AA 69 B 0O BA
GERBE1AE:| BA G5 B0 GE 0P GO BB PR OO BR 08 00 B 05 GO
GEEEE1 16z B8 G0 B0 GO ©9 PO 0D B0 B1 DO OO 00 B2 0O B0
BeEEa126:| 48 11 91 EB 1F FE G2 B1 B8 168 @8 89 43 68 3A
eRPA136:| 5C 69 44 @A 6F BE 63 BA 75 9@ 60 @9 65 A8 GE
GERBE14E:| 74 G5 73 BE 20 B 61 BA BE BE G4 0F 20 BF 53
GeEEE156:| 65 B0 74 BE 74 BE 60 BA GE ©E 67 @9 V3 B0 5C
GEREA16A:| 41 6B 6C BB 5C GG 26 BA 55 BA 73 69 65 BB T2
@eREA17A:| 73 B9 SC A6 44 BA 65 PA 73 9@ 6B @9 74 B9 BF
GERBE1SE:| 7A 68 SC BF 498 GG 58 PR 20 BR S8 00 52 08 BF
GEEEE196:| 74 B0 BF GO 20 BE 49 BA 60 9 61 @9 67 GO 69
GeREAIAG:| GE 69 67 @B 20 BA 53 PA 6F OO 66 89 74 0B 77
eRPA1BA:| 61 @9 72 @A 65 B@ 2E BA 6C 9@ GE 9 6B A8 94
GERBE1CA:| BA G5 B0 GE 0P B BF PR GO BE GF 00 B0 BF GO
GeEEE106:| B8 B0 B0 OO 00 DO GO B0 OO DO 0O 00 PG 0D B0
GEREGIER:| B G5 6O AG B9 GG OO PR OO B A5 09 PG 05 BA
GPRPA1FA:| BA 69 PG GG B9 BE BO PR B DR AE 69 B 0O BA
GERBEZAR:| BA G5 B0 GE 0P GO BB PR B0 BR 08 00 B 05 GO
GEBEEE216:| B G0 B0 OO 09 DO DD B0 B0 DO GO 00 DO OO G0
BEREG2ZA:| B GO B0 GG B9 GO OF PR OO OO GG B9 PG 05 B4
OPRPEZ3A:| AR GO PO AE B9 B AP PR B BA GE 69 B A8 B4
GERBE24E:| BA G5 B0 GE 0P GO OF PR GO BE GF 0F B BF GO
GEEEE25E:| BB B0 B0 OO 00 DO GO B0 B0 DO 0O 00 PO 0D B0
BERBEZGA:| B GO GO AE B9 GG OF PR OO B A5 09 PG 05 BA
OPRPAZ7A:| BA 69 PO AF B9 BA BO PR B DR AA 69 P 0O BA
OERBE2EE:| BA G5 B0 GE 0P GO BF PR GO BE 08 00 B 05 GO
GEBEEE29E:| BB B0 B0 OO ©9 DO 0D B0 B0 DO OO 00 DO GO B0
BERBGZAG:| A GO B0 GG B9 GG 0P PR OO OO GG B9 PG 05 BA
OPRPAZEA:| BA G0 PO AE B9 B AP PR B OA GF 69 B 08 94
GERBEZCE:| AR G5 B0 BE 0P B OF PR BE BE G 00 B0 BE GO
GeEE0206:| BB B0 B0 OF 00 DO GO B0 B0 DO 0O 00 PG 0D B0
GEREEZER:| A G5 GO AE B9 GG OO PR OO B A6 09 PG 05 BA
OPRPAZFA:| BA 0P PO GG B9 BE GO PR B DR GA 69 B 0O BA
GERBE3AE:| BA G5 B0 BE 0P GO BB PR GO BR GF 00 B 05 GO
GEBEEE316:| B G0 B0 OO 09 DO 0D B0 B0 DO GO 00 DO OO B0
BEREE32A:| A 6O PO GG B9 GO OO PR DO OH GG B9 BA 0D BA
HEABE336: W0 00 B9 09 & H o 94 bF 0 T ol Do DE /% 73 - .C: &l

GERBE34E: 2@ 61 BE B4 20 52 65 74 74 60 BE £7 72 SC 41 BC  and SettingshAl
0EBEEE35E: 6C 20 55 7365 72 73 5C 44 65 73 6B V4 6F 78 SC | Users\Desktoph 4
BERPE36A: 48 56 20 5175 69 63 6B 28 52 65 66 65 72 65 6E HP Ouick Referen

BPRPA3TE: 63 65 24 20|20 5@ 65 6F 74 GF 20 49 60 61 67 63 ce - Photo Imagi

GERBE3EE: GE 67 20 2E 6C BE GE B B0 GF GF 00 B3 BF B8 B3 NG L LAK......... A

LCiiDocuments|
and Settings'il
L UsershDesk top®
HF Photo Imaging
Software.lnk...

Figure 2 - The Recycle Record Length

As you can see, the file name is located twice in the recycle record. There is an ASCII
version near the beginning of the record and a UNICODE version near the end. It will be
easier to output the ASCII version, located at 0x04 bytes after the beginning of the
recycle record. In this example, the file we are examining is called “C: \Documents
and Settings\All Users\Desktop\HP Quick Reference - Photo
Imageing .1lnk”.



‘866 INFO2 - Data

Len: $88BB15F4 | Tupe/Creator: / | Sel: $PEPEEIZ0:AEEEAS34 [ $HOAGROEL

BEEEEZER: BB BB BB O 60 00 60 60 00 B0 00 00 00 D0 B0 B8 L.......eeeeeees
BEAAAZFE: B8 OO B8 B8 B0 G0 00 @3 00 ©O 09 OO OO 0O 0O G0
BEBEAIAET BB B8 OO GO 6O 69 0O 69 65 OO DD DD 0O DO DO 60
BEAABIIE: B8 08 B8 OO B0 00 G0 00 G0 ©O 00 0O OO 0O 00 G0
BEABAIZE: BH BE B BE BE GE BE 60 60 5O 00 00 00 00 D0 BB L...............
BO00R33E : 43 3A 5C 44 6F B3 75 60 65 BE 74 73 Documents
BEABAI4E: 78 61 G 64 28 53 65 74 74 50 6E 67 73 SC 41 60 and Settings'Al
BEAEAISA: 5C 28 55 73 65 72 73 5C 44 55 73 6B 74 6F 78 5C | Usersh\Desktop!,
BEAAAISA: 45 58 28 51 75 60 63 6B 20 52 65 00 65 72 65 6E HP Ouick Referen
BEEEAITE: 63 65 28 20 26 56 65 6F 74 6F 28 49 60 61 57 63 ce - Fhoto Imagi
BEAABIEA: SE 57 20 ZE G0 GE GF 00 00 90 00 00 00 00 00 03 ng . lnK.........
BEABAIOE: BE B8 BB B B 60 6 60 60 DO 00 00 DO DO 0O B8 ......

BEAEAIAR: BE BB GO B B0 G0 G0 00 00 B0 0O 09 09 09 B9 68 .
BEABAIER: BE BE BE B8 6O 6O 6O 69 6O BO 00 DO DO DO DO G0
BEEAAICAT BB BB OO B B9 G0 00 00 00 BO 0O B0 0O 0B 0O 60
BEAAEI0a: 08 B8 BB GO OO @0 G0 G0 00 ©O 00 OO OO 0O 0O GO
BEARAIER: BB BB BB B 6O 69 69 69 69 OO D DO DO DO DO 68
BEABAIFA: OO B8 B8 B8 B0 00 00 00 00 ©O 99 0O OO 0O 0O G0
et e e e e e =
BEEEA41E: B8 BB BB B8 B0 G0 G0 G0 60 DO 0O 09 09 0O B9 BB .
BEEEE4ZE: BE BB BE BE GO 6O GO 6O 69 BO DD DD DO DO DO G0
BEEEA4IE: OO GO BB GO GO GO 60 60 62 OO 0O DO B2 0O 0O 68
Baaaa4da: 48 11 91 E8 IF FE ©Z @1 @2 19 99 99 43 099 36 60
BEAEE4SE: SC B8 44 BB 5F 69 63 69 7S B9 50 B9 55 09 GE GG
BEAAA4GE: 74 B8 73 B9 20 00 61 00 6E OO 64 0O 20 00 53 08
BEEEA4TE: 65 B8 74 B8 74 B9 69 68 GE B9 57 DO 73 DO SC @@
BEEEA4EE: 41 B9 5C B 5C B9 20 69 55 ©9 73 09 565 09 72 68
BEABA4OE: 73 B8 SC B 44 B8 65 68 73 B9 6B DO 74 DO GF G0
BEAEE4AR: 70 BB SC B 45 B9 S50 B9 29 B0 51 B9 7S 09 50 68
oaaaa4Ea: 63 08 6B @8 20 @0 52 @0 65 9O O 99 65 09 72 00
BEEEA4CAT 55 BB SE B 53 60 65 00 20 B9 20 B0 20 09 S0 68
oaaaa40a: 65 B8 5F B8 74 @0 6F @0 20 9O 40 99 60 99 Gl O3
BEABA4ER: 57 BB 50 B GE B9 67 69 29 OO 2E DO GC 0O GE 68
BEEEE4FE: 5B 09 B9 B8 B0 00 00 00 00 9O D9 D9 09 DO 09 00
e e e e e e = e
BEEEAS1A: B8 B8 BB B8 B0 00 G0 G0 6O DO 0O 09 0O 0O B0 B8 .
BEABASIA: OO GO B8 B G0 00 00 00 00 B0 00 00 00 00 0O GO .
BEARASIH: BE BE B B B0 G0 G0 G0 G0 BO 00 B0 B0 DO B0 BB .........e.eee.

5 A
Leoacuamegan.
S0 Waunad. WS
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Figure 3 - The Recycled File Name

The next piece of information we will want to identify within a recycle record is the
unique index number. When comparing different recycle records within the same
INFO?2 file, we see the value at offset 0x108 increases by one for each listed file. This
particular recycle record in the example is number 02.



0086

INFO2 - Data

Len: $8088815F4 | Tupe/Creator:

BEOEEZER
BRREAZFE
BEEEEZEE
BAREAZTE @
BRAREAZZE

g
{ala]
=l5]
Lal5]
{a[5]

BEEEEZ3E
BAAEAZ4E :
HEAEAZEE
BEOEAZ0E
BRAEAZTE
BEEEEZEE
BEAEAZDE
BRREAZAE
BEOEEZEE
BARAEAZCE @
HEAEAZ0E
HEEEEZER
BRAEAZFE :
BEEEESEE
BEoEad e ;
BRAREASZE
BEEEES2E

ES
w3
74
65
ED
B8
ol
ot
B8
oL
ol
B8
ol
58
B8
oL
B2

i....C: Documern
| and SettingshAl
Il Usersh\Desk top’,
HF Ouick Referen
oe — Photo Imagi
a .

BAAEAS4E @
BAREAS5E
BEEEES0E
BAAEASTE §
HEREAS2E
BEOEE42E
BAAEASAE
BEEEEEE
BAREA4CE @
BAGEAS0E ;
BEEEE4ER
BAAEA4FE @
HEREASEE
BEOEESTE
BAREAS2E
BEEEES2E

43
5
20
w3
65
74
75
65
20
&0
&C
e
=L
B8
=t
B8

m o

WESSE
Pl LEERAAD:
SR Emhb
ERR B R R

LasFlleiLino.
S

s T TOATWN DD A+ B 0 s s s s o s s

Figure 4 - The Recycle Record Index Number

B

The next bit of information seems to be the drive number where the file originated before
it was moved to the Recycle Bin. The data is encoded using the following scheme: 0x00
is drive “A:”, 0x01 is dive “B:”, and 0x02 is drive “C:”, and so on. This information is
located 0x10C bytes from the beginning of the recycle record. The recycled file in this
example was originally from drive C:.

8080

INFO2 - Data

Len: $000@15F4 | Type/Creator:

BAGEGZER @
BEGREZFE
BEABRG0IEE 1
BEEEE3I1E
BABEOIZE @
BEGEOIZE @
DEBR0I4E 1
BABRDISE 1
BEBEGE3I6E !
BABEOITE @
BEA0E3I20 5
DEBE0I0E ;
BABRDIAG §
BEBEE3IEE !
BABEG3ICE @
BEBaEI0E ;
DEGR0IER
BEBEEIFE
BEBEE4EE @
BEGEG @
BEBRE4ZE ;
BEBRE43E 1

[50:)

(0]
[s0)
[505]
[5]5]

55
72
4
5]
&0
oG]
[=0s)
{50}
[505]
[505]
{sl]
[=l]
{5]5)
{505}
[505)
i
B2

CihDocuments]
| and SettingshAl
L UsershDesk tap,
HF Quick Referen
ce — Photo Imagi

g W lhk. .

BEBEE44E 1
BEBEE5E !
BEGAGIGE &
BEBRE4TE ;
BEBRE4EE 1
BEEEE49E 1
BaBA04AE @
BEGAGIEE @
BEGR04CH ;
BEBAB40E §
BEBEEIER @
BaBa04FE @
BEA0ETE0
BEGRES1E
BABRBS2E 1
BEBEES3E 1

43
E5
28
73
[s5)
4
73
&35
28
&0
G
[s05]
[=5]
o
0]
[505]

Ny
=
e
ra
=
{Fie
s
P
-8
F1.

Figure 5 - The Drive Number
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It is very useful for the investigator to know when a file was moved to the recycle bin.
For an example, imagine a suspect moving subject matter to the recycle bin after a
temporary restraining order was executed. Knowing when the file was “deleted” may
prove the suspect ignored the restraining order. The field that contains this time stamp is
0x110 bytes from the beginning of the recycle record and is 8 bytes in length.

_6 686 INFO2 - Data

Len: $@88615F4 | Tupe/Creator: £ | sel: $ 236

BEAEEZEA: BA BH BE BE 08 0@ BF B0 AR B8 B BA 0@ BE AR &9
CEBEEZFE: B0 BE OB 0O 00 00 G5 B0 88 OB DB 00 00 60 B0 8&
OORAEE2AR; B0 B8 OB 00 0O 00 OO G0 B0 G0 DA 00 00 00 G0 &G
BEAEEZ1A: BE BE GR BE 08 BE GF BB AR BR B BB 660 B0 BE &8
BREBEEZZ0: G0 00 0B B0 B0 08 85 OO0 DA B0 00 0B 80 60 08 85 _e
GEEER33A: B0 B8 B8 BA 42 2A SC 44 BF B2 73 B0 B3 GE V4 V2 |, LCihDocuments
ARAEA24A: 2A 61 BE B4 28 52 65 74 74 B9 B6E 67 72 5C 41 AC | and SettingshAl
DEEEE3SA: GC 26 55 73 65 V2 V3 S5C 44 55 73 6B 74 6F 7@ S5C || UsershDesk toph,
BEEEE3GA: 42 S8 28 51 VS B9 63 6B 2@ 52 65 66 BS 72 65 6E HP Ouick Referen
BEBEEZTYE: B3 65 28 20 20 5B 65 6F V4 6F 28 48 60 61 67 69 e — Fhoto Imagi
oEEEEZEa: 6E 67 2B ZE GC GE OB B0 B0 B0 B8 08 08 0O B0 B8 ng . lhk o
BEAEE390 ] B0 G5 B8 BA B8 BE 0D B0 B0 B8 B8 B8 BA 0B 0O B8 |,

COBEEZAG: B0 BE OH B0 05 00 G5 B0 B8 OB DA 00 00 B0 B0 &8
OOREEZEA: B0 B0 O 00 08 00 OO0 B0 B8 B8 DA 00 00 G0 G0 &G
BEAEEZICA: BA BE BH BE 08 BE BF BB AR BA B B8 PO BE BE &F
CEEEEZ0E: B0 BE GF 0O 0B OO0 G5 B0 B8 OB DA 00 00 60 B0 &8
COREEZER: B0 86 GR 00 00 00 Q5 B0 B0 G0 DA 08 00 00 A0 &G
BEAEEZFA: BA BE BR B 08 BE BE A6 B8R BR B BA BB B0 AR &F
CEEEE4EE: BE BE OB 5O 05 00 G5 B0 B8 OB DA 00 00 60 B0 &&
ooaEE41a; B0 B8 OB B0 08 00 OO B0 B8 B8 DA 00 00 G0 60 88
BABEA42A: AR BH BR BE 08 BB GF A6 B8R BR BA BB B0 B0 A6 &6
CEEEE42E: B0 BE OB 00 0B 00 G5 BB B2 OB DA 00 62 60 B0 8E
bEAEE44a0 40 11 91 EA 1F FE C2 @1 |88 18 88 08 42 00 2A &0
BEAEA4SE: SC BE 44 8@ 6F BE 632 BB Y5 GA B0 B 65 B0 6E A&
ooaEE4eE: T4 BB T3 00 20 00 o 60 SE OB 54 00 20 60 532 88
HEAEE4 AL BT B8 74 B8 V4 0@ 60 B0 BE @@ £Y 08 Y3 B0 SC A
BEAEE4SA: 41 BE GC B8 G0 0@ 26 BB 55 @R 73 68 65 B8 72 A6
oEEEE49a: T2 B8 SC 80 44 @@ 65 8B Y2 08 OB 00 Y4 60 6F 88
BEAEE4AB. 7O B0 SC BA 42 8@ S0 B0 20 B8 31 88 Y3 80 69 ad
bEEEE4EA: 62 BE OB B8 28 00 52 8B 65 OB 05 00 65 B0 72 88
oEEEE4CE; 6T B8 GE 80 62 08 65 @0 20 @8 20 08 20 60 30 &
BEAER4DA: 62 BE BF B8 74 B@ GF BB 2R @A 49 BA 60 BE 61 &8
BEEEE4ER: 67 BB 00 B8 0E @0 6F 80 20 OB ZE 08 6C B0 GE &a
ooaEE4Fa; 6B B8 OB 00 00 00 05 G0 80 B8 DA 00 00 00 B0 &G
BEAEASAR: A BF GE BE 08 0@ GF BB B8R GE B B8 0@ B0 AR &d
HEEEETIE: B0 BE OB B0 05 00 G0 B0 B8 OB DA 00 00 B0 B0 88
OOREET2A: B0 B0 OB 00 00 00 00 G0 80 B30 DA 00 00 00 G0 &G
BEAEATIA: AR BE BR BE 08 B@ BE BB AR BR B BB 660 B0 A &8

Figure 6 - The Deleted Time Stamp

Now that we know where the deleted time stamp exists, we must translate it to something
a human can understand. Windows saves time stamps in “FILETIME” format.
FILETIME format is the number of ticks, in 100ns increments, since 00:00 1 Jan, 1601
(UTC). Since the rest of the world uses the Unix definition of time, which is the number
of seconds since 00:00 1 Jan 1970, we must be able to translate the FILETIME format to
the Unix time format. This is done with the following simple equation:

(Unix Time) = A * (NT Time) + B

Since the ticks in FILETIME are at 100ns intervals, we know that “A” is 10”. The trick
is finding “B”. “B” is the number of seconds between 1 Jan 1601 and 1 Jan 1970. We do
not have to painstakingly calculate that value because it is well documented with MSDN
and open source initiatives that “B” is 11644473600.



This example has a deletion time of “01 C2 FE 1F EO0O 91 11 407, which
translates to April 8, 2003 at 22:40:38.

The last field contains the file size. This field is 0x118 bytes from the beginning of the
recycle record. The file size reported in the recycle record is not exactly the same as the
file size reported from the dir command. The INFO?2 file records physical file sizes
while the dir command reports logical file sizes. Therefore, the sizes in the INFO?2 file
should be a multiple of the hard disk’s cluster size. In the example, the cluster size is

4096 bytes.

eoceo

INFO2 - Data

Len: $@@8815F4 | Tupe/Creatar:

| Sel: $EEEE0E3IIA:6E000442 / $EOE0GET1S

BEEEEZED
CEBBaE2FE :
BRARAIAG 1
BRAREIT A
BRAREIZE

|G ag

BEEREIZE
BEEREIAE
BEEREISH
BEEEEIEH
BEEEE3TE
BEEEEIS6
BEBaEI06 1
BRARAIAGE 2
BRARAIEG
BRAREICEH
BEEREI06 3
BEEREIED
CEEEEIFG
BEEEE4EE
BEEEE41 6]
GaBaE420 1
BEBaE420 1
BRARAS 46

d

BRAARA4SE
BRARA45E 3
BEERES 7E
BEERESSE
BEEEES06
BEEEE4RE
BEEEA4E6
GaBaB4Ca
BRARA406 1
BRARA4ER
BRARA4FE
BEERETEHE 3
BEERETT 62
BEERETZE
BEEEET26

-0 3 F "=+

Figure 7 - The Recycled File Size
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The following table summarizes the structures discovered in the INFO2 file:

Table 2 - The Structures within the INFO2 File

Data Structure Length (in bytes) Byte Offset

Recycle Record Size 4 0xC

Recycled File Name Variable, NULL terminated Start of Record+0x04
Recycle Record Unique ID 4 Start of Record+0x108
Drive Number for Recycled 4 Start of Record+0x10C
File

Deletion Time 8 Start of Record+0x110
Deleted Physical File Size 4 Start of Record+0x118




4. Rifiuti — The Open Source INFO2 File Parser

Now that we have an understanding of the internal structures, we can reconstruct an
INFO2 file. We can easily develop a tool to automate everything we have done by hand
so far. The author developed a tool named Rifiuti, the Italian word for trash, to parse the
information in an INFO?2 file and return the results in a field delimited format. Rifiuti’s
command line arguments are as follows:

[kjones: rifiuti] kjones$% ./rifiuti

Usage: rifiuti [options] <filename>
-t Field Delimiter (TAB by default)

The “-t” option will allow the investigator to change the field delimiter. The output will
be sent to standard out (the console) by default. It is suggested that Rifiuti is run in the
following manner:

./rifiuti INFO2 > INFO2.txt

AWINDOWSASystem32\emd. exe

C:\RECYCLER~\S—1-5-21-1482476501-1532298954-1881674531-1805>rif iuti.exe INFO2
INFO2 File: INFO2

INDEX DELETED TIME DRIVE WUMBER PATH SIZE

il Tue Apr 8 22:4@:38 2883 2 C:sDocuments and Settings~All Us
ers Desktop"HF Photo Imaging Softuare lnk 4896

2 Tue Apr 8 22:48:38 28 GC:~Documents and Settings~All Us
ers Desktop HP Quick Reference — Photo Imaging -Ink 4096

3 Fri Apr 11 BA3:89:83 2883 2 C:xDocuments and Settings-kjones
“DesktopsLaunch Internet Explorer Browser.lnk 4896

4

Fri Apr 11 15:17:59 2883 2 C:xDocuments and Settingsskjones
SDesktopsuwinzip8l _exe 1988544
5 Fri Apr 11 15:32:24 2883 C:sDocuments and Settings-kjones
\Deoktop\un1x\ugr\loca1\uh1n\off1ceaa 1251?376@

Fri Apr 11 15:35:37 2883 C:xDocuments and Settingsskjones
\Local Settings“Application Data\chPoaoft\CD Burning~0ffice 1133826048
s Fri Apr 11 15%:-35:51 2883 2 C:sDocuments and Settings~kjones
“Local Settings™Application Data“Microsoft~CD Burning~office.aa 6000B2560

C:\RECYCLER~S-1-5-21-1482476581-1532298954-1801674531-1085>

Figure 8 - Rifiuti in Action

Rifiuti shows us that there are some interesting files in this user’s recycle bin! Just by
examining the file names alone, we see that the suspect is attempting to create a CD with
some files named “Office”. Could this be an illegal attempt to distribute Microsoft
Office? To find out, we would have to examine the files in the recycle bin directory (see
Figure 1) further.
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It is important to note that Rifiuti’s output can be easily imported into your favorite
spreadsheet program so that you may sort, search, and filter the data. Furthermore, a
spreadsheet will allow you to format the data so that it is appropriate for a report.

®@00 [™ Workbook 1
< .._.c ./ 0 | _E [N
1 |INFO2 File: /Users /kjones /storage/ INFOZ |
2
ER INDEX DELETED TIME DRIVE NUMBER PATH SIZE |
4 | 1 Tue Apr & 18:40:38 2003 2 Ci\Domuments and Settings\All Users\DesktopiHP Photo Imaging SoftwareInk 4096
5 2 Tue Apr & 18:40:38 2003 2 Ci\Domuments and Settings\All Users\DesktopiHP Guick Reference - Photo Imaging .Ink 4096
6 3 Thu Apr 10 23109103 2003 2 Ci\Documents and Settings\kjonesiDesktopilaunch Internet Explorer Browsenink 4096
7 4 Fri Apr1l 11:17:5% 2003 2 Ci\Domuments and Settings\kjonesiDesktopivinzipsl, exe 1300544
8 | 5 Fri Apr1l 11:32:24 2003 2 Ci\Domuments and Settings\kjonesiDesktoptunixiusriocalwbintofficeas 125173760
9 6 Fri Apr 11 11:35:37 2003 2 Ci\Domuments and Settings\kjonesiLocal Settings\Application DatatMicrosoft CD BurninglOffice 1133926048
10 | 7 Fri Apr11 11:35:51 2003 2 Ci\Domuments and Settings\kjonesiLocal Settings\Application DatatMicrosofth CD Burningloffice.as 600002560
11
1Z |
13 4
14 v
< + +l L sheetl [Sheaiz [Sheetl JI] (e — <M
Ready OSCRL | DCAPS | @NUM ]

Figure 9 - Rifiuti's Output

Rifiuti is open source and released under the liberal FreeBSD license. Rifiuti can be
compiled on Windows (using Cygwin), Mac OS X, Linux, and *BSD.
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