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❑ AGENDA

▪ Security Researcher
▪ Speaker at SANS 2020
▪ Spear at DEVCON 2020
▪ Speaker at DEF CON USA 2019 
▪ Speaker at DEF CON USA 2018
▪ Speaker at DEF CON CHINA 2019
▪ Speaker at NO HAT 2019 (Bergamo)
▪ Speaker at HITB 2019 (Amsterdam)
▪ Speaker at CONFidence 2019 (Poland)
▪ Speaker at DevOpsDays BH 2019
▪ Speaker at BSIDES 2019/2018/2017/2016
▪ Speaker at H2HC 2016/2015
▪ Speaker at BHACK 2018/2019/2020
▪ Advisory Board member Forensic Science 

International: Digital Investigation 
journal.

▪ Introduction
▪ Go Binary
▪ First Steps on Go Reversing
▪ Go malware
▪ Final thoughts
▪ End
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▪ Go language has been created in 2007 (maybe back traced to Plan9). 

▪ First released in 2009 by Google.

▪ Version 1.0 has been released on 2012. 

▪ Golang introduces many interesting mechanisms such as channel, Goroutine, sync, wait 
group, select, context and so on. For example, to start a goroutine, which is focused on 
concurrency, we need simply to prefix a go function with the word “go”. 

▪ Golang runs on Windows, Linux and Mac, so it’s attractive for adversaries. 

▪ The number of incidents involving Go malware threats (mainly ransomware and packers) 
have exploded since 2019 and nowadays they are in everywhere.

❑ INTRODUCTION
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❑ INTRODUCTION

▪ Few Go malware threats:

▪ GoBot2
▪ Hercules
▪ FritzFrog
▪ Veil
▪ DDGminer
▪ GoBrut
▪ SysupdataMiner
▪ Zebrocy (nation-state APT)
▪ CHAOS
▪ ARCANUS
▪ CryptoStealer.Go (e-crime)
▪ Capoae (ransomware)
▪ WellMess (nation-state APT)
▪ IPStorm
▪ Netfilim (ransomware)
▪ EKANS (ransomware)
▪ Go Loader (nation-state APT)

▪ Searching for Go malware...



A
LE

X
A

N
D

R
E

 B
O

R
G

E
S

 –
R

E
V

E
R

S
E

 E
N

G
IN

E
E

R
/E

X
P

LO
IT

 D
E

V
E

LO
P

E
R

/P
R

O
G

R
A

M
M

E
R

6

❑ INTRODUCTION

▪ Download a sample from 
Malware Bazaar is pretty easy.
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❑ INTRODUCTION
▪ Go malware samples are bigger than a common C/C++ malware.
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❑ INTRODUCTION

▪ grep -iEl "((\"?)([a-zA-Z0-9_-]{20})\/)(([a-zA-Z0-9_-
]{20})\/([a-zA-Z0-9_-]){20}\/([a-zA-Z0-9_-]){20}(\"?)$)" 
* | sort

▪ PS: This regular expression is not perfect (so far from it), 
but it might help you, eventually.  ☺
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❑ INTRODUCTION
▪ strings -af * |grep -E "((\"?)([a-zA-Z0-9_-]{20})\/)(([a-zA-Z0-9_-]{20})\/([a-zA-Z0-9_-]){20}\/([a-zA-Z0-9_-]){20}(\"?)$)”

▪ Information about Build ID: https://golang.org/src/cmd/go/internal/work/buildid.go
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❑ INTRODUCTION

▪ Pretty basic Yara rule for hunting Go malware. Of course, it could be improved a lot ($re2 might be 
reduced) and condition could be more restrictive. For example, combining ($a1 and $re1) or even ($a1 and 
$re2). Don’t matter, you got the point... ☺
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❑ INTRODUCTION

▪ It’s worked as expected ☺
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▪ Unfortunately, reversing Golang malware is not easy because Golang programs are 
packed with garbage collector module and all necessary static libraries. Furthermore, it’s 
easy to strip common and debug symbol information using go build -ldflags "-s -w“. If 
symbol and debugging information are “removed”, finding useful evidences are harder. 

▪ Notheless, Go metadata information (function names and respective entry points) can’t 
be stripped so easily, so it could be useful during a reverse task. 

▪ As all statically linked libraries are included into the binary (it doesn’t rely on any external 
dependency), so listing strings and gathering additional information might not be so easy. 
In addition, determining useful functions could demand some work because the sample 
might have thousands of functions.

▪ Unfortunately, strings in Go are not terminated in “\x00” , but they have a different 
representation named “data string” that’s composed by “start address, length”. 

❑ GO BINARY
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▪ To make our tasks worse, Windows programs written in Go are implemented and 
compiled using COFF symbol table, which could be make the distinction between data 
and code harder. 

▪ Different of Windows system, which has three or four calling conventions, Golang has 
only one, whose caller function is responsible for reserving space on the callee’s stack for 
returning values and callee’s parameters. Eventually, it makes distiguishing them a bit 
more difficult during an analysis.

▪ Another subtle aspect of Go is that is very common have simple functions as shown 
below:

▪ func myFirstRoutine( x int, y int) (int, int)

▪ In this case, the function accepts two arguments and return two arguments too, so it’s 
required to understand the stack organization:

❑ GO BINARY
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❑ GO BINARY

b

a

First return value

Second return value

Caller’s local variables.

Stack
Top of the stack
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▪ As GC (Garbage Collector) is responsible for freeing memory, there’s a kind of 
synchronization between goroutines and GC by using memory barries which handling 
memory writes. Unfortunately, this can produce code difficult to be reverted. 

▪ Previously we had several plugins and helper programs to support Go reversing such as 
IDAGolangHelper (for IDA Pro) and r2_go_helper (for radare2). Nowadays, these 
reversing tools (mainly IDA Pro 7.6) offer a better support to analyze go binaries without 
needing external scripts. 

▪ Get knowledge on details about Golang binary reversing and how to reversing tools are 
able to make a good job demands learning internal details of Golang binaries such as 
pcIntab and moduledata structures as represented on these files:

▪ https://golang.org/src/debug/gosym/pclntab.go
▪ https://golang.org/src/runtime/symtab.go

❑ GO BINARY
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▪ On of purpose of runtime.pclntab is to make Go runtime system able to produce detailed 
stack traces through APIs such runtime.GetStack. 

▪ Therefore, is it true the statement that Go programs are big? Yes, and one of reasons is 
the pclntab “uncompressed” (until version 1.14), but there’re good reasons: a better run-
time memory management and short initialization time. 

▪ From Go version 1.15 up to current versions, the pclntab is compressed again (as prior Go 
1.2) and, from version 1.16, it is not longer embedded into the executable, so it isn’t 
present in the symbol table.

▪ Actually there isn’t the old runtime.pclntab symbol anymore and the new pclntab was 
broken up in several pieces. 

❑ GO BINARY
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▪ A Golang binary has the following general composition:

▪ Meta information: build id (each go binary has an own build id), go version, GOROOT 
(Go installation path) and so on

▪ Pclntab (Program Counter Line Table / Go Runtime Symbol Table information): 
basically, it holds the function symbol table (routine’s name + entries points), which 
starts at pclntab_address + 8. The magic number: 0xFFFFFFFB. 

▪ Runtime Type Information: method information of uncommon types, element types, ...

▪ Interface table: interface type, methods, and so on

▪ Strings  / string pointers

❑ GO BINARY
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REVERSING
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▪ Go features such as interfaces, channels, slices, maps and so on might represent an 
additional hurdle to circumvent, and we don’t can forget that Go binaries are bigger than 
usual binaries from other programming languages. 

▪ There are good tools (IDA is my favorite, by far) to analyze Go binaries such as:

▪ IDA Pro/Home (version 7.6+): https://hex-rays.com/ida-pro/

▪ Ghidra (https://github.com/NationalSecurityAgency/ghidra/releases)

▪ Binary Ninja (https://binary.ninja/)

▪ JEB decompiler: https://www.pnfsoftware.com/

▪ Cerberos Suite (https://cerbero.io/)

❑ GO REVERSING
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▪ Before proceeding, let’s remember that installing and configuring Go infrastructure is not 
hard, but it’s necessary to pay attention to small details.

▪ To download and install Go binaries, all information can be got on: 
https://golang.org/doc/install

▪ Set the following environment variables:

▪ GOROOT (folder where Go is installed): C:\Program Files\Go

▪ GOPATH (your home directory for Go projects): C:\Users\Administrator\go

▪ Folder pointed by GOPATH variable contains folders such as bin, pkg and src (where are 
stored our projects). 

❑ FIRST STEPS ON GO REVERSING



A
LE

X
A

N
D

R
E

 B
O

R
G

E
S

 –
R

E
V

E
R

S
E

 E
N

G
IN

E
E

R
/E

X
P

LO
IT

 D
E

V
E

LO
P

E
R

/P
R

O
G

R
A

M
M

E
R

22

▪ Another important information is about the common organization of a typical Go 
program:  Module → Package → Go files

▪ For example, we’ll be using the following environment:

▪ Install Go and set environment variables (as shown on the previous slide)

▪ Install Visual Studio Code: https://code.visualstudio.com/

▪ Install Go extension (many additional depencies will be installed when you create your 
first .go file)

▪ Create a module folder named “blackstormsecurity”, which will be used as a module: 
mkdir src/blackstormsecurity

❑ FIRST STEPS ON GO REVERSING
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▪ Using the Visual Studio Code, open the “blackstormsecurity” module folder. 

▪ Open a terminal (Terminal → New Terminal) and,  under “blackstormsecurity” 
module, create a go.mod that declare this module:  

▪ go mod init blackstormsecurity

▪ Create a package folder named “project1” (it’s only a folder too) on Terminal:

▪ mkdir project1

▪ Under “project1” package, create a file named “conference.go” and insert the 
following content (save it using CTRL+S):

❑ FIRST STEPS ON GO REVERSING
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❑ FIRST STEPS ON GO REVERSING
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❑ FIRST STEPS ON GO REVERSING
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❑ FIRST STEPS ON GO REVERSING
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❑ FIRST STEPS ON GO REVERSING
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▪ Now you can do several different actions:

▪ Build the main.go module: go build example1.go

▪ Install it: go install example1.go (executable will be installed in 
C:\Users\Administrator\go\bin)

▪ On Terminal, run the example1.exe.

▪ Open your browser and type:

▪ http://127.0.0.1:9999/submit?user=alexandre
▪ http://127.0.0.1:9999/submit?user=borges

❑ FIRST STEPS ON GO REVERSING
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❑ FIRST STEPS ON GO REVERSING
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❑ FIRST STEPS ON GO REVERSING
Go binary is handled as a 
PE32/PE64 binary on IDA Pro, 
but the big difference is that, 
from IDA Pro/Home 7.6 SP 1, 
it is able to disassembly Go 
binaries very well!

No doubts, IDA Pro is the best 
program/tool for reverse 
engineering, by far, and since 
ever.  

▪ From the next slide onward, 
all Go source code snipets 
have been extracted/based 
from go.dev and pkg.go.dev 
because learning the source 
code is critical to get a 
better understanding on Go 
Reversing!☺
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❑ FIRST STEPS ON GO REVERSING
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❑ FIRST STEPS ON GO REVERSING

▪ Function Name Table
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❑ FIRST STEPS ON GO REVERSING

▪ Function Table
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❑ FIRST STEPS ON GO REVERSING

▪ Don’t waste time with 
Garbage Collector functions!
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❑ FIRST STEPS ON GO REVERSING

▪ Garbage Collector function 
is called many times! 
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❑ FIRST STEPS ON GO REVERSING
Instruction following structure in GO:

▪ string’s content (char*)
▪ size (qword)

▪ Functions in Golang check for 
enough stack space before 
setting up the local stack frame.

▪ Printf( ) function, from fmt package, is defined as:

func Printf(format string, a ...interface{}) (n int, err error) {
return Fprintf(os.Stdout, format, a...)

}

▪ Package os.File implements io.Writer 
interface (rax), Stdout (rbx) comes from os 
package and it’s is defined as a global 
variable. Additionally, rcx holds the strings 
and edi contains the string’s size.  
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type StringHeader struct {
Data uintptr
Len  int

}
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❑ FIRST STEPS ON GO REVERSING

<module_package_function>

(small allocation) newobject →mallocgc →mcache →mspam (32KB memory chunk) 

String struct (content and size)

pointer to ListenAndServe function, which is defined as:

func ListenAndServe(addr string, handler Handler) error {
server := &Server{Addr: addr, Handler: handler}
return server.ListenAndServe()

}



A
LE

X
A

N
D

R
E

 B
O

R
G

E
S

 –
R

E
V

E
R

S
E

 E
N

G
IN

E
E

R
/E

X
P

LO
IT

 D
E

V
E

LO
P

E
R

/P
R

O
G

R
A

M
M

E
R

38

❑ FIRST STEPS ON GO REVERSING

▪ Stack setup

▪ var_x as named is not a so 
good represention because 
stack are re-used in the code, 
so it’s advisable to change it to 
rsp + XXh using “Q” hotkey.

▪ There isn’t a prologue 
as we’re used to seeing 
in other languages.

▪ Check stack space

▪ Don’t try to follow 
each stack 
manipulation ☺

▪ Package os.File implements 
io.Writer interface. It’s 
necessary to FPrintf( ) ahead.
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❑ FIRST STEPS ON GO REVERSING

▪ from *http.Request.URL.Query().Get()

▪ func mapaccess1_faststr(t *maptype, h 
*hmap, ky string) unsafe.Pointer

▪ Prevents race condition.
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❑ FIRST STEPS ON GO REVERSING
Remember that Go interfaces offers an approach to specify the 
behavior/type of an object, so the wished behavior here is “string”:

func convTstring(val string) (x unsafe.Pointer) {
if val == "" {

x = unsafe.Pointer(&zeroVal[0])
} else {

x = mallocgc(unsafe.Sizeof(val), stringType, true)
*(*string)(x) = val

}
return ▪ https://golang.org/src/runtime/iface.go

▪ Convert Interface’s type to 
another Interface’s type (I2I). In a 
rough definition, an Interface is a 
collection of methods that are 
implemented by Structs, which 
are composed by fields. 

▪ Copy 16 bytes from 
xmm15 into address 
pointed by rsp+48h.

▪ Package os.File implements 
io.Writer interface.
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❑ FIRST STEPS ON GO REVERSING

▪ The string “alexandre” has a size of 
bytes, so a comparison to check if 
the user variable holds some string 
with this same size is done. 

▪ The first 8 characters are tested 
(“alexandr”) and whether the 
comparison is successful, so the last 
character (“e”) is finally checked. 

▪ If the username is “alexandre”, so 
the “calc2.exe” is downloaded 
from website by calling 
“blackstormsecurity.project.Dow
nload_Exec” (remember: 
<module_package_function>).  In 
addition, we have:

▪ rax: “calc2.exe” string
▪ ebx: string size
▪ rcx: URL for downloading 

calc2.exe
▪ edi: URL string size



A
LE

X
A

N
D

R
E

 B
O

R
G

E
S

 –
R

E
V

E
R

S
E

 E
N

G
IN

E
E

R
/E

X
P

LO
IT

 D
E

V
E

LO
P

E
R

/P
R

O
G

R
A

M
M

E
R

42

❑ FIRST STEPS ON GO REVERSING

▪ Stack setup

▪ Once again, there isn’t prologue 
as we’re used to seeing. 
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❑ FIRST STEPS ON GO REVERSING

▪ Package os.File implements 
io.Writer interface.

▪ os.Stdout is declared 
as global variable. 

▪ The Create( ) function used by our application 
code (slide 26) is actually implemented using 
OpenFile( ) (check it on Go source code --
package os.File: 
https://golang.org/src/os/file.go)

▪ At this point rbx holds the “err” 
variable  (from code) and it’s tested 
to confirm whether file has been 
created successfully or not.

▪ rax: filename string
▪ rbx: size of file name
▪ ecx: flags
▪ edi: file mode

type StringHeader struct {
Data uintptr
Len  int

}
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❑ FIRST STEPS ON GO REVERSING
▪ HTTP client (as well as HTTP server) 

are provided by http package. 

▪ rbx: URL string
▪ rcx: URL string size

Http.Get( ) is implemented as:

func Get(url string) (resp *Response, err error) {
return DefaultClient.Get(url)

}
▪ If there isn’t any error ( err == nil), so 

proceed to time.Sleep( ) function. 
Otherwise, move to log.Panicln().

▪ Sleep function from time package 
accept argument. In this case, 
2540BE400h is equal to 10000000000 
nano seconds, which results to 10 
seconds. 
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❑ FIRST STEPS ON GO REVERSING
func convI2I(inter *interfacetype, i iface) (r iface) {

tab := i.tab
if tab == nil {

return
}
if tab.inter == inter {

r.tab = tab
r.data = i.data
return

}
r.tab = getitab(inter, tab._type, false)
r.data = i.data
return

}

▪ Package os.File implements 
io.Writer interface.

func CopyBuffer(dst Writer, src Reader, buf []byte) (written int64, err error) {
if buf != nil && len(buf) == 0 {

panic("empty buffer in CopyBuffer")
}
return copyBuffer(dst, src, buf)

}

On the source code we’ve used io.Copy( ), which is implemented by the CopyBuffer( ) 
function:

func Copy(dst Writer, src Reader) (written int64, err error) {
return copyBuffer(dst, src, nil)

}

▪ The actual implementation 
is a bit longer... ☺
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❑ FIRST STEPS ON GO REVERSING
func Fprintf(w io.Writer, format string, a 
...interface{}) (n int, err error) {

p := newPrinter()
p.doPrintf(format, a)
n, err = w.Write(p.buf)
p.free()
return

}

▪ rax: filename
▪ rbx: website

func (c *Cmd) Run() error {
if err := c.Start(); err != nil {

return err
}
return c.Wait()

}

os.exec.Command( ) returns a Cmd 
structure used by Run( ) method.

type Cmd struct {
Path string
Args []string
Env []string
Dir string
Stdin io.Reader
Stdout io.Writer
Stderr io.Writer
ExtraFiles []*os.File
SysProcAttr *syscall.SysProcAttr
Process *os.Process
ProcessState *os.ProcessState

}



A
LE

X
A

N
D

R
E

 B
O

R
G

E
S

 –
R

E
V

E
R

S
E

 E
N

G
IN

E
E

R
/E

X
P

LO
IT

 D
E

V
E

LO
P

E
R

/P
R

O
G

R
A

M
M

E
R

GO MALWARE

47



A
LE

X
A

N
D

R
E

 B
O

R
G

E
S

 –
R

E
V

E
R

S
E

 E
N

G
IN

E
E

R
/E

X
P

LO
IT

 D
E

V
E

LO
P

E
R

/P
R

O
G

R
A

M
M

E
R

48

▪ As analyzing malware threats is usually a time consuming task, so it is NOT our goal here 
to analyze a whole malware sample (not even close), but only to comment few pieces of 
code to highlight one or another point.

▪ Additional point: either “method” or “function” nomenclature can be used with same 
effect, though there’s a small difference between them.  

▪ Technically, functions are usually declared by specify argument’s types, body and return 
values, while method are defined as having a receiver (class), but it isn’t fundamental to 
understand concepts here.  

▪ Once again, all Go source code snipets have been extracted/based from go.dev and 
pkg.go.dev because learning the source code is critical to get a better understanding on 
Go Reversing!  ☺

❑ GO MALWARE
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❑ GO MALWARE
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❑ GO MALWARE
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▪ malwoverview.py -f 
4961954c47ef2395dd73b8cc
4bb36827f71e08a13f9ec4cc
1daba51715334fc9.exe -v 2
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❑ GO MALWARE
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❑ GO MALWARE
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❑ GO MALWARE

typedef struct _NT_TIB {
struct _EXCEPTION_REGISTRATION_RECORD *ExceptionList;
PVOID StackBase;
PVOID StackLimit;
PVOID SubSystemTib;
PVOID FiberData;
PVOID ArbitraryUserPointer;
struct _NT_TIB *Self;

} NT_TIB;

typedef struct _TEB
{

struct _NT_TIB NtTib;                     //0x0
VOID* EnvironmentPointer;          //0x1c
struct _CLIENT_ID ClientId;           //0x20
...................

}

▪ One of possible usages of ArbitraryUserPointer 
would be pass some information to a debugger, but 
it seems Go uses it as a TLS slot on Windows. 

main.main( )
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❑ GO MALWARE
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❑ GO MALWARE
▪ The UserHomeDir( ) returns the 

current user's home directory, which 
it’s %USERPROFILE% on Windows 
systems. 

▪ This function joins path elements 
into a single  path, so on 
Windows it returns a UNC path.

▪ MkdirAll( ) creates a directory 
named path and all necessary 
parents (similar to mkdir -p <dir> 
on Linux/Unix)

main.main( )
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▪ A quite common approach for strings is creating a structure similar to:

▪ Afterwards, we can eventually apply it on through ALT-Q hotkey and T hotkey to a 
structure offset. 

▪ Although our presentation is focused on static analysis, all renamed functions could be 
transfered to x64dbg by using any of the following plugins:

▪ Labeless: https://github.com/a1ext/labeless
▪ x64dbgida:   https://github.com/x64dbg/x64dbgida

❑ GO MALWARE

▪ After creating the structure, rename its fields. 
▪ Change the “string_content” type to char* by 

using “y” hotkey.  
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❑ GO MALWARE

▪ Goroutines are methods created when  prefixing a 
function call with “go” word (go 
reverse.Engineering( )), which consume little stack 
space and allocate heap space according to 
necessity, executing concurrently with other 
goroutines within the same address space.

▪ func newproc(siz int32, fn *funcval) {...}

▪ Channels are a data type which provides a 
mechanism that make possible goroutines to 
synchronize their execution and communication 
(moving data) with another concurrent goroutine 
(roughly similar to pipes).

▪ func makechan(t *chantype, size int) *hchan {...}

main.main( )
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❑ GO MALWARE

▪ Reference to the uuid package ,that  
generates and inspects UUIDs 
(https://github.com/google/uuid)

main.lockRun( )



A
LE

X
A

N
D

R
E

 B
O

R
G

E
S

 –
R

E
V

E
R

S
E

 E
N

G
IN

E
E

R
/E

X
P

LO
IT

 D
E

V
E

LO
P

E
R

/P
R

O
G

R
A

M
M

E
R

59

❑ GO MALWARE

▪ Functions getting information 
about current user, hostname and 
IP address.

main.getClientDetails( )
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❑ GO MALWARE

▪ Package “sync”  contains a structure named and object 
(and structure) named “Once” and it holds a field (m), 
whose type is Mutex. The doSlow(f func()) function 
uses Lock( ) on m and guarantee that when it returns, 
has has finished. In few words, doSlow establishes 
synchronization. 

▪ Typedmemmove, from runtime package, 
copies a value of a specific type from a source 
to a destination. It’s similar to memcpy( ) 
from C language.  

os.user.Current( )
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❑ GO MALWARE
▪ Opens the access token associated to 

the current process.

▪ getInfo( ) retrieves information from 
an access token: 

▪ func (t Token) getInfo(class 
uint32, initSize int).

▪ Implemented by using 
GetTokenInformation( ).

▪ GetTokenInformation(t Token, 
infoClass uint32, info *byte, 
infoLen uint32, returnedLen 
*uint32) (err error) = 
advapi32.GetTokenInformation

os.user.Current( )
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❑ GO MALWARE
▪ String, from syscall package, converts 

sid to a string formats using 
ConvertSidToStringSid( ) function. 

▪ This function retrieves the path to 
the root directory of the user’s 
profile determined by the given 
token. 

▪ GetUserProfileDirectory(t Token, dir 
*uint16, dirLen *uint32) (err error) = 
userenv.GetUserProfileDirectoryW

▪ Retrieves the username and domain 
for the given SID.

os.user.Current( )
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❑ GO MALWARE
os.hostname( )

▪ Retrieves a NetBIOS or DNS name 
associated with the local computer.

▪ GetComputerNameEx(nameformat 
uint32, buf *uint16, n *uint32) (err 
error) = GetComputerNameExW

▪ func makeslice(et *_type, len, cap 
int) unsafe.Pointer {...}

▪ A slice is a kind of dynamically-size 
array (therefore, it doesn’t have a 
fixed length) and its typical notation 
is [ ]T, where T specifies the type of 
the element. 
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❑ GO MALWARE

▪ Finding strings in previous versions of Golang is not so easy (they are 
grouped), unfortunately. However, it’s only a matter of time... ☺ To 
determine where string ends, I used the following lines (not shown):

▪ mov     [rsp+60h+var_58], rax
▪ mov     [rsp+60h+var_50], 21h ; '!'

main.getIP( )
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❑ GO MALWARE
▪ We should remember that http package provides us 

an useful implementation of HTTP client and server. 
As client, there’s a Get( ) and Post( ) implementation:

▪ func Get(url string) (resp *Response, err error) {
return DefaultClient.Get(url)

}

▪ Interface’s type in Go is similar, under some 
aspects, to any other language and defines 
some methods that need to be implemented. 
Therefore, other data type that holds 
methods with same signatures are regarded 
as being of the same type of this interface.  

▪ func ReadAll(r io.Reader) ([]byte, error)

▪ This function reads from r until an EOF or error.

main.getIP( )
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❑ GO MALWARE

▪ We have few clear facts here:

▪ A file is downloaded from Internet. 
▪ downloadFile( ) is implemented by 

using net.http.Get( ) function:
func Get(url string) (resp *Response, 
err error).

▪ Get( ) is implemented by using “func 
NewRequestWithContext(ctx 
context.Context, method, url string, 
body io.Reader)”

▪ According to shown strings, the 
downloaded file is being launched by 
using “cmd /c start <downloaded 
file>

▪ The Command function -- func 
Command(name string, arg ...string) 
*Cmd -- returns a Cmd struct to 
execute the target program with 
arguments using os.exec.Cmd.Run( ).

main.handlePicDisplay( )



A
LE

X
A

N
D

R
E

 B
O

R
G

E
S

 –
R

E
V

E
R

S
E

 E
N

G
IN

E
E

R
/E

X
P

LO
IT

 D
E

V
E

LO
P

E
R

/P
R

O
G

R
A

M
M

E
R

67

❑ GO MALWARE
main.handleFileUploadURL( )

▪ Post files (json files) to website (https://gi74qcmwmxoq4xun.onion.ws/fujson) using credentials (username: 
uwangle  and, maybe, password: vzigzag)

func Post(url, contentType string, body io.Reader) (resp *Response, err error) {
return DefaultClient.Post(url, contentType, body)

}

https://gi74qcmwmxoq4xun.onion.ws/fujson
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❑ GO MALWARE

▪ Using an external Go library to capture desktop 
screen:  https://github.com/kbinani/screenshot

main.handleScreenshot( )
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▪ Reversing Go code is not hard, but certainly takes time as any other language. 

▪ It’s advisable to learn Golang programming and its respective concepts. In 
addition, investigating the Go source code is always interesting. 

▪ During the analysis, it’s recommended to focus on key functions and not trying to 
follow the intensive stack’s manipulation.  

▪ Go language has been constantly improved and all changes will be reflected on 
the final assembly code. 

▪ No doubts, a good tool as IDA Pro/Home can save your time during the analysis. 

▪ Keep reversing ☺

❑ FINAL THOUGHTS
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❑ END

▪ Security Researcher
▪ Speaker at SANS 2020
▪ Spear at DEVCON 2020
▪ Speaker at DEF CON USA 2019 
▪ Speaker at DEF CON USA 2018
▪ Speaker at DEF CON CHINA 2019
▪ Speaker at NO HAT 2019 (Bergamo)
▪ Speaker at HITB 2019 (Amsterdam)
▪ Speaker at CONFidence 2019 (Poland)
▪ Speaker at DevOpsDays BH 2019
▪ Speaker at BSIDES 2019/2018/2017/2016
▪ Speaker at H2HC 2016/2015
▪ Speaker at BHACK 2018/2019/2020
▪ Advisory Board member Forensic Science 

International: Digital Investigation 
journal.

THANK YOU FOR ATTENDING 
MY TALK! 

▪ Twitter: @ale_sp_brazil
▪ Blog: https://exploitreversing.com
▪ LinkedIn:  in/aleborges
▪ Tool: 

https://github.com/alexandreborges/malwoverview


