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Chapter 15: SQL Injection

Technology Brief

In this chapter, Structured Query Language (SQL) injection is covered. SQL
Injection is a popular and complex method of attack on web services,
applications, and Databases. It requires deep knowledge about web
application processes and its components such as databases and SQL. SQL
Injection is basically insertion of malicious code or script by exploiting
vulnerabilities to launch an attack powered by back-end components. This
chapter will give information about concepts or SQL injection, types,
methodology and defending techniques of SQL injection.
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SQL Injection Concepts

SQL Injection

SQL Injection Attacks uses SQL websites or web applications. It relies on the
strategic injection of malicious code or script into existing queries. This
malicious code is drafted with the intention of revealing or manipulating data
that is stored in the tables within the database.

SQL injection is a powerful and dangerous attack. It identifies the flaws and
vulnerabilities in a website or application. The fundamental concept of SQL
injection is to inject commands to reveal sensitive information from the
database. Hence, it can result to a high profile attack.

The scope of SQL Injection

SQL Injection can be a great threat to a website or application. SQL injection
impact can be measured by observing the following parameters that an
attacker is intended to overcome: -

e Bypassing the Authentication

e Revealing sensitive information
e Compromised Data integrity

e FErasing the database

e Remote Code Execution

How SQL Query works

Injection of SQL query will be executed on the server and replied by the
response. For example, following SQL query is requested to the server.

SELECT * FROM [Orders]

These commands will reveal all information stored in the database "Orders"
table. If an organization maintains records of their orders into a database, all
information kept in this database table will be extracted by the command.
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SELECT * FROM [Orders]

Database
Orders

| customer Name i Shipment Date
Paula Wilson | 2020-07-19

| Elizabeth meln| 2020-07-20

Figure 15-01 SQL Query working

SQL Delete Query

The DELETE statement is used to delete existing records in a table. To
understand, consider a table “Customers” in a database. The following
information is the table “Customers” is containing.

1 Maria Anders London

2 Alfreds Futterkiste Prague

3 Elizabeth Brown Paris

4 Ana Trujillo New York
5 Thomas Hardy Boston

Table 15-01 Database before Delete Query

Execution of “delete” command will erase the record.

DELETE FROM Customers

WHERE CustomerName='Alfreds Futterkiste';

Now the database table will be like this: -

1 Maria Anders London

3 Elizabeth Brown Paris

4 Ana Trujillo New York
5 Thomas Hardy Boston
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Table 15-02 Database After Delete Query

fb.com/ethicalhackx

There are lots of SQL query commands that can be used. Above are some of
the most common and effective commands that are being used for injection.

SQL Update Query

The UPDATE statement is used to modify the existing records in a table. For

example, consider the following command.

UPDATE Customers

WHERE CustomerID = 1;

SET ContactName = '[PSpecialist, City= "Frankfurt'

Now the Database will be: -

1 [PSpecialist Frankfurt
3 Elizabeth Brown Paris

4 Ana Trujillo New York
5 Thomas Hardy Boston

Table 15-03 Database after Update Query

SQL Injection Tools

There are several tools available for SQL injection such as: -

e BSQL Hacker

e Marathon Tool

e SQL Power Injector
e Havijj

Certified Ethical Hacker v10 https://www.ethicalhackx.com

fb.com/ethicalhackx



Certified Ethical Hacker v10 https://www.ethicalhackx.com fb.com/ethicalhackx

Types of SQL Injection

SQL Injection can be classified into three major categories.

1. In-band SQLi
2. Inferential SQLi
3. Out-of-band SQLi

In-Band SQL Injection

In-Band SQL injection is a category which includes injection techniques
using same communication channel to launch the injection attack and gather
information from the response. In-Band Injection techniques include: -

1. Error-based SQL Injection
2. Union based SQL Injection

Error Based SQL Injection

Error-based SQL Injection is one of the in-band SQL Injection technique. It
relies on error messages from the database server to reveal information about
the structure of the database. Error-based SQL injection is very effective for
an attacker to enumerate an entire database. Error messages are useful during
the development phase to troubleshoot issues. These messages should be
disabled when an application website is live. Error Based SQL Injection can
be performed by the following techniques: -

e System Stored Procedure
End of Line Comment
Illegal / Logically incorrect Query
Tautology
Union SQL Injection

Union-based SQL injection is another In-band SQL injection technique that
involves the UNION SQL operator to combine the results of two or more
SELECT statements into a single result.

SELECT <column_name(s)> FROM <table_1>

UNION

SELECT <column_name(s)> FROM <table_2>;

Inferential SQL Injection (Blind Injection)
In an Inferential SQL Injection, no data is transferred from a Web
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application; the, i.e., attacker is unable to see the result of an attack hence
referred as a Blind injection. The attacker just observed the behavior of the
server. The two types of inferential SQL Injection Are Blind-Boolean-based
SQL injection and Blind-time-based SQL injection.

Boolean Exploitation Technique

Blind SQL injection is a technique of sending a request to the database. the
response does not contain any data from database however attacker observe
the HTTP response. By evaluating the responses, an attacker can infer
whether injection was successful or unsuccessful, as the response will be
either true or false however it will not contain any data from the database.

Out-of-band SQL Injection

Out-of-band SQL injection is the injection technique that uses different
channels to launch the injection and gather the responses. It requires some
features being enabled such as DNS or HTTP requests on database server
hence it is not very common.
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SQL Injection Methodology
Information Gathering and SQL Injection Vulnerability Detection

In the information gathering phase, Collect the information about the web
application, operating system, database and the structure of the components.
Evaluation of extracted information will be helpful to identify the
vulnerabilities to exploit. Information can be gathered by using different tools
and techniques such as injecting codes into the input fields to observe the
response of error messages. Evaluation of input field, hidden fields, get and
post requests, cookies, string values and detailed error messages can reveal
enough information to initial injection attack.

Launch SQL Injection Attacks

Appropriate SQL injection attack from the category cab be initiate just after
gathering the information about the structure of database and vulnerabilities
found. By exploiting them, the injection can be successful. SQL injection
attacks such as Union SQL injection, Error-based SQL injection, Blind SQL
injection and other can be used to extract information from the database such
as extracting Database name, tables, columns, rows, and fields. The injection
can also have intended for bypassing the authentication.

Advanced SQL Injection

Advanced SQL injection may include an enumeration of databases like
MySQL, MSSQL, MS Access, Oracle, DB2, or Postgre SQL, tables and
column in order to identify privilege level of users, account information of
database administrator and database structure disclosure. it also includes
passwords and hashes grabbing, and transferring the database to the remote
machine.
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Evasion Techniques
Evading IDS

In order to secure database, isolated deployment in a secure network location
with an intrusion detection system (IDS) is recommended. IDS keep
monitoring the network and host traffic as well as a database application. The
attacker has to evade IDS to access the database, for this, it uses different
evading techniques. For example, IDS using Signature-based Detection
system compare the input strings against the signature to detect intrusion.
Now all you have to do is to evade the signature-based detection.

Types of Signature Evasion Techniques
Different techniques as mentioned below are used to evade: -

Inserting Inline Comment in between keywords
Character Encoding

String Concatenation

Obfuscated Codes

Manipulating White Spaces

Hex Encoding

Sophisticated Matches
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Counter-measures

In order to mitigate SQL injection attacks, there are several detection tools
available which can be used. These tools perform testing of website and
applications and report the data, issues and remediation actions. Some of
these advanced tools also offer technical description as the issue.
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Lab 15-1: Using IBM Security AppScan Standard

Download and Install IBM Security AppScan Standard.
Open the Application
Select Create New Scan

N

EJJ

.

(% Open... O Welcome to AppScan
[} Create New Scan...

‘ AppScan's Knowdedge On-Demand
Recent Scans

3 ‘ # Download Extensions
] demo testfire.net

@] 10.10.50.20 Q) Getting Sarted (POF)
] Regular Scan
e "] 18M Apphcation Security Insider

V] Display this screen when AppScan launches

Figure 15-02 IBM Security AppScan Standard

4. Select Scan template, the Regular scan will start a new scan. In our case,
we are using a predefined template demo.testfire.net
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| Launch Scan Configuration 'wizard

New Scan _ i)
Recent Templates Predefined Templates
% ] demo. testfire.net & ] Regular Scan
{4 Regular Scan 5] Quick and Light Scan
% Browse... i) Parameter-Based Navigation
] WebSphere Commerce
) WebSphere Portal
] demo testfire.net
&) Hacme Bark
& WebGoat 5
&) orklght

Hep | | Concel |
Figure 15-03 New Scan
b. Click Next
5. If you want to edit the configuration, Click Full scan configuration
Sein Configuration Wizard (==
?E?:__f Welcome to the Configuration Wizard
The Conbgueation Wizard vall heip pou conhguie & nesi scan based on the scan lemplste: demo lestiie nel
Sednct the lupe of scan pou wank bo perfoms
W wieb Apphoation Scan
The GSE wsh Sesvicet recatder it rof mitaled
Doviriood GSC e
_—
General Tasks
A Full Sean Cambgur ation
) el ~ Ned> | Cacel |
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Figure 15-04 Configuration Wizard
/. Click Next
) Skarting LRL
Shal thes s o this URL:
Fltpar/demo testfie nat b m
For estample:. hilpe S /\dema leslire nel!
[7] Scan oedy links in and below s dieciony
) Case-Sensitive Path
1] Treal ol pathe as care-caradive [Ure. Linst, slc |
) Additional Servers and Domains
Inchude the folovang additional servers and domans in his scar [T -
Senerel Tphs ] I nesd 1o configuee addionsl connectity sstings (prey, HT TP Authenticstion]
S Full Sean Configuration
& Hep cBack || Nets | | Cocel
Figure 15-05 Configuration Wizard
8. Select Login Method
URL and Servers &l Login Method
MLagement Ut the dodowing method bo ko in 1o The sopication.
8 Riecorded (Fecommendsd) | Recod @,
Fromg!
I Automatc Log in o the spphcabon usng & ecosded logn sequence.
Hone
?& Using action-based login
General Tasks U |1 vaant 1o configues IrSession debection options
A Full Scen Configurstion - -
) Help | Bk || He> | Comel |
Figure 15-06 Configuring Login Method
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D. Select Test Policy
0. Click Next
[==]
I_IRLI aiie] Servers w Test Palicy
Login Management
i Uise Hhis Test Policy fox the scan
This pokicy inchades all bests wcoptivasivmand  « | policy Files
[podt Estores tegks i
! Recent Policies -
7] Dt
| R Browes... |3
| Predefmed Policies
: £ Dot
| $1] Apghcation-Orty
1] Infrastmucture-Crigy
i | £7] Third Pasty-Only -
Ceneral Tasks [} Samd btz o login and lopout page
4 Full Scan Configuation | Do pect e peeion adenilien whan lesling logn pages.
P | sback |[ Met> | [ Concel
Figure 15-07 Configuration Scan Policy
1. Select how do you want to start the scan.
. Click Finish
LR ancd Servers ) Complete Scan Configuration Wizard
Login Management
fest Policy ‘fou have succesduly compleled the Sean Conligueation ‘wized
Hirer dho ot el Iy st ?
@ Starl & bl sutomalc scan
) Shast with aubomatic: Explons onlp
1 S haet st Marwsal Explore
| il stagt Bher pcar laler
) Stant Sean Expest when Scan Configuiation \Wizaed it complste
General Tasks
A Full Scan Configuration
ek [ <Bask |[_Fowh | [ Conel |
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4. Start the scan

Fi  BRCSCH Ve Tosl

.0 o

toan Pwoe Ml Dipinre

Figure 15-08 Configuration Wizard

3. It may ask to save the file in the directory.

Hlp

&

orfiquitian Mgt | find  Srwnlog  PowerTooh
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Figure 15-09 Scanning

5. Data Pane showing Data scanned during the process.
6. In our case, we are using a demo testing; it does not find any issue.
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Figure 15-10 Result - Data Tab

7. In case, if it found the issue, Issue section will show the detected issues
list.
B. To explore, click the security issue, it will show the details.
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Figure 15-11 Issue Tab

0. In case, when you have detected any issue, Task section will show the
recommended remediation actions.
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Figure 15-12 Task Tab

Mind Map
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Database aceount with minimal privileges

SUpPress ermor Messages

Use appropriate input data size
Validate User input
Black box injection

Discard entries with comments, sequences
Avoid Dynamic SQL
Static Source Code Analysis

Remove debugging messages

Filter data «——=te | 0y 110l R e 1T Ty R L e T—— Filter strings

Manual Penetration testing Remowve code tracing

Configure Restriction on SQL Accounts Secure hash Algorithm

Intrusion Detection System (IDS)
Customize error messages

Web Application Firewall (WAP)

Disable xp_cmdshell command
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