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Asthe means by which Internet destinations are communicated between subscribers and service providers,
BGP-4 provides acritica function for Internet operations. Whether associated with Internet service
providers or enterprise networks that depend heavily on the Internet, abackground in BGP-4 is essentid.
Moving beyond background information, BGP contains agreat number of commands, and practical
information on those commandsis difficult to come by.

Cisco BGP-4 Command and Configuration Handbook is an exhaustive practical reference to the commands
contained within BGP-4. For each command/subcommand, author Bill Parkhurst explains the intended use
or function and how to properly configureit. Then he presents scenarios to demonstrate every facet of the
command and its use, aong with appropriate show and debug commands. Through the discussion of
functiondity and the scenario-based configuration examples, Cisco BGP-4 Command and Configuration
Handbook will help you gain athorough understanding of the practical sde of BGP-4.
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| ntr oduction

| have been involved with theworld of networking from many directions. My experiencesin educetion,
network consulting, service provider support, and certification have shown methat there is acommon thread
that frustrates peoplein all of these arenas. That common thread is documentation. There are many factors
that cause documentation to be frustrating but the most common are amount, clarity, and completeness. The
amount of documentation available, especidly in regardsto BGP, can be overwhelming. For a person who
is beginning to learn BGP, the question is"wheredo | begin"? There are very good books, RFCs, white
papers, and command references available, but it is difficult to know where to sart. The clarity of
documentation depends on your persona Stuation. For a seasoned BGP designer the documentation may
be clear and concise. To an individual preparing for aprofessiona certification such asthe CCIE the same
documentation may be confusing. Even if the documentation is clear it is sometimes not complete. Y ou may
understand the words but be confused on the application. The purpose of this book isto provide aBGP
handbook that is clear, concise, and complete. This book is not meant to be read from cover to cover. The
way you use this book will depend on your objectives. If you are preparing for the CCIE written and lab
exams then this book can be used as alaboratory guide to learn the purpose and proper use of every BGP
command. If you are anetwork designer then this book can be used as aready reference for any BGP
command. In order to satisfy these varying audiences the structure of this book is reasonably smple. Each
BGP command isillugtrated using the following Structure:

: Ligting of the command structure and syntax

»  Syntax description for the command with an explanation of al command parameters
»  The purpose of the command and the Situation where the command is used

» Thefirg release of the |OS in which the command appeared

»  Oneor more configuration examples to demongtrate the proper use of the command

*  Procedures and examplesto verify that the command isworking properly

*  How to troubleshoot the command when things are not working as intended.









|cons Used in This Book

Throughout the book, you will see the following icons used for networking devices:

& wm [N

Router Bridge Huk DSUICSU

wtx
- ¥ E |
Catalyst hAultilaer ATM ISDMFrame Relay
Switch Switch Switch Switch
Communication Gateway Access Server
Server

Throughout the book, you will see the following icons used for peripheras and other devices.
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Mamiframes Prooossor Controbar

Throughout the book, you will see the following icons used for networks and network connections.






Command Syntax Conventions

The conventions used to present command syntax in this book are the same conventoins used in the IOS
Command Reference. The Command Reference describes these conventions asfollows:

* Vaertica bars(]) separate dternative, mutudly exclusve dements.

» Sguarebrackets| ] indicate optional €elements.

» Braces{ } indicate arequired choice.

» Braceswithin brackets[{ }] indicate arequired choice within an optiona eement.

» Boldface indicates commands and keywords that are entered literaly as shown. In actual
configuration examples and output (not generd command syntax), bol dface indicates commands that
aremanualy input by the user (such as ashow command).

» Itdicsindicate argumentsfor which you supply actua vaues.




Chapter 1. Route Aggregation

e Section 1-1. aggregate-address address mask

e Section 1-2. aggregate-address address mask as-set

» Section 1-3. aggregate-address address mask as-set advertise-map route-map-name

» Section 1-4. aggregate-address address mask attribute-map route-map-name

» Section 1-5. aggregate-address address mask route-map route-map-name

» Section 1-6. aggregate-address address mask summary-only

e Section 1-7. aggregate-address address mask suppress-map route-map-name







1-1 aggregate-addr ess address mask

Syntax Description:

address— Aggregate | P address.

*  mask— Aggregate mask.

Purpose: To create an aggregate entry in the BGP table. An aggregateis created only if amore-specific
route of the aggregate existsin the BGP table. Thisform of the aggregate-address command advertisesthe
aggregate and all the more-specific routes that are part of the aggregate.

Cisco |OS Software Release: 10.0

Configuration Example 1: Aggregating L ocal Routes

For thisexample, we will aggregate locally sourced routes. In Figure 1-1, Router B aggregates the four
networks 172.16.0.x through 172.16.3.x.

Figure 1-1. Aggregating L ocally Sour ced Routes

172 16.0.0/24
172.16.1.0/24
172.16.2.0/24
172.16.3.0/24
172.18.0.0/22 (Aggregate)
1T2.16.0,0024
1T72.46.1.0/24
10.1.1.1 10.1.1.2 = —
— _HF_’.'.L_ s 172.16.2.0/24
‘ A ‘ t B ‘_ 172.16.3.0/24
AS 1 A5z

Router A
router bgp 1

neighbor 10.1.1.2 remote-as 2









1-2 aggr egate-addr ess addressmesk as-Set

Syntax Description:

address— Aggregate | P address.

*  mask— Aggregate mask.

Purpose: To create an aggregate entry in the BGP table. An aggregate is created only if a more-gpecific
route of the aggregate existsin the BGP table. Without the as-set option, the AS path information for the
specific routes forming the aggregate islost. Thisform of the aggregate-address command advertisesthe
aggregate while retaining the AS path information for the more-specific routes.

Cisco 10S Software Release: 10.0
Configuration Example: Forming an Aggregate Consisting of Prefixes from

Different Autonomous Systems

In Figure 1-4, Router A islearning about networks 172.16.0.0/24 and 172.16.1.0/24 from AS 65530 and
networks 172.16.2.0/24 and 172.16.3.0/24 from AS 2.

Figure 1-4. Aggregate Consists of Routes Originated in Multiple Autonomous Systems
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1-3 aggr egate-addr ess addressmask as-Set advertise-map routemap-name

Syntax Description:

address— Aggregate | P address.

*  mask— Aggregate mask.

* route-map-name— Route map used to determine the prefixes used to form the aggregate.

Purpose: To create an aggregate entry in the BGP table. An aggregateis created only if a more-specific
route of the aggregate exists in the BGP table. Without the as-set option, the AS path information for the
gpecific routes forming the aggregate islost. Thisform of the aggregate-address command advertises the
aggregate while retaining the AS path information for the more-specific routes. An advertise-map can be
used to determine which AS path information is retained in the aggregate.

Cisco |0S Software Release: 10.0
Configuration Example: Forming an Aggregate Based on a Subset of Prefixes
from Different Autonomous Systems

In Figure 1-5, Router A islearning about networks 172.16.0.0/24 and 172.16.1.0/24 from AS 65530 and
networks 172.16.2.0/24 and 172.16.3.0./24 from AS 2. We will use the advertise-map option to base the
aggregate on routes received from AS 65530.

Figure 1-5. Aggregate Based on Routes from a Specific Autonomous System
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1-4 aggr egate-addr ess addressmask attribute-map routemap-name







1-5 aggr egate-addr ess addressmask OuUte-map route-map-name

Syntax Description:

address— Aggregate | P address.

*  mask— Aggregate mask.

*  route-map-name— Route map used to modify the aggregate's attributes.

Purpose: To create an aggregate entry in the BGP table. An aggregateis created only if a more-specific
route of the aggregate existsin the BGP table. Thisform of the aggregate-address command can be used to
modify the aggregate's BGP attributes. The form of the command using the keyword route-map is equivaent
to using the keyword attribute-map.

Cisco |OS Software Release: 10.0

Configuration Example: Modifying the Aggregate's Attributes

Figure 1-6 shows Router A learning two routes from Router B and two routes from Router C. Router B
aggregates these four routes and modifies the aggregate's metric.

Figure 1-6. An Attribute Map Is Used to M odify the Attributes of an Aggregate Route
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1-6 aggr egate-addr ess addressmesk SUMmMmary-only

Syntax Description:

address— Aggregate | P address.

*  mask— Aggregate mask.

Purpose: To create an aggregate entry in the BGP table. An aggregate is created only if a more-gpecific
route of the aggregate existsin the BGP table. Thisform of the aggregate-address command advertisesthe
aggregate while suppressing al the more-specific routes.

Cisco |OS Software Release: 10.0

Configuration Example: Advertise an Aggregate While Suppressing the
M or e-Specific Routes

In Figure 1-7, Router B is generating an aggregate for 172.16.0.0/22 while suppressing the specific routes
that comprise the aggregate.

Figure 1-7. Suppressing the Specific Routes of the Aggregate
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1-7 aggr egate-addr ess addressmask SUPPF €SS-MA route-map-name

Syntax Description:

* address— Aggregate | P address.

*  mask— Aggregate mask.

* route-map-name— Name of the route map that is used to determine which specific prefixeswill be
suppressed.

Purpose: To create an aggregate entry in the BGP table. An aggregateis created only if a more-specific
route of the aggregate existsin the BGP table. Thisform of the aggregate-address command advertisesthe
aggregate while suppressing the more-specific routesindicated by the route map.

Cisco |OS Software Release: 10.0

Configuration Example: Suppressing a Subset of the M or e-Specific Routes
Used to Form the Aggregate

In Figure 1-8, Router B is generating an aggregate for 172.16.0.0/22 while suppressing one of the
more-specific prefixes.

Figure 1-8. Suppressing Specific Prefixes
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Chapter 2. Auto-Summary

» Section 2-1. auto-summary







2-1 auto-summary

Syntax Description:
This command has no arguments. auto-summary is enabled by defauilt.

Purpose: When auto-summary is enabled, routes injected into BGP viaredistribution are summarized ona
classful boundary. A 32-bit IP address consists of a network address and a host address. The subnet mask
determines the number of bits used for the network address and the number of bits used for the host
address. The |P address classes have anatura or standard subnet mask, as shown in Table 2-1.

Table 2-1. IP Address Classes

Class Address Range Natural Mask

A 1.0.0.0t0 126.0.0.0 255.0.0.00r /8

B 128.1.0.0t0 191.254.0.0 255.255.0.0 or /16

C 192.0.1.0to0 223.255.254.0 255.255.255.0 or /124

Reserved addresses include 128.0.0.0, 191.255.0.0, 192.0.0.0, and 223.255.255.0

When using the standard subnet mask, Class A addresses have one octet for the network, Class B
addresses have two octets for the network, and Class C addresses have three octets for the network. Asan
example, consider the Class B address 156.26.32.1 with a 24-bit subnet mask. The 24-bit subnet mask
selects three octets, 156.26.32, for the network. The last octet is the host address. If the network
156.26.32.1/24 islearned viaan IGP and is then redistributed into BGP, the network is automatically
summarized to the natural mask for a Class B network. The network that BGP advertisesis 156.26.0.0/16.
BGP is advertising that it can reach the entire Class B address space from 156.26.0.0 to 156.26.255.255.
If the only network that can be reached viathe BGP router is 156.26.32.0/24, BGP is advertising 254
networks that cannot be reached viathis router.

auto-summary does not gpply to routesinjected into BGP via the network command or through IBGP or
EBGP.

Cisco |OS Software Release: 10.0

Configuration Example: Automatic Route Summarization

This example demongtrates the effect of automatic route summarization. In Figure 2-1, static routes,
connected routes, and routes learned via OSPF are being redistributed into BGP as shown in the following
configurations. The redistributed routes are summarized to aclassful boundary by BGP because
auto-summary is enabled by defaullt.
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3-1 bgp always-compare-med

Syntax Description:
This command has no arguments.

Purpose: If multiple BGP routes to the same destination exist, BGP selects the best path based on the route
atributesin the following order:
1

1. Ignorearouteif the next hop isnot known.

1.

2.

2. Ignore IBGP routesthat are not synchronized.
:

3. Prefer theroute with the largest weight.

s

4. Prefer theroute with the largest local preference.
:

5. Prefer theroute that was locdly originated.

:

6. Prefer the route with the shortest AS path.

6.

6. If you're using bgp bestpath as-path ignore, skip this step. When you use the as-set option for
aggregated routes, as-set counts as 1 regardliess of the number of AS entriesin the set.
Confederation sub-AS numbers are not used to determine the AS-path length.

7. Prefer theroute with the lowest origin (IGP < EGP < Incomplete).

Prefer the route with the lowest MED.

© oo









3-2 bgp bestpath as-path ignore

Syntax Description:
This command has no arguments.

Purpose: If multiple BGP routes to the same destination exist, BGP selects the best path based on the route
atributesin the following order:

1.

1. Ignorearouteif the next hop isnot known.
1.

N

Ignore IBGP routes that are not synchronized.

Prefer the route with the largest weight.

A~ wow

Prefer the route with the largest local preference.

S o

o

Prefer the route that was locdly originated.

oo

o

Prefer the route with the shortest AS path.

o

6. If you're using bgp bestpath as-path ignore, skip this step. When you use the as-set option for
aggregated routes, as_set counts as 1 regardless of the number of AS entriesin the set.
Confederation sub-AS numbers are not used to determine the AS-path length.

7. Prefer theroute with the lowest origin (IGP < EGP < Incomplete).

8. Prefer theroute with thelowest MED.This comparison is only between routes advertised by the
sameexterna AS.









3-3 bgp bestpath med confed

Syntax Description:
This command has no arguments.

Purpose: If multiple BGP routes to the same destination exist, BGP selects the best path based on the route
atributesin the following order:

1.

1. Ignorearouteif the next hop isnot known.
1.

N

Ignore IBGP routes that are not synchronized.

Prefer the route with the largest weight.

A~ wow

Prefer the route with the largest local preference.

S o

o

Prefer the route that was locdly originated.

oo

o

Prefer the route with the shortest AS path.

o

6. If you're using bgp bestpath as-path ignore, skip this step. When you use the as-set option for
aggregated routes, as_set counts as 1 regardless of the number of AS entriesin the set.
Confederation sub-AS numbers are not used to determine the AS-path length.

7. Prefer theroute with the lowest origin (IGP < EGP < Incomplete).

8. Prefer theroute with thelowest MED.This comparison is only between routes advertised by the
sameexterna AS.









3-4 bgp bestpath med missing-as-wor st

Syntax Description:
This command has no arguments.

Purpose: If multiple BGP routes to the same destination exist, BGP selects the best path based on the route
atributesin the following order:
1

1. Ignorearouteif the next hop isnot known.

1.

2.

2. Ignore IBGP routesthat are not synchronized.
:

3. Prefer theroute with the largest weight.

s

4. Prefer theroute with the largest local preference.
:

5. Prefer theroute that was locdly originated.

:

6. Prefer the route with the shortest AS path.

6.

6. If usng bgp bestpath as-path ignore, skip this step. When using the as-set option for aggregated
routes, as_set counts as 1 regardless of the number of AS entriesin the set. Confederation sub-AS
numbers are not used to determine the AS-path length.

7. Prefer theroute with the lowest origin (IGP < EGP < Incomplete).

8. Prefer theroute with the lowest MED. This comparison is only between routes advertised by the
same externa AS.









3-5 bgp client-to-client reflection

Syntax Description:
This command has no arguments.

Purpose: When arouter is configured as aroute reflector, client-to-client reflection is enabled by default. I
the route reflector's clients are fully meshed, client-to-client reflection can be disabled on the route reflector
using the no form of the command.

Cisco |0S Software Release: 11.1

Configuration Example: Route Reflectors and Peer Groups

An obvious question iswhy use aroute reflector if the clients have afull IBGP mesh?If client-to-client
reflection is enabled, the clients cannot be part of apeer group. Figure 3-5 demonstrates a Stuation in which
we want to scale the IBGP connections using route reflectors, but we also want Routers A, B, and C to be
part of the same peer group. Therefore, client-to-client reflection needs to be disabled on Router B. The
total number of IBGP connectionsis still reduced, even though the clients are fully meshed. Routers B and D
need to be configured asroute reflectors. If B and D were not route reflectors, afull mesh would be
required between all five routers. A route reflector is set up by configuring Routers A and C asroute
reflector clients on Router B. But because the clients are fully meshed, route reflection can be disabled on
Router B.

Figure 3-5. Route Reflectorsand Peer Groups
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3-6 bgp cluster-id 32+it id

Syntax Description:
32-hit_id— Route reflector cluster I1D entered as either a 32-bit number or an | P address.

Purpose: EBGP loop detection is based on the AS-path attribute. I a BGP router receives an update from
an EBGP peer containing the local AS number, the update isignored. The AS-path method of loop
detection does not work when you're using route reflectors, because the reflector and the clientsarein the
same AS. A route reflector generates an originator |D assigned from the router ID. When you're using
multiple route reflectors, the route reflectorsin the same cluster must be configured with the same 1D, called
the cluster ID. A cluster consists of the router reflectors and their clients. The cluster IDs contained in the
cluster list are used for loop detection within the local AS when route reflectors are being used.

Cisco |0S Software Release: 11.0

Configuration Example: Redundant Route Reflectors

Figure 3-6 shows acluster consisting of two clients and two route reflectors. Two route reflectors are
configured for redundancy and therefore must have the same cluster I1D.

Figure 3-6. Redundant Route Reflectors
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3-7 bgp confederation identifier Asnumber







3-8 bgp confederation peers 1 or_more ASnumbers

Syntax Description:

e ASnumber— AS number used with EBGP neighbors.

e 1 or_more AS-numbers— AS number(s) of directly connected peersthat arein adifferent
ub-AS.

Purpose: IBGP neighbors do not propagate routing information learned from one IBGP neighbor to another
IBGP neighbor. If you are running IBGP, every IBGP spesker must have a connection to every other IBGP
speaker inthe AS. This becomes ascaling problem as the number of IBGP speakersincreases. The number
of IBGP connectionsfor n speakersis [n(n-1)]/2. Table 3-1 lists the number of connections needed for two
to ten IBGP speakers.

Table 3-1. IBGP Connections Needed for a Full Mesh
Number of IBGP Speakers Number of Connections

1
3
6
10
15
21
28
36
45

O© 0 N O O~ wWw DN

=
o

A confederation is one technique used to overcome the scaling issue with IBGP. The ASisdivided into
multiple subautonomous systems. Within a confederation sub-AS, afull IBGP meshisrequired. BGP
connections between confederations behave like EBGP peers, but they exchange routing information asif
they were usng IBGP. This meansthat the BGP attributes next hop, metric, and local preference are
preserved. To an EBGP neighbor, the confederation appearsasasingle AS.

Cisco |OS Software Release: 10.3

Configuration Example: BGP Confederation






3-9 bgp dampening




3-10 bgp dampening raf-ife
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3-11 bgp dampening half-life reuse suppress max-suppress-time
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3-12 bgp dampening route-map routemap-name

Syntax Description:

* haf-life— Timefor the penalty to decrease to one-half of its current value. Therange of valuesis1
to 45 minutes. The default is 15 minutes.

* reuse— When the penalty for a suppressed route decays below the reuse value, the route becomes
unsuppressed. The range of valuesis 1 to 20,000. The default valueis 750.

» suppress— When the pendty for aroute exceeds the suppress value, the route is suppressed. The
range of vauesis1to 20,000. The default vaueis 2000.

*  max-suppress-time— Maximum time that a dampened route is suppressed. The range of valuesis 1
to 255 minutes. The default vaueisfour timesthe haf-lifevaue.

* route-map-name— Name of the route map used to select prefixes and dampening parameters.

Purpose: A route flap occurs when aprefix trangtions from the up to the down state. When the prefix goes
from up to down, BGP must send aWITHDRAWN message. When the prefix goes from down to up,
BGP sends an UPDATE message. If the prefix is congtantly flapping, this can cause high CPU utilization
while the BGP routes are converging. Additiondly, if you are redistributing BGP into your |GP, the flapping
route can cause ingtability in the IGP. Dampening isamethod to control the effect of aflapping route. The
mechanics of route dampening areillustrated in Figure 3-8.

Figure 3-8. BGP Dampening Parametersand Oper ation
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3-13 bgp default local-pr efer ence loca-preference

Syntax Description:

* |oca-preference— Vaueto use asthe default local preference. Therange of valuesisOto
4294967295.

Purpose: Routes originating on a BGP router that are advertised within the local AS have adefault loca
preference of 100. This command alowsyou to set the local preference of locally advertised routesto a
vaue other than the default value of 100. The new valuefor theloca preferenceis gpplicable only within the
locd autonomous system.

Cisco |OS Software Release: 10.0

Configuration Example: Default L ocal Preference

Router B in Figure 3-10 ismodifying the default loca preference. Thevaue of theloca preference on
Router B affects only routes advertised to Router C, because Routers B and C are in the same autonomous
sysem.

Figure 3-10. M odifying L ocal Preferencefor Locally Advertised Routes
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3-14 bgp deterministic-med

Syntax Description:
This command has no arguments.

Purpose: If bgp aways-compare-med is enabled, the metric or MED is compared to every path regardless
of the neighbor AS. Without bgp deterministic-med or bgp adways-compare-med, the order of the paths can
make a difference when selecting the best path. When you're using bgp deterministic-med, the router sorts
the paths based on neighbor AS and MED so that the paths are sorted the same way every time. This
produces a deterministic best-path selection.

Cisco |OS Software Release: 12.0







3-15 bgp fast-exter nal-fallover

Syntax Description:
This command has no arguments.

Purpose: Fast externd falover isenabled by default. When an interface that is used for aBGP connection
goes down, the BGP session isimmediately terminated. If the interface isflapping, ingtability can be caused,
because the neighbors will congtantly be trangtioning between the idle and established states. Therewill dso
be aflood of BGP UPDATE and WITHDRAWN messages. If you have aflapping interface, usethe no
form of this command.

Cisco |OS Software Release: 11.0

Configuration Example: Demonstration of Fast External Fallover

This configuration example demongtrates using the bgp fast-externa-falover command. In Figure 3-11, the
Ethernet interface on Router B isflapping. We will investigate the result of using both fast-externa-falover
and no fast-externa-fallover.

Figure 3-11. A Flapping I nterface Can Cause | nstability
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3-16 bgp log-neighbor -changes

Syntax Description:
This command has no arguments.

Purpose: To enablethelogging of changesin aBGP neighbor's satus. If the UNIX sydog facility isenabled,
messages can be sent to a UNIX host running the syslog daemon. If you are not using the UNIX sydog
facility, the status change messages are stored in the router's interna buffer. Eventsthat are logged include
thefallowing:

BGP protocol initidizeation

* No memory for path entry

*  No memory for attribute entry

*  Nomemory for prefix entry

«  Nomemory for aggregate entry

*  No memory for dampening info

*  Nomemory for BGP updates

* BGPnatification received

» Erroneous BGP update received









3-17 bgp router-id ip-address

Syntax Description:

* ip-address— IP addressto use for the BGP router ID.

Purpose: To explicitly set the BGP router ID. BGP normally uses the highest I P address assigned to an
interface astherouter ID. If loopback interfaces are used, the BGP router ID isthe highest address assigned
to aloopback interface, regardless of the | P addresses assigned to any physicd interface.

Cisco |OS Software Release: 10.0

Configuration Example: BGP Router 1Ds

Thescenario in Figure 3-12 isused to demonstrate the three possibilities for determining aBGP router 1D.
Initially, configure Router B without using loopback interfaces.

Figure 3-12. Scenario Used to Demonstrate BGP Router I1Ds
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Chapter 4. Default Infor mation

e Section4-1. default-information originate
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4-1 default-information originate

Syntax Description:
This command has no arguments.

Purpose: To alow BGP to advertise the default route 0.0.0.0. A default route can aso be advertised on a
per-neighbor basis. See sections 8-3 and 8-4.

Cisco |OS Software Release: 10.0

Configuration Example: BGP Default Route Advertisement

Router B in Figure 4-1 needs to be configured to advertise adefault route to Router A via BGP. The
configuration requires acombination of commands that we will step through to illustrate the process.

Figure4-1. Using BGP to Advertise a Default Route
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4-2 default-metric meric

Syntax Description:

* metric— A metric or MED to assign to redistributed routes. The value range is 1 to 4,294,967,295.

Purpose: To assign ametric or MED to routesthat are redistributed into BGP. There are three methods for
assigning the metric or MED for redistributed routes. Thefirst isto not assgn ametric when redigtributing
routesinto BGP. If ametric value is not assigned, the value 0 is applied to the metric for redistributed routes.
This occurs when you use the redi stribute command with no metric assgnment (see section 10-1). The
second method isto assign ametric or MED vaue when redistributing a protocol into BGP (see section
10-2). Thethird method uses the default-metric command to assign ametric or MED to redistributed routes
that have not had their metric value assigned by the redistribute command:

* redigtribute ogpf 1— Assignsametric of 0 to OSPF routes.

» redigtribute ospf 1 metric 5— Assignsametric of 5to OSPF routes.

* redistribute ospf 1 metric 5

o redigribute satic

o default-metric 10— Assignsametric of 5to OSPF routes and ametric of 10 to static routes.

Cisco |OS Software Release: 10.0

Configuration Example: Assigning Metricsto Redistributed Routes

In Figure4-2, Router B isredistributing OSPF and static routes into BGP. The OSPF routes are assigned a
metric of 5 using the redistribute ogpf 1 metric 5 command. The static routes are assgned ametric of O
because we are not using the default-metric command or assigning a metric with the redistribute command.

Figure4-2. Assigning Metricsto Redistributed Routes
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5-2 distance admin-distance ip-source-address ip-address-mask ip-access-list-number

Syntax Description:

* admin-distance— Adminigtrative distance assigned to learned routes. The valuerangeis1to 255.

* ip-source-address— I P address of the source of the routing update.

* ip-address-maskl— Address mask for the source of the routing update.

* ip-access|ist-number— Optiona standard I P access list used to apply the adminigtrative distance to
selected routes.

Purpose: To modify the administrative distance of BGP routes. When aparticular routeis learned via
multiple routing protocols, the adminigtrative distance is used to select the best route. The lower
adminigrative distance is preferred. The adminigrative distances used for the P routing protocols are as
follows

 Connected—0

e Satic—1
« EBGP—20
 EIGRP—90

* |GRP— 100









5-3 distance bgp externd intemd local

Syntax Description:

¢ externd— Routeslearned viaEBGP.

* interndd— Routes|earned via|BGP

» loca— Routes entered into the BGP table via the aggregate-address command.
Defaults: externd 20, internal 200, locd 200

Purpose: To modify the adminigtrative distance of BGP routes. When a particular routeislearned via
multiple routing protocols, the administrative distance is used to select the best route. The lower
adminidgrative distanceis preferred. The administrative distances used for the | P routing protocols are:

: Connected— 0
+ Satic—1
 EBGP—20

* EIGRP— 90

* |GRP— 100

« OSPF— 110






Chapter 6. BGP Route Filtering

e Section 6-1. distribute-list




o6-1 distribute-list

Purpose: Thisform of the ditribute-list command works only with Interior Gateway Protocols. Even though
this command appears as aBGP router configuration option, do not use this command when configuring
BGP. Use the neighbor { ip-address | peer-group} distribute-list {in | out} command described in sections
8-6 and 8-7.




Chapter 7. BGP Maximum Paths

e Section 7-1. maximum-paths number-of-paths







7-1 maximum-paths number-of-paths

Syntax Description:

*  number-of-paths— Number of BGP |earned paths to the same destination that will beingtalled in

the IP routing table. The value can be 1 to 6.

Purpose: By default, BGP ingtdls only the best path to adegtination in the IP routing table. The
maximum-paths command allows up to six paths to the same destination to be ingtalled in the 1P routing

table.

|IOSRdease: 11.2

Configuration Example

In Figure 7-1, Router A islearning two pathsto network 172.17.1.x viaEBGP. By default, BGPwill ingdl
only one of these pathsin the IP routing table. If all the attributes of the paths are equd, such as MED, Locdl
Preference, and Weight, the route that will be ingtaled isthe one learned from the router with the lowest
router ID. Initidly, the routerswill be configured without using the maximum-paths command, as shown in
thefollowing listing. Thisis done to demongtrate that only one routeto 172.17.1.0 will beinstalled.

Figure 7-1. Configuration Used to Demonstr ate the maximum-paths Command
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Chapter 8. Neighbor Configuration

» Section 8-1. neighbor { ip-address | peer-group-name} advertise-map route-map-namel
non-exist-map route-map-name2

o Section 8-2. neighbor { ip-address | peer-group-name} advertissment-interval seconds

» Section 8-3. neighbor { ip-address | peer-group-name} default-originate

»  Section 8-4. neighbor { ip-address | peer-group-name} default-originate route-map
route-map-name

»  Section 8-5. neighbor { ip-address | peer-group-name} description text

e Section 8-6. neighbor { ip-address | peer-group-name} distribute-list {
ip-access-list-number-or-name prefix-lit-name} in

» Section 8-7. neighbor { ip-address | peer-group-name} distribute-list {
ip-access-list-number-or-name | prefix-list-name} out

e Section 8-8. neighbor { ip-address | peer-group-name} ebgp-multihop

»  Section 8-9. neighbor { ip-address | peer-group-name} ebgp-multihop maximum-hop-count

»  Section 8-10. neighbor { ip-address | peer-group-name} filter-ligt as-path-list-number in

» Section 8-11. neighbor { ip-address | peer-group-name} filter-list as-path-list-number out

» Section 8-12. neighbor { ip-address | peer-group-name} filter-list as-path-list-number weight weight

» Section 8-13. neighbor { ip-address | peer-group-name} maximum-prefix prefix-limit

»  Section 8-14. neighbor { ip-address | peer-group-name} maximum-prefix prefix-limit warning-only










8-1 na gh bor {ip—addr&es peer-group—name} adver tise—map route-map-namel
Non-exist-map route-map-name2

Syntax Description:

* ip-address— Neighbor's |P address.

* peer-group-name— Name of the peer group. See section 8-19.

* route-map-namel— Route map that identifies the secondary prefix to advertise only if the primary
prefix referenced by route-map-name2 disappears.

*  route-map-name2— Route map that identifies the primary prefix to advertise. If thisroute
disappears, the secondary prefix referenced by route-map-namel is advertised.

Purpose: The primary prefix referenced by route-map-name2 is advertised to BGP peersif theprefixisin
the BGP table. If the network is directly connected, the network or redistribute connected command can be
used to place the primary network in the BGP table. If the primary prefix islearned viaan IGP, the
redistribute | GP command ingtdls the prefix in the BGP table. The prefix may be learned from a BGP peer
and isautomatically placed in the BGP table. The primary prefix isadvertised until it disgppears from the
BGPtable. This can happen if the network goes down or if the advertisement for this network is no longer
being received. When the route disappears, the prefix referenced by route-map-namel is advertised. If the
primary network regppearsin the BGP table, it is again advertised, and the secondary prefix is suppressed.

Cisco 10S Software Release: 12.0
Configuration Example: Advertisethe Primary Route While Suppressing the

Secondary Route

Thegod of thisexampleisto illustrate the mechanics of the neighbor advertise-map command. In Figure 8-1
, Router A advertises network 156.26.32.0/24 if the route is up. If network 156.26.32.0/24 goes down,
network 144.223.8.0/24 is advertised.

Figure 8-1. lllustration of the neighbor advertise-map Command









8-2 neighbor {ip-address | peer-group-name} adver tisement-interval seconds

Syntax Description:

* ip-address— Neighbor's P address.

* peer-group-name— Name of the peer group. See section 8-19.

e seconds— 0 to 600.
Defaults: IBGP 5 seconds. EBGP 30 seconds.

Purpose: To set the minimum interval between the sending of Border Gateway Protocol (BGP) routing
updates. To restore the default setting, use the no form of this command. When aroute that isbeing
advertised by BGP changes, BGP sends either an UPDATE or WITHDRAWN message. If an advertised
routeisflapping, usualy caused when an interface is ungtable, aflood of UPDATE and WITHDRAWN
messages occurs. One method to control the flooding of BGP messagesisto set aminimum advertisement
interva. With the default value of 30 seconds for EBGP neighbors, BGP routing updates are sent only every
30 seconds, even if arouteisflapping many times during this 30-second interval. BGP dampening can dso
be used to control the effects of flapping routes (see sections 3-7, 3-8, and 3-9).

Cisco |0S Software Release: 10.0. Peer group support was added in Release 11.0.

Configuration Example 1: Default Advertisement Interval

Figure 8-2 illugtrates the default advertisement interva for IBGP and EBGP connections. The default
advertisement interval isautomatically set when theinitia neighbor relationship is established.

Figure 8-2. Default BGP Advertisement Intervalsfor IBGP and EBGP
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8-3 neighbor {ip—addr&es peer-group—name} default-originate

Syntax Description:

* ip-address— Neighbor's P address.

* peer-group-name— Name of the peer group. See section 8-19.

Purpose: Every router should have a default route that is used to forward packetsto networksthat are not in
theloca 1P routing table. One method for ensuring that every router has adefault routeisto configure a
static route on every router to establish the default route. Another method isto create one default route and
advertise thisroute to the BGP neighbors. The router owning the default route can advertise it through BGP
using the default-originate form of the neighbor command. Using thisform is not recommended, because the
router dways advertises the default route, even if the router does not have adefault route or if the network
to the default route is down.

Cisco |0S Software Release: 11.0. Extended access lists are permitted in Release 12.0.

Configuration Example 1: Single Default Route

Figure 8-4 shows an autonomous system that has a connection to the Internet from Router B. The network
directly connected to the Internet is to be used as the default route for the autonomous system. A static
default route could be used on every router inthe AS, but thisis not the preferred method. These static
routes require ahigh degree of maintenance. If the default route on Router B changes, every dtatic route on
every router in the AS needs to be changed. The preferred method isto dynamically propagate the default
route attached to Router B throughout the AS. The following configuration contains the necessary
ingtructions to enable Router B to propagate the default route.

Figure 8-4. Single Default Route Advertisement
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8-4 neighbor {ip-address | peer-group-name} default-originate route-map
route-map-name

Syntax Description:

* ip-address— Neighbor's |P address.
* peer-group-name— Name of the peer group. See section 8-19.

* route-map-name— Name of the route map.

Purpose: Every router should have adefault route that is used to forward packets to networks that are not in
thelocd 1P routing table. One method for ensuring that every router has adefault routeisto configurea
static route on every router to establish the default route. Another method isto create one default route and
advertise this route to the BGP neilghbors. The router owning the default route can advertise it through BGP
using the default-originate route-map form of the neighbor command. Using thisform is recommended,
because the router advertises the default route only if the condition of the specified route map is satisfied.
The condition that istypically used iswhether or not the default network is up.

Cisco |0S Software Release: 11.0. Extended access lists are permitted in Release 12.0.

Configuration Example: Conditional Default Route Advertisement

Figure 8-6 shows an autonomous system that has a.connection to the Internet through Router B. The
network directly connected to the Internet, 10.1.2.0/30, isto be used as the default route for the
autonomous system. A datic default route could be used on every router inthe AS, but thisis not the
preferred method. These Static routes require ahigh degree of maintenance. If the default route on Router B
changes, every static route on every router in the AS needs to be changed. The preferred method isto
dynamically propagate the default route attached to Router B throughout the AS. The following configuration
contains the necessary ingtructions to enable Router B to propagate the default route only if the default route
exigs.

Figure 8-6. Conditionally Advertising a Default Route
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8-5 nal gthI’ {ip—addr&es peer-groupname} description text

Syntax Description:

* ip-address— Neighbor's P address.

* peer-group-name— Name of the peer group. See section 8-19.

text— Line describing the neighbor (1 to 80 characters).

Purpose: The description option performs afunction that issimilar to acomment in asoftware program. This
function smply helpsthe reader determine the purpose of the code or, in the BGP case, the identification of
the neighbor. Adding aneighbor description to a BGP configuration does not affect the operation of BGP.
The description should convey useful information that can be quickly used to identify neighbors. For smple
scenarios that have few neighbors, the description option has limited usefulness. For an ISP that has multiple
neighbor relationships, however, you can use the description command to identify aneighbor without having
to memorizeits|P address.

Cisco |0S Software Release: 11.3

Configuration Example: | dentifying a BGP Neighbor

Figure 8-7 shows an | SP and one of its neighbor connections. The | SP uses the description option to
quickly identify the customers associated with each BGP connection.

Figure8-7. Using the Description Option to I dentify a BGP Neighbor
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8-6 neighbor {ip—addr&ss peer-group—name} distribute-list {
ip-access-ligt-number-or-name prefix-I is—name} in

Syntax Description:

* ip-address— Neighbor's |P address.

e peer-group-name— Name of the peer group. See section 8-19.

* ip-accesslig-number-or-name— Standard, extended, or named | P access list number.

Purpose: To filter incoming route updates from a particular BGP neighbor. Only one digtributelist can be
used per neighbor. The operation of theinput distribute list isidentica for both IBGP and EBGP neighbors.

Cisco 10S Software Release: 10.0. Peer group support was added in Release 11.0, support for named
access listswas added in Release 11.2, and prefix list support was added in Release 12.0.

Configuration Example 1: Block a Particular Route

In Figure 8-8, Router B is advertising four network prefixesto Router A. Router A filters the route update
from Router B in order to rgject the 172.16.2.0 network. Loopbacks are used on Router B to smulate the
advertised networks, as shown in the configuration.

Figure 8-8. Scenario for the Use of the neighbor digtribute-listin Command

BGP route update

L ) 172.16.0.0/24
Input distribute list 172 16.1.0/24
Block 1721620 172.16.2.0/24
/ 172.16.3.0/24

172 16.0.0/24

D o 172.16.2.0124
l A‘ 3 B‘_ 172.16.3.0124

AS AS 2










8-7 neighbor {ip-address | peer-group-name} distribute-list {
ip-access-list-number-or-name | pre‘ix-list—name}OUt

Syntax Description:

* ip-address— Neighbor's |P address.

e peer-group-name— Name of the peer group. See section 8-19.

* ip-accesslig-number-or-name— Standard, extended, or named | P access list number.

Purpose: To filter outgoing route updates to a particular BGP neighbor. Only one digtribute list can be used
per neighbor. The operation of the output distribute list isidentical for both IBGP and EBGP neighbors.

Cisco 10S Software Release: 10.0. Peer group support was added in Release 11.0, support for named
access listswas added in Release 11.2, and prefix list support was added in Release 12.0.

Configuration Example 1: Block a Particular Route

In Figure 8-9, Router B isadvertising four network prefixesto Router A. Router B filters the route update to
Router A in order to rgject the 172.16.2.0 network. Loopbacks are used on Router B to smulaethe
advertised networks, as shown in the following configuration.

Figure 8-9. Scenario for the Use of the neighbor distribute-list out Command
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8-8 neighbor {ip-address | peer-group-name} ebgp-multihop







8-9 neal gthI' {ip—addr&ss peer-group—name} ebgp-multihop maximum-hop-count

Syntax Description:

* ip-address— Neighbor's P address.

* peer-group-name— Name of the peer group. See section 8-19.

*  maximum-hop-count— Optiona parameter with avaue of 1 to 255. The default hop count is 255.

Purpose: EBGP neighbors are typicaly directly connected. In situationsin which EBGP neighbors are not
directly connected, the ebgp-multihop option must be used in order to form aneighbor reationship.

Cisco 10S Software Release: 10.0. Peer group support was added in Release 11.0.

Configuration Example: Nonconnected EBGP Neighbors

Figure 8-10 shows a Situation in which we are trying to establish an EBGP connection between two routers
that are not directly connected. BGP uses TCP, and Routers A and C must have routes to each other. The
static routes on Routers A and C are necessary in order for BGP to establish the connection. On Router A,
the default hop count of 255 is used. On Router C, amaximum hop count of 2 isused. A maximum hop
count of 1 isinterpreted as directly connected and therefore has no effect.

Figure 8-10. ebgp-multihop I's Used to Form an EBGP Connection Between Peers That Are Not
Directly Connected
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8-10 nel ghbor {ipaddress peer-group—name} filter-list aspanist-number iN

Syntax Description:

* ip-address— Neighbor's P address.

* peer-group-name— Name of the peer group. See section 8-19.

* aspath-list-number— IP AS path list number.

Purpose: To filter incoming route updates from a particular BGP neighbor. Filtering is based on AS path
information. Only onefilter list can be used per neighbor. The operation of theinput filter listisidentica for
both IBGP and EBGP neighbors.

Cisco 10S Software Release: 10.0. Peer group support was added in Release 11.0.

Configuration Example 1. Block Routes Originating from a Particular AS

In Figure 8-11, Routers B and C are advertising four network prefixes. Router A filters the route update
from Router B in order to rgiect networks originating from AS 3. Thelast ASlisted inthe AS path lististhe
originating AS. Loopbacks are used on Routers B and C to simulate the advertised networks, as shownin
the configuration.

Figure 8-11. Scenario for the Use of the neighbor filter-lisin Command
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8-11 nal ghbor {ipaddress peer-group—name} filter-list as-path-list-number QUL

Syntax Description:

* ip-address— Neighbor's P address.

* peer-group-name— Name of the peer group. See section 8-19.

* aspath-list-number— IP AS path list number.

Purpose: To filter outgoing route updates to a particular BGP neighbor. Filtering isbased on AS path
information. Only onefilter list can be used per neighbor. The operation of the output filter list isidenticd for
both IBGP and EBGP neighbors.

Cisco 10S Software Release: 10.0. Peer group support was added in Release 11.0.

Configuration Example 1. Block Routes Originating from a Particular AS

In Figure 8-12, Routers B and C are advertising four network prefixes. Router B filters the route update to
Router A in order to reject networks originating from AS 3. Thelast ASlisted inthe AS path list isthe

originating AS. Loopbacks are used on Routers B and C to simulate the advertised networks, as shownin
the configuration.

Figure 8-12. Scenario for the Use of the neighbor filter-lig out Command
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8-12 nel ghbor {ipaddress peer-group—name} filter-list as-path-list-number wel gh'[
weight
Syntax Description:

* ip-address— Neighbor's |P address.

* peer-group-name— Name of the peer group. See section 8-19.

* aspath-lis-number— IP AS path list number.

* weght— 1to 65535. Thisvaueis applied to the weight attribute of incoming routes matching the
conditionsinthe AS path filter list.

Purpose: Routes learned from BGP neighbors have the weight attribute set to 0. Thisform of thefilter-list
command alows you to set the weight attribute of selected routes received from a particular neighbor. This
command applies only to incoming route updates. The operation of thefilter list isidentical for both IBGP
and EBGP neighbors.

Cisco 10S Software Release: 10.0. Peer group support was added in Release 11.0, and the weight
keyword was removed in Release 12.1.

Configuration Example: Set the Weight of Routes Originating from a Particular
AS

In Figure 8-13, Routers B and C are advertising four network prefixes. Router A inspects the route update
coming from Router B and setsthe weight of networks originating from AS 310 850. Thelast ASlisted in
the AS path list isthe originating AS. Loopbacks are used on Routers B and C to smulate the advertised
networks, as shown in the configuration.

Figure 8-13. Scenario for the Use of the neighbor filter-lis weight Command
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8-13 neighbor {ip-address | peer-group-name} maximum-pr efix prefix-limit




8-14 neighbor {ip-address | peer-group-name} maximum-pr efix prefix-limit
war ning-only




8-15 neighbor {ip-address | peer-group-name} maximum-pr efix prefix-limit
threshold-vdue







8-16 nel ghbor {ip—address | peer-group—name} maximum-prefix prefix-limit
threshold-value War Ning-only

Syntax Description:

* ip-address— Neighbor's |P address.

* peer-group-name— Name of the peer group. See section 8-19.

o prefix-limit— 1 to 4294967295.

» threshold-value— 1 to 100 percent. If thisisn't explicitly s&t, the default value is 75 percent.

Purpose: To limit the number of prefixeslearned from a specific neighbor. The threshold-vaue determines
the value that causes the router to generate awarning. For example, if the prefix-limit is set to 1000 and the
threshold-value is set to 75 percent, the router generates awarning when 751 prefixes are received from the
neighbor. When the number of prefixes received from the neighbor exceeds the prefix-limit, the BGP
connection between the neighborsisterminated. If the warning-only option is used, the router issuesa
warning when the prefix limit has been exceeded, but the connection is not terminated.

Cisco 10S Software Release: 11.3
Configuration Example: Controlling the Maximum Prefixes L earned from a
BGP Neighbor

The configuration shown in Figure 8-14 demonstrates the maximum-prefix commands. Router A is
configured with aprefix-limit of 8. The nineloopback interfaces on Router B are used to generate the
prefixesthat are advertised to Router A.

Figure 8-14. Configuration Used to Demonstr ate the maximum-prefix Commands
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8-17 nal gh bor {ipaddress peer-groupname} next-hop-self

Syntax Description:

* ip-address— Neighbor's P address.

* peer-group-name— Name of the peer group. See section 8-19.

Purpose: When a BGP router |earns routes via EBGP, and those routes are advertised to an IBGP
neighbor, the next-hop information is sent unchanged. This command alows aBGP router to change the
next-hop information that is sent to IBGP peers. The next-hop information is set to the IP address of the
interface used to communi cate with the neighbor.

Cisco |0S Software Release: 10.0. Peer group support was added in Release 11.0.

Configuration Example: Setting Next-Hop Information for Advertised Prefixes

Every prefix that is advertised usng BGP contains next-hop information. Figure 8-15 shows the next-hop
behavior for EBGP and IBGP. The advertisement for network 198.16.1.0/24 from Router B to Router A
containsanext hop of 172.16.1.1. EBGP next-hop information is preserved when the prefix is advertised
vialBGP. Router B advertises network 198.16.1.0/24 to Router C, with the next-hop information received
from Router A.

Figure 8-15. Next Hop for EBGP and IBGP Connections
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On amultiaccess network, such as Ethernet or Token Ring, the next-hop behavior isas shownin Figure
8-16. Router B learns about network 198.16.1.0/24 from Router A vialGP. Router B advertises
198.16.1.0/24 to Router C via EBGP with the next-hop information set to the address of Router A. Thisis
done to avoid the extra hop of sending packets destined to network 198.16.1.0/24 to Router B.

Figure 8-16. Next Hop for Multiaccess Networks









8-18 nel ghbor {ipaddress peer-group—name} password password

Syntax Description:

* ip-address— Neighbor's P address.

* peer-group-name— Name of the peer group. See section 8-19.

» password— Case-sengtive password. The length of the password can be up to 80 characters. The
first character of the password cannot be a number. The password can contain any a phanumeric
characters, including spaces. For operational reasons, do not use a space after anumber.

Purpose: To enable Message Digest 5 (MD5) authentication on a TCP connection between two BGP peers.

Cisco |0S Software Release: 11.0

Configuration Example: Enabling M D5 Authentication on a TCP Connection
Between BGP Peers

The network shown in Figure 8-18 is used to demonstrate password configuration between neighbors.

Figure 8-18. Authentication of a BGP Connection
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8-19 neighbor peer-group-name peer -group







8-20 nal gthf ip-address DE€EY -gr OUP peer-group-name

Syntax Description:

* peer-group-name— Name of the peer group to create or the name of the peer group to which the
neighbor will be added.

* ip-address— IP address of the neighbor to be placed in the peer group with the name
peer-group-name.

Purpose: Use the neighbor peer-group-name peer-group command to create a BGP peer group. The
neighbor ip-address peer-group peer-group-name command adds a neighbor to an existing peer group.
Assumethat arouter has multiple BGP neighbors and thet it has identical update policieswith those
neighbors. The update policy could be configured for each neighbor. In this case, BGP would calculate a
Separate update for each neighbor even though the updates are identical. If the update policy isapplied to a
peer group and the neighbors are members of the peer group, the update is cal culated once and then sent to
al the neighborsin the peer group.

Cisco 10S Software Release: 11.0

Configuration Example: Creating Peer Groups

Router A in Figure 8-19 has two IBGP peers and two EBGP peers. Assume that Router A has the same
update policy for the IBGP peers and the EBGP peers. The IBGP peers could be configured in one peer

group and the EBGP peersin another. Thefirst configuration iswithout using peer groups. The second
configuration uses peer groups so that you can compare the syntax.

Figure 8-19. BGP Peer Groups
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8-21: nei gthI' {ip—address peer-groupname} prefix-list prefix-lig-name 1N

Syntax Description:

* ip-address— Neighbor's P address.

* peer-group-name— Name of the peer group. See section 8-19.

prefix-list-name— Name of theinput IP prefix list.

Purpose: To filter incoming route updates from a particular BGP neighbor based on the IP address and
mask length. Only one prefix list can be used per neighbor. The operation of theinput prefix ligt isidentica
for both IBGP and EBGP neighbors. Using aprefix list is an dternative to using an extended | P access list
and adigributelist.

Cisco 10S Software Release: 12.0
Configuration Example 1: Allow an Aggregate Route While Blocking the
M or e-Specific Routes

In Figure 8-20, Router B is advertising four network prefixes and the aggregate of the prefixesto Router A.
Router A filtersthe route update from Router B in order to reject the more-specific routes. Loopbacks are
used on Router B to smulate the advertised networks, as shown in the configuration.

Figure 8-20. Scenario for Use of the neighbor prefix-list in Command
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8-22 nel ghbor {ipaddress peer-group—name} pI’Ef IX-list prefix-lig-name OUt

Syntax Description:

* ip-address— Neighbor's P address.

* peer-group-name— Name of the peer group. See section 8-19.

prefix-list-name— Name of the output IP prefix list.

Purpose: To filter outgoing route updates to a particular BGP neighbor based on the | P address and mask
length. Only one prefix list can be used per neighbor. The operation of the output prefix list isidentical for
both IBGP and EBGP neighbors. Using aprefix list is an dternative to using an extended | P accesslist and a
digribution ligt.

Cisco 10S Software Release: 12.0
Configuration Example 1: Allow an Aggregate Route While Blocking the
M or e-Specific Routes

In Figure 8-21, Router B is advertising four network prefixes and the aggregate of the prefixesto Router A.
Router B filters the route update to Router A in order to reject the more-specific routes. Loopbacks are
used on Router B to smulate the advertised networks, as shown in the configuration.

Figure 8-21. Scenario for Using the neighbor prefix-list out Command
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8-23 neighbor {ip-address | peer-group-name} r emote-as number

Syntax Description

* ip-address— Neighbor's P address.

* peer-group-name— Name of the peer group. See section 8-19.

*  number— Neighbor's autonomous system number (1 to 65534).

Purpose: Thisform of the neighbor command isthe most important. This command is used to configure an
interna BGP (IBGP) or externd BGP (EBGP) TCP session with another router. Routing information cannot
be exchanged without a proper neighbor configuration. When configuring BGP, either in acustomer's
network or on the CCIE exam, we suggest that you first establish and verify that the neighbor relationships
have been established. A common mistake isto attempt to enter a complete BGP configuration, which might
include route exchange, route filtering, attribute manipulation, and route redistribution. If the configuration
does not produce the intended results, it is usudly very difficult to debug due to the configuration complexity.
The preferred method isto configure BGP in steps, with the neighbor command being thefirst step. If
neighbors are properly configured, you can continue to satisfy the other requirements.

Cisco 10S Software Release: 10.0. Peer group support was added in Release 11.0.

Configuration Example 1. EBGP Neighbor

EBGPis used between neighborsin different autonomous systems. Typicaly, EBGP neighbors are directly
connected, as shown in Figure 8-22. If the neighbors are not directly connected, bgp multihop can be used

(see sections 8-8 and 8-9). For this example, the neighbors are directly connected. The following
configuration illustrates the use of the neighbor command to establish an EBGP relationship.

Figure 8-22. EBGP Neighbor Relationship
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8-24 neighbor {ip-address | peer-group-name} remove-private-as

Syntax Description:

* ip-address— Neighbor's P address.

* peer-group-name— Name of the peer group. See section 8-19.

Purpose: To remove private autonomous systems in updates to the neighbor or peer group. Private AS
numbers are in the range 64512 to 65535. Private AS numbers should not be advertised to the Internet. The
following conditions gpply when using this command:

* Useonly with EBGP peers.

» |f theupdate has only private AS numbersin the AS path, BGP removes them.

» If the AS path includes both private and public AS numbers, BGP doesn't remove the private AS
numbers. This Situation is consdered a configuration error.

» If the AS path containsthe AS number of the EBGP neighbor, BGP doesn't remove the private AS
number.

» If the AS path contains confederations, BGP removes the private AS numbers only if they come
after the confederation portion of the AS path.

Cisco 10S Software Release: 12.0
Configuration Example: Removing a Private AS Number from Updatesto

Neighborsor Peer Groups

In Figure 8-24, an ISP is connected to a customer who isusing aprivate AS number. The ISP is connected
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8-25 neighbor {ip-address | peer-group-name} route-map routemap-name N

Syntax Description:

* ip-address— Neighbor's | P address.

* peer-group-name— Name of the peer group. See section 8-19.

» route-map-name— Name of the route map used for incoming updates from the specified neighbor
or peer group.

Purpose: A route map is an extremely powerful tool for route filtering and BGP attribute manipulation.
Appendix C contains acomplete discussion of route map logic. In this section, we will examine common
uses of aroute map for route filtering and BGP attribute manipulation.

Cisco |0S Software Release: 10.0. Peer group support was added in Release 11.0.

Configuration Example 1: Basic Route Filter Using an I P Standard Access List

The configuration in Figure 8-25 will be used for each route map examplein this section.

Figure 8-25. Configuration Used to Demonstrate the Use of an I nput Route Map
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8-26 nel ghbor {ipaddress peer-groupname} route—map route-map-name QUL

Syntax Description:

* ip-address— Neighbor's P address.

* peer-group-name— Name of the peer group. See section 8-19.

* route-map-name— Name of the route map used for outgoing updates to a specified neighbor or
peer group.

Purpose: A route map is an extremey powerful tool for route filtering and BGP ttribute manipulation.
Appendix C contains a complete discussion of route map logic. In this section, wewill examine common
uses of aroute map for route filtering and BGP attribute manipulation.

Cisco |0S Software Release: 10.0. Peer group support was added in Release 11.0.

Configuration Example 1: Basic Route Filter Using an I P Standard Access List

The configuration shown in Figure 8-26 will be used for each route map examplein this section.

Figure 8-26. Configuration Used to Demonstrate the Use of an Output Route M ap
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8-27 neighbor {ip-address | peer-groupname} route-r eflector-client

Syntax Description:

* ip-address— Neighbor's P address.

* peer-group-name— Name of the peer group. See section 8-19.

Purpose: IBGP neighbors do not propagate routing information learned from one IBGP neighbor to another
IBGP neighbor. Therefore, if you are running IBGP, every IBGP spesker must have a connection to every
other IBGP speaker in the AS. This becomes a scaling problem as the number of IBGP speakersincreases.
The number of IBGP connectionsfor n speakersis (n(n-1))/2. Table 8-1 ligtsthe number of connections
needed for 2 to 10 IBGP speakers.

Table 8-1. IBGP Connections Needed for aFull Mesh
Number of IBGP Speakers Number of Connections

1
3
6
10
15
21
28
36
45

© 0o N o o WD

=
o

A route reflector is one technique to overcome the scaling issue with IBGP. One or more routers serve asa
route reflector, and other routers are clients to the route reflector. Route reflectors reflect routes learned
from aroute reflector client to the other clients. With one route reflector, the number of logica connections
needed for n IBGP speakersisn-1.

Cisco |0S Software Release: 10.0. Peer group support was added in Release 11.0.

Configuration Example 1. Single Route Reflector









8-28 neighbor {ip-address | peer-groupname} send-community

Syntax Description:

* ip-address— Neighbor's P address.

* peer-group-name— Name of the peer group. See section 8-19.

Purpose: By default, BGP community attributes are not advertised to peers. The neighbor send-community
command enables the sending of BGP community attributes to BGP peers. Routing policies can be based on
aneighbor address, a peer group name, or AS path information. Situations might arisein which you need to
apply policiesto routes that do not have any of the previoudy mentioned attributesin common. A
community valueisanumerical value or set of vauesthat can be attached to a BGP route. Routing policies
can then be applied to routes that contain a particular community value or attribute.

Cisco 10S Software Release: 10.3. The peer-group-name option was added in Release 11.0.

Configuration Example: NO-EXPORT Community Value

Two well-known community values are NO-EXPORT and NO-ADVERTISE. If aroute carries the
NO-EXPORT community vaue, the route is not advertised outsde the AS. The behavior of the
NO-EXPORT community vaueisillustrated in Figure 8-29. The NO-ADVERTISE community value
prevents arouter from advertising the route to any peer, as shown in Figure 8-30. To configurea
COMMUNITY attribute, we will use an outbound route map on Router A, as shown in thefollowing
configuration. For acomplete discussion of route maps, see Appendix C.

Figure8-29. NO-EXPORT Community
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8-29 nal ghbor {ip—address peer-group—name} shutdown

Syntax Description:

* ip-address— Neighbor's P address.

* peer-group-name— Name of the peer group. See section 8-19.

Purpose: Prior to Cisco 10S Software Release 12.0, the only way you could shut down a BGP neighbor
was to remove the neighbor configuration using no neighbor ip-address remote-as as-number. Thiswas an
inconvenience, because dl configuration statements associated with the neighbor were aso deleted. The
shutdown form of the neighbor command terminates the BGP session without deleting the neighbor
configuration commands.

Cisco |OS Software Release: 12.0

Configuration Example: Administratively Shutting Down a BGP Session

Thefollowing configuration administratively shuts down the BGP session. To reenable the sesson, usethe
no form of the command:

router bgp 1
neighbor 10.1.1.2 remote-as 1

neighbor 10.1.1.2 shutdown
Verification
Use the show ip bgp neighbors command to verify that the neighbor has been shut down:

rt r A#show ip bgp neighbors
BGP neighbor is 10.1.1.2, renote AS 1, internal |ink
Adminigratively shut down

Index 1, Offset 0, Mask 0Ox2









8-30 neighbor {ip-address | peer--group-name} sOft-r econfiguration inbound

Syntax Description:

* ip-address— Neighbor's P address.

* peer-group-name— Name of the peer group. See section 8-19.

Purpose: If you have apolicy configured with a BGP neighbor, such asaroute map or didributelist, and
you change the policy, the BGP session needs to be cleared in order for the new policy to take effect. When
aBGP sessoniscleared, the cacheisinvalidated. This hasamomentary impact on your routing. The
soft-reconfiguration option alows you to change policies without clearing the BGP sesson. Thetwo forms
of soft reconfiguration are inbound and outbound. When you use inbound, soft reconfiguration updates from
aneighbor are stored in memory, regardless of the inbound policy. Be aware that using inbound soft
reconfiguration uses more memory than not using inbound soft reconfiguration. Outbound soft
reconfiguration does not require additional memory and is aways enabled.

Cisco | OS Software Release: 11.2

Configuration Example: Setting Inbound Soft Reconfiguration with a Specific
Neighbor

To configure inbound soft reconfiguration with aspecific neighbor, use the following configuration asaguide:

router bgp 2
neighbor 10.1.1.2 remote-as 1

neighbor 10.1.1.2 soft-reconfiguration inbound
Verification
Use the show ip bgp neighbors command to verify that soft reconfiguration has been enabled:

router#

BGP neighbor is10.1.1.2, remote AS 1, externa link

Inday 1 Offet N N ade v 2









8-31 nel ghbor {ipaddress peer-group—name} timer s kespdiveholdtime

Syntax Description:

* ip-address— Neighbor's P address.

* peer-group-name— Name of the peer group. See section 8-19.

» keepaive— 110 4,294,967,295 seconds.

* holdtime— 1 to 4,294,967,295 seconds.

Purpose: Keegpdlive and holdtime are common among | P routing protocols. The keepdive timeindicates
how often arouter sends a keepalive message to a neighbor to inform the neighbor thet the router istill dive
and well. The holdtimeis used as adeathwatch. If a kegpaive messageis not received within the holdtime,
the neighbor is declared dead, and the session isterminated. The default value for the keepdivetimeis 60
seconds. The holdtimeis 3 timesthe kegpdive time, or 180 seconds. Generdly, these values do not need to
be changed. If you do change them, it isagood rule to make the holdtime equa to 3 times whatever
keepdive vaue you use. Of course, the holdtime should aways be greater than the kegpdivetime. A good
practice to follow isto configure the same kegpalive and holdtimes on both sides of the link.

Cisco |OS Software Release: 12.0

Configuration Example: Changing the Keepalive and Holdtime Values

Change the default settings for keepaive and holdtime to 50 and 150 seconds, respectively:

Router A

router bgp 1
neighbor 10.1.1.2 remote-as 2
neighbor 10.1.1.2 timers 50 150

no auto-summary









8-32 nel ghbor {ipaddress peer-group—name} UNSUPPress-map route-map-name

Syntax Description:

* ip-address— Neighbor's P address.

* peer-group-name— Name of the peer group. See section 8-19.

* route-map-name— Name of the route map used to salect routes to be unsuppressed.

Purpose: When the aggregate-address command is used with the summary-only option, the more-specific
routes of the aggregate are suppressed (see section 1-7). The aggregate-address summary-only command
suppresses the more-specific routes to al neighbors. Y ou can use an unsuppress map to selectively leak
more-specific routes to a particular neighbor.

Cisco |0S Software Release: 10.0. Peer group support was added in Release 11.0.

Configuration Example: Selectively Advertising Routes with an Unsuppress M ap

In Figure 8-31, Router A isadvertising four prefixesto Router B. Router B aggregates these prefixes and
advertises only the summary while suppressing the four specific routes. This will be used astheinitid
configuration so that we can inspect the BGP tables for Routers B and C. The unsuppress map isthen
added to Router B's configuration.

Figure 8-31. Globally Suppressed Routes Can Be Selectively Unsuppressed on a Per-Neighbor
Basis










8-33 nel gh bor { ip-address peer-group—name} u pd ate-sour ce inteface-name

Syntax Description:

* ip-address— Neighbor's P address.

* peer-group-name— Name of the peer group. See section 8-19.

* interface-name— Any physicd or logica router interface. Usually, aloopback interfaceis used.

Purpose: An IBGP connection can occur aslong asthereisa TCP/IP path between the routers. If multiple
paths exist between the IBGP routers, using aloopback interface as the neighbor's address can add stability
to the network. Using loopback interfaces with EBGP speskersis not necessary, because EBGP neighbors
are usudly directly connected.

Cisco |0S Software Release: 10.0. Peer group support was added in Release 11.0.

Configuration Example: Using a L oopback Interface for Network Stability

In Figure 8-32, we want to establish an IBGP session between Routers A and C. From Router A's point of
view, we can use one of two addressesin the neighbor command, 172.17.1.2 or 10.1.2.2. From Router C's
perspective, either address 172.17.1.1 or 10.1.1.1 can be used to form a neighbor relationship with Router
A. Thefollowing configurations show these options:

Figure 8-32. When Multiple Paths Exist Between IBGP Peers, Using a L oopback Interface asthe
Sour ce Adds Stability to the Design










8-34 nel gh bor {ipaddress peer-groupname} Ve SioN verson-number

Syntax Description:

* ip-address— Neighbor's P address.

* peer-group-name— Name of the peer group. See section 8-19.

e veson-numbe—2, 3, or 4.

Purpose: Currently, the default BGP verson number is 4. Cisco'simplementation of BGP beginsusing
verson 4 and negotiates down to version 2. If you do not want to form a neighbor connection with arouter
that is not running version 4, you can lock down the version number using this command.

Cisco 10S Software Release: 10.0. Peer group support was added in Release 11.0.

Configuration Example: Locking Down the Neighbor BGP Version

The following configuration locks down the version number with one neighbor to 4 and leavesthe verson
number in auto-negotiate for the other neighbors:.
Router A
router bgp 1
neighbor 10.1.1.2 remote-as 2
neighbor 10.1.1.2 version 4
neighbor 10.2.1.2 remote-as 3

neighbor 10.3.1.2 remote-as 4
Verification

Verify the verson number by using the show ip bgp neighbors command:









8-35 nel ghbor {ipaddress peer-group—name} weal gh'[ default-weight

Syntax Description:

* ip-address— Neighbor's P address.

* peer-group-name— Name of the peer group. See section 8-19.

default-weight— 1 to 65535.

Purpose: The weight attribute has meaning only to the local router. By default, advertisements received from
BGP neighbors have their weight attribute set to 0. This command setsal routes learned from a particular
neighbor to the default weight used in the command.

Cisco 10S Software Release: 10.0. Peer group support was added in Release 11.0.

Configuration Example: Setting the Route Weight for the L ocal Router

The following configuration sets the weight of dl routes learned from neighbor 10.1.1.2 to 451

Router A
interface Serid0
ip address 10.1.1.1 255.255.255.252
!
router bgp 1
neighbor 10.1.1.2 remote-as 2

neighbor 10.1.1.2 weight 451

Router B

interface L oopbackO
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Chapter 9. Route Advertisement
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network ip-address mask network-mask
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network ip-address backdoor
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network ip-address mask network-mask backdoor
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network ip-address route-map route-map-name
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network ip-address mask network-mask route-map route-map-name

e Section 9-7.

network ip-address weight weight

. network ip-address mask network-mask weight weght




O-1 networ K ip-address






9-2 networ k ip-address mask network-mask

Syntax Description:

* ip-address— Network to advertise to BGP peers.

* network-mask— Optiond parameter used to advertise nonclassful network prefixes.
Defaults None

Limitations. Up to 200 instances of the network command may be used in the configuration. For Cisco 10S
Software Release 12.0 and later, this restriction has been removed.

Purpose: Interior Gateway Protocols such as RIP and OSPF use the network command to determineon
which interfaces the protocol will be active. The BGP neighbor command is used to determine which
interfaces will run BGP. The BGP network command is used to determine the networks that will be
advertised to BGP neighbors. In order for anetwork to be advertised by BGP, it must be known to the
originating router. Routes learned via EBGP are automatical ly advertised to other EBGP neighbors. A known
network isonethat is directly connected, Stetic, or learned through a dynamic routing protocol. Thefirst

form of the network command requires aclassful IP address. A classful addressiseither Class A withan
8-bit subnet mask, Class B with a 16-bit subnet mask, or Class C with a 24-bit subnet mask. The second
form can be used with either aclassful or clasdess prefix.

Cisco |OS Software Release: 10.0

Configuration Example 1: Directly Connected Networks

Figure 9-1 illustrates a basic scenario for the use of the network command. Router A has two directly
connected networks that are advertised to router B viaBGP.

Figure 9-1. Basic Use of the network Command







0-3 networ Kk ip-address back door






9-4 networ Kk ip-address mask network-mask back door

Syntax Description:

* ip-address— Network to advertise to BGP peers.

* network-mask— Optiond parameter used to advertise nonclassful network prefixes.
Defaults None

Limitations. Up to 200 instances of the network command may be used in the configuration. For Cisco 10S
Software Release 12.0 and later, this restriction has been removed.

Purpose: When arouter isrunning more than one | P routing protocol, the possibility existsthat a particular
route might be learned by two or more protocols. Because different | P routing protocols cal cul ate the cost
to aroute using different metrics, the protocol cost cannot be used to select the best path. When arouteis
known by more than one I P routing protocol, Cisco routers use the administrative distance to select the best
path, with the lowest administrative distance being preferred. EBGP routes have an adminigtrative distance
of 20, and IGPs have ahigher administrative distance:

« EBGP—20

 EIGRP— 90

* |IGRP— 100

 OSPF— 110

* RIP—120






[+ Previous]
9-5 network ip-address r oute-mayp routemap-name
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9-6 network ip-address mask network-mask route-map route-map-name

Purpose: In theory, these commands allow you to modify a network's BGP attributes. In our experience,
they are too buggy and should not be used. See sections 8-25 and 8-26 if you need to modify the BGP
attributes of received or transmitted network advertisements.




[+ rrevious]
O-7 network ip-address weight weight
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9-8 networ kK ip-address mask network-mask weight weight

Obsolete: These commands don't work and are considered obsolete. They will be removed from future
versons of Cisco |OS Software. They are included here because they exist in current Cisco 10S Software
Releases, but they do nothing. See sections3-25 or 8-35 if you need to modify the weight of recelved
network advertisements.
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10-1 redistribute protocol

Syntax Description:

» protocol— Routes learned via protocol will be redistributed into BGP.

Purpose: To redistribute routes into BGP that have been learned viaarouting protocol other than BGP. The
metric of the non-BGP-learned routesis transferred to the metric or multi-exit discriminator (MED) of the
new BGP route. Routes can be redistributed from connected, dvmrp, egp, eigrp, igrp, iS's, iso-igrp, mobile,
odr, ospf, rip, and static.

Cisco |0OS Software Release: 10.0

Configuration Example: Redistributing Connected, Static, and EIGRP L ear ned
Routesinto BGP

In Figure 10-1, Router C isadvertising 172.16.2.0/24 and 172.16.3.0/24 to Router B via EIGRP. Routers
A and B have an EBGP rdationship. This example redistributes EIGRP and gtatic into BGP on Router B
and redistributes connected on Router A.

Figure 10-1. Redistributing Routesinto BGP
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Router A
interface loopback 0
ip address 172.16.0.1 255.255.255.0
!
interface loopback 1

ip address 172.16.1.1 255.255.255.0









10-2 redistribute protoco metric meric

Syntax Description:

» protocol— Routes learned via protocol will be redistributed into BGP.

* metric— Metric to assign to the redistributed routes. The value isin the range of 0 to 4294967295.

Purpose: To redistribute routes into BGP that have been learned viaarouting protocol other than BGP. The
metric valueis assgned to the metric or multi-exit discriminator (MED) of the new BGP route. Routes can
be redistributed from connected, dvmrp, egp, egrp, igrp, iS's, iso-igrp, mobile, odr, ospf, rip, and satic.

Cisco |OS Software Release: 10.0

Configuration Example: Redistributing Connected, Static, and EIGRP L earned
Routesinto BGP

In Figure 10-2, Router C isadvertising 172.16.2.0/24 and 172.16.3.0/24 to Router B via EIGRP. Routers
A and B have an EBGP relationship. This example redistributes EIGRP and static into BGP on Router B
and redistributes connected on Router A. The static routes are assigned ametric of 10, the EIGRP routes a
metric of 15, and the connected routes ametric of 5.

Figure 10-2. Redistributing Routesinto BGP
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interface loopback 0
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10-3 redistribute protocol route-map routemap-name
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10-4 redistribute protocol route-map routemap-name Metric meric

Syntax Description:

» protocol— Routes learned via protocol will be redistributed into BGP.

* route-map-name— Name of the route map used to control which routes will be redistributed into
BGP. The route map can aso be used to modify the BGP attributes of the redistributed routes.

* metric— Metric to assign to the redistributed routes. The value isin the range of 0 to 4294967295.

Purpose: To redistribute routesinto BGP that have been learned viaarouting protocol other than BGP. The
metric of the non-BGP-learned routes is transferred to the metric or multi-exit discriminator (MED) of the
new BGP route if the metric option isnot used. If the metric option isused, the assigned metric will be
applied to al routes redistributed from the protocol. A route map can be used for each redistributed
protocol to control which routes are redistributed. A route map can a so be used to modify the BGP
attributes of the redistributed routes. Routes can be redistributed from connected, dvmrp, egp, egrp, igrp,
IS, iso-igrp, mobile, odr, ospf, rip, and Static.

Cisco |OS Software Release: 10.0

Configuration Example: Selectively Redistributing Connected, Static, and
EIGRP Learned Routesinto BGP

In Figure 10-3, Router C isadvertising 172.16.2.0/24 and 172.16.3.0/24 to Router B via EIGRP. Routers
A and B have an EBGP relationship. This example redistributes EIGRP and static into BGP on Router B
and redistributes connected on Router A. On Router B, you want to block the redistribution of the EIGRP
route 172.16.2.0. On Router A, you want to alow only the redistribution of network 172.16.1.0/24.
Another route map is used on Router B to set the weight of the redistributed static route to 88.

Figure 10-3. Selectively Redistributing Routesinto BGP
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10-5 redistribute protocol Weight weight

Syntax Description:

protocol— Routes learned via protocol will be redistributed into BGP.

* weght— Weight assigned to the redistributed routes. The valueisin the range of 0 to 65535.

Obsolete: Thiscommand is considered obsolete. It will be removed from future versons of the |OS. This
command isincluded here because it existsin current |OS versons. Use aroute-map (see section 10-4) if
you need to set the weight of redistributed routes.




Chapter 11. Address Summarization

e Section 11-1. summary-address




11-1 summary-address

Purpose: The summary-address command works only with OSPF and |S-1S. Even though this command
appears as aBGP router configuration option, do not use this command when configuring BGP. Use the
aggregate-address commands described in Chapter 1, "Route Aggregation.”




Chapter 12. Synchronization

» Section 12-1. synchronization







12-1 synchronization

Syntax Description:
This command has no arguments.

Purpose: IBGP learned routes are not installed in the | P routing table if the route has not been learned by an
IGP or if the advertised next hop isinaccessible. Thisis called synchronization.

|OS Release: 10.0

Configuration Example: BGP Synchronization

In Figure 12-1, BGP synchronization is enabled by default. Router A isadvertising network 199.172.1.0/24
to Router B viaEBGP, and Router B isadvertising 199.172.1.0/24 to Router C vialBGP.

Figure 12-1. Synchronization Appliesto IBGP Routes
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Chapter 13. BGP Timers

* Section 13-1. timers bgp keepdive holdtime







13-1 timersbgp keepdiveholdime

Syntax Description:

» keepalive— 1104294967295 seconds.

* holdtime— 1 to 4294967295 seconds.

Purpose: To globally set the keepalive and holdtime vauesfor dl neighbors. Keepdive and holdtime are
common among | P routing protocols. The keepdive time indicates how often arouter sends akeepalive
message to aneighbor to inform the neighbor that the router is il dive and well. The holdtimeisused asa
deathwatch. If akeepalive message is not received within the holdtime, the neighbor is declared dead, and
the sesson isterminated. The default vauefor the kegpdive timeis 60 seconds. The holdtime isthreetimes
the keepalive time, or 180 seconds. Generally, these values do not need to be changed. If you do change
them, itisagood rule to make the holdtime equa to three times whatever keepalive vaue you use. Of
course, the holdtime should adways be greater than the keepalive time. When two BGP speakers establish a
connection, the smdller of the advertised keepalive and holdtime vaues will be used. For example, if one
neighbor advertises akeepaive vaue of 70 and aholdtime of 210 and the other neighbor advertisesa
keepdive vaue of 72 and aholdtime of 205, the keegpalive value will be 70 and the holdtime will be 205. If
the timer values are set using the neighbor timers command (see section 8-31), these vaueswill override the
globa vauesonly for that neighbor.

|OS Release: 10.0

Configuration Example: BGP Timers

In thisexample, we will examine the result of various settings of keepdive and holdtimers. Figure 13-1
illustrates the basic setup for these examples.

Figure 13-1. Network Setup for BGP Timer Examples
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e  Section 14-16. show in bap nrefix/imagk-lenath | beain line






14-1 show ip bgp




14-2 show ip bgp | begin iire




14-3 snow ip bgp | exclude iire







14-4 show ip bgp | include lire

Syntax Description:

» line— Regular expresson. See Appendix B, "Regular Expressions.”

Purpose: To display the contents of the local BGP routing table.

Cisco |OS Software Release: 10.0

Example: Display the BGP Routing Table

The following is some sample output from the show ip bgp command:

rtr A#show ip bgp

B& table version is 9, local router IDis 200.1.4.1

Status codes: s suppressed, d danped, h history, * valid, > best, i - internal
Oigin codes: i - I1G, e - EGP, ? - inconplete

Net wor k Next Hop Metric LocPrf Weight Path
*> 199.172.1.0 172.17.1.2 0 01i
*> 199.172.2.0 172.17.1.2 0 01i
*> 199.172.3.0 172.17.1.2 0 01i
*> 199.172.4.0 172.17.1.2 0 01i
*> 200.1.1.0 0.0.0.0 0 32768
*s 200.1.2.0 0.0.0.0 0 32768
*> 200.1.2.0/23 0.0.0.0 32768 i
*s 200.1.3.0 0.0.0.0 0 32768
*> 200.1.4.0 0.0.0.0 0 32768

*>j 156.26.1.0 10.1.1.2 0 0






14-5 snow ip bgp prefix

Syntax Description:

» prefix— IP address of the prefix to display.

Purpose: To digplay the contents of the local BGP routing table for a specific prefix.

Cisco |OS Software Release: 10.0

Example: Display a Specific Prefix from the BGP Routing Table

Thefollowing is some sample output from the show ip bgp prefix command:

rtrA#show ip bgp 199.172.1.0
BGP routing table entry for 199.172.1.0/24, version 6
Paths: (1 avail able, best #1)
Advertised to non peer-group peers:
172.17.1.1
Local
0.0.0.0 from0.0.0.0 (199.172.15.1)
Oigin IG, netric 0, local pref 100, weight 32768, valid, sourced, | ocal

best, ref 2




14-6 show ip bgp prefix mask







14-7 show ip bgp prefiximesk-length

Syntax Description:

prefix— | P address of the prefix to display.

*  mask— Digplay prefix with a specific network mask.

*  mask-length— Bit length of the mask.

Purpose: To display the contents of the local BGP routing table for a specific prefix with aspecific mask.

Cisco 10S Software Release: 10.0
Example: Display a Specific Prefix from the BGP Routing Table with the
Specified M ask

The following is some sample output from the show ip bgp prefix mask command. Firg, list the entire
contents of the BGP routing table:

rtr A#show ip bgp

BGP table version is 90, local router IDis 199.172.15.1

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
Oigin codes: i - IG, e - EGP, ? - inconplete
Net wor k Next Hop Metric LocPrf Weight Path
*> 199.172.1.0 0.0.0.0 0 32768 i
s> 199.172.2.0 0.0.0.0 0 32768 i
*> 199.172.2.0/23 0.0.0.0 32768 i
s> 199.172.3.0 0.0.0.0 0 32768 i

*> 199.172.4.0 0.0.0.0 0 32768 i






14-8 show ip bgp prefixmask longer -pr efixes







14-9 show ip bgp prefixmesclength longer -pr efixes

Syntax Description:

prefix— | P address of the prefix to display.

*  mask— Digplay prefix with a specific network mask.

*  mask-length— Bit length of the mask.

Purpose: To display the contents of the local BGP routing table for a specific prefix with a specific mask and
any prefixes having alonger mask than the one specified.

Cisco 10S Software Release: 10.0
Example: Display a Specific Prefix from the BGP Routing Table Having a
Mask Greater Than or Equal to the Mask Specified in the Command

Thefollowing is some sample output from the show ip bgp prefix mask longer-prefixes command. Firg, list
the entire BGP routing table;

rtrA#show ip bgp

BGP table version is 90, local router IDis 199.172.15.1

Status codes: s suppressed, d danmped, h history, * valid, > best, i - interna
Oigin codes: i - IGP, e - EGP, ? - inconplete

Net wor k Next Hop Metric LocPrf Weight Path
*> 199.172.1.0 0.0.0.0 0 32768 i
s> 199.172.2.0 0.0.0.0 0 32768 i
*>199.172.2.0/23 0.0.0.0 32768
s> 199.172.3.0 0.0.0.0 0 32768 i

* 100 172 A 0O 0O 00 N0 0D ) V97RAQ 1






14-10 show ip bgp preix | begin lire




14-11 show ip bgp preix | exclude lire




14-12 show ip bgp peix | include lire




14-13 show ip bgp prefixmesk | begin lire




14-14 show ip bgp prefixmax | exclude lire




14-15 show ip bgp preixmax | include iire




14-16 show ip bgp prefixmask-length | begin tine




14-17 show ip bgp prefixmesc-length | exclude lire




14-18 show ip bgp prefixmesc-length | include lire




14-19 show ip bgp prefixmax longer -pr efixes | begin lire




14-20 show ip bgp prefixmax longer -pr efixes | exclude iire




14-21 show ip bgp preixmax longer -prefixes | include lire




14-22 show ip bgp prefismasc-length longer -pr efixes | begin lire




14-23 show ip bgp prefivmesclength longer -pr efixes | exclude iire







14-24 show ip bgp prefismasc-length longer -pr efixes | include lire

Syntax Description:

» prefix— IP address of the prefix to display.

*  mask— Digplay prefix with a specific network mask.

» line— Regular expresson. See Appendix B.

*  mask-length— Bit length of the mask.

Purpose: To display the contents of the loca BGP routing table for a specific prefix or aspecific prefix/mask
using output modifiers.

Cisco 10S Software Release: 10.0
Example: Display a Specific Prefix from the BGP Routing Table Using Output
Modifiers

Thefollowing is some sample output from the show ip bgp prefix mask longer-prefixes| includeline
command. Firg, list the entire BGP routing table:

rtr A#show ip bgp

BG& table version is 90, local router IDis 199.172.15.1

Status codes: s suppressed, d danped, h history, * valid, > best, i - internal
Oigin codes: i - IG, e - EGP, ? - inconplete

Net wor k Next Hop Metric LocPrf Weight Path
*> 199.172.1.0 0.0.0.0 0 32768 i

s> 199.172.2.0 0.0.0.0 0 32768 i






14-25 show ip bgp cidr-only




14-26 show ip bgp cidr-only | begin iire




14-27 show ip bgp cidr-only | exclude lire







14-28 show ip bgp cidr-only | include lire

Syntax Description:

» line— Regular expresson. See Appendix B.

Purpose: To display the contents of thelocal BGP routing table for prefixes having a nonnatura mask. A
natural mask is 8 bitsfor aClass A network, 16 bitsfor Class B, and 24 bitsfor Class C.

Cisco |0S Software Release: 10.0

Example: Display BGP Prefixes Having a Nonnatural Mask

Fird, list the entire BGP routing table:

rtr A#show ip bgp

BGP table version is 90, local router IDis 199.172.15.1

Status codes: s suppressed, d damped, h history, * valid, > best, i - interna
Oigin codes: i - IGP, e - EG, ? - inconplete

Net wor k Next Hop Metric LocPrf Weight Path
*> 199.172.1.0 0.0.0.0 0 32768 i
s> 199.172.2.0 0.0.0.0 0 32768 i
*> 199.172.2.0/23 0.0.0.0 32768
s> 199.172.3.0 0.0.0.0 0 32768 i
*> 199.172. 4.0 0.0.0.0 0 32768 i
*> 200.1.1.0 172.17.1.1 0 02i
*> 200.1.2.0 172.17.1.1 0 02i
*> 200.1.3.0 172.17.1.1 0 02i

*> 200.1.4.0 172.17.1.1 0 02






14-29 show ip bgp community community-number(s)




14-30 show ip bgp community community-number9 exact-match




14-31 show ip bgp community community-number(s) | begin lire




14-32 show ip bgp community community-number() | exclude line




14-33 show ip bgp community community-number( | include lire




14-34 show ip bgp community community-number(s) | begin lire
exact-match




14-35 show ip bgp community community-number() | exclude line
exact-match




14-36 show ip bgp community community-number() | include lire
exact-match

Syntax Description:

community-number(s)— One or more BGP community numbers. Community numbersarein the
range of 1 to 4294967295. Well-known community keywords that may be used are local-as,
no-advertise, and no-export (see section 8-28).

* line— Regular expresson. See Appendix B.

Purpose: To display the contents of the local BGP routing table for prefixes matching the supplied
community number(s).

Cisco 10S Software Release: 10.3. The local-as keyword was added in Cisco 10S Software Release 12.0.

Example: Display BGP Prefixes Belonging to a Specific Community

Routes bel onging to a specific community can belisted using the show ip bgp community command followed
by the community value of interest.

rt r A#show ip bgp community no-export

B&G table version is 41, local router IDis 10.1.1.2

Status codes: s suppressed, d danped, h history, * valid, > best, i - internal
Oigin codes: i - IG, e - EGP, ? - inconplete
Net wor k Next Hop Metric LocPrf Weight Path

*> 172.16.1.0/ 24 10.1. 1.1 0 0 65530 i






14-37 show ip bgp community-list community-list-number




14-38 show ip bgp community-list commurity-lis-number | begin lire




14-39 show ip bgp community-list community-lis-number| exclude tire




14-40 show ip bgp community-list community-lis-number | include tire




14-41 show ip bgp community-list community-lis-number e€xact-match




14-42 show ip bgp community-list community-ist-number exact-match |
begin line




14-43 show ip bgp community-list community-lis-number €xact-match |
exclude lire







14-44 show ip bgp community-list community-lis-number €xact-match |
include lire

Syntax Description:

e community-list-number— [P community list number. Vaid list numbersare 1 to 199.

* line— Regular expresson. See Appendix B, "Regular Expressons.”

Purpose: To display the contents of the local BGP routing table for prefixes matching the community listed in
the community li.

Cisco |OS Software Release: 10.3

Example: Display BGP Prefixes Belonging to a Specific Community Using a
Community List

An P community list can be used to list routes belonging to a certain community or list of communitiesusing
the following configuration. Thisexample lists only those routes with acommunity vaue of no-export.

ip comunity-list 1 permt no-export
rt r A#show ip bgp community 1

BGP table version is 41, local router IDis 10.1.1.2

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
Oigin codes: i - IG, e - EGP, ? - inconplete

Net wor k Next Hop Metric LocPrf Weight Path
*> 172.16.1.0/ 24 10.1.1.1 0 0 65530







14-45 show ip bgp dampened-paths




14-46 show ip bgp dampened-paths | begin lire




14-47 show ip bgp dampened-paths | exclude iire




14-48 show ip bgp dampened-paths | include iire

Syntax Description:

» line— Regular expresson. See Appendix B.

Purpose: To display the contents of the local BGP routing table for dampened prefixes (see sections 3-9
through 3-12).

Cisco |OS Software Release: 11.0

Example: Display BGP Dampened Prefixes

In order to display only those routes that have been dampened, use the show ip bgp dampened-paths
command. BGP dampening must be enabled before the router will maintain thisinformation in memory.

rt r A#show ip bgp dampened-paths

BGP table version is 7, local router IDis 10.1.1.2

Status codes: s suppressed, d danmped, h history, * valid, > best, i - internal
Oigin codes: i - IGP, e - EGP, ? - inconplete

Net wor k From Reuse Pat h
*d 172.16.2.0/ 24 10.1.1.1 00:19:30 1 i




14-49 show ip bgp filter-list espah-accesslist




14-50 show ip bgp filter-list espah-accesslist | begin lire




14-51 show ip bgp filter-list espah-accesslist | exclude line







14-52 show ip bgp filter-list espah-accessiis | include lire

Syntax Description:

* aspath-accesslis— AS path access list number. Therange of valid numbersis 1 to 199.

» line— Regular expresson. See Appendix B.

Purpose: To display the contents of the local BGP routing table for prefixes matching the specified AS path
accesslist.

Cisco |0S Software Release: 10.0

Example: Displaying BGP Dampened Prefixesto Match Specified AS Path
Access List

The AS path attribute of a BGP route can be used to determine the routes that are displayed when using the
show ip bgp command. For this example, we want to use an access list to list only those routes that
originated in AS 2. Only routes having the AS val ue(s) permitted in the access list will be displayed.

ip as-path access-list 1 permt "2$

rtr A#show ip bgp filter-list 1

BGP table version is 90, local router IDis 199.172.15.1

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
Oigin codes: i - IGP, e - EGP, ? - inconplete
Net wor k Next Hop Metric LocPrf Weight Path
*> 200.1.1.0 172.17.1.1 0 02i
*> 200.1.2.0 172.17.1.1 0 02i
*> 200.1.3.0 172.17.1.1 0 02i

*> 200.1.4.0 172.17.1.1 0 021






14-53 show ip bgp flap-statistics




14-54 show ip bgp flap-statistics prefixmask-length




14-55 show ip bgp flap-statistics prefixmask-length longer -pr efixes




14-56 show ip bgp flap-statistics prefixmask-length longer -pr efixes |
begin regular-expresson




14-57 show ip bgp flap-statistics prefixmask-length longer -pr efixes |
exclude regular-expression




14-58 show ip bgp flap-statistics prefixmask-length longer -pr efixes |
include regular-expression




14-59 show ip bgp flap-statistics prefixmas-length | begin regular-expresson




14-60 show ip bgp flap-statistics prefixmesclength | exclude regular-expresson




14-61 show ip bgp flap-statistics prefixmasc-length | INClude regular-expresson




14-62 show ip bgp flap-statistics prefix




14-63 show ip bgp flap-statistics preix | begin regular-expression




14-64 show ip bgp flap-statistics preix | exclude regular-expresson




14-65 show ip bgp flap-statistics preix | include regular-expression




14-66 show ip bgp flap-statistics prefix mesk




14-67 show ip bgp flap-statistics prefixmask | begin regular-expresson




14-68 show ip bgp flap-statistics prefixmesk | exclude regular-expresson




14-69 show ip bgp flap-statistics prefixme | include regular-expresson




14-70 show ip bgp flap-statistics preixmesk longer -pr efixes




14-71 show ip bgp flap-statistics prefixmesk longer -pr efixes | begin

regular-expresson




14-72 show ip bgp flap-statistics preixmesk longer -pr efixes |
exclude regular-expression




14-73 show ip bgp flap-statistics preixmesk longer -pr efixes |
include regular-expression




14-74 show ip bgp flap-statisticsfilter-list lis-number




14-75 show ip bgp flap-statisticsfilter-list lisnumber | begin

regular-expresson




14-76 show ip bgp flap-statisticsfilter-list lisnumber | exclude

regular-expresson




14-77 show ip bgp flap-statisticsfilter-list lisnumber | include

regular-expresson




14-78 show ip bgp flap-statistics quote-regexp quotedine




14-79 show ip bgp flap-statistics quote-regexp quotetine | begin

regular-expresson




14-80 show ip bgp flap-statistics quote-regexp quotedtine | exclude

regular-expresson




14-81 show ip bgp flap-statistics quote-regexp quoted-ine | include

regular-expresson




14-82 show ip bgp flap-statistics regexp reguar-expression




14-83 show ip bgp flap-statistics | begin regular-expression




14-84 show ip bgp flap-statistics | exclude regular-expresson







14-85 show ip bgp flap-statistics | include regular-expression

Syntax Description:

» prefix— IP address of the prefix to display.

*  mask— Digplay prefix with a specific network mask.

*  mask-length— Bit length of the mask.

» line— Regular expresson. See Appendix B.

* lig-number— Regular expression access list number. The range of valuesis 1 to 199.

» quoted-line— Regular expression in quotes.
Purpose: To display flap statistics for routesin the BGP table.

Cisco |0S Software Release: 11.0

Example: Display BGP Flap Statistics

A route flap occurs when aroute is withdrawn and then later readvertised. This usudly happens when an
interface is going from the UP state to the DOWN state repestedly. Y ou can view the number of timesa
route has flapped using the show ip bgp flap-Hatistics command. This assumes that BGPP dampening has
been enabled on the router.

rt r A#show ip bgp flap-gtatigtics
B&G table version is 9, local router IDis 10.1.1.2

Status codes: s suppressed, d danmped, h history, * valid, > best, i - interna

Yy nin ~radocece 1 1 CD A 2 b D I necerarmml at o






14-86 show ip bgp inconsistent-as




14-87 show ip bgp inconsistent-as | begin line




14-88 show ip bgp inconsistent-as | exclude lire




14-89 show ip bgp inconsistent-as | include iire

Syntax Description:

» line— Regular expresson. See Appendix B.

Purpose: To display routes with incons stent originating autonomous systems.

Cisco 10S Software Release: 11.0
Example: Display BGP Routes Having an Inconsistent Originated AS
Routes that have the same next-hop address should come from the same AS. When thisis not the casg,

inconsstent ASinformation exists. Theincongstent AS information can be displayed using the show ip bgp
incons stent-as command.

rt r A#show ip bgp inconsstent-as

BGP table version is 3, local router IDis 172.17.1.1

Status codes: s suppressed, * valid, > best, i - internal
Oigin codes: i - IGP, e - EGP, ? - inconplete

Net wor k Next Hop Metric LocPrf Weight Path
* 199.1.1.0 172.17.1.2 0 01272
*> 172.17.1.2 0 0372




14-90 show ip bgp neighbors




14-91 show ip bgp neighbors| begin lire




14-92 show ip bgp neighbors | exclude iire




14-93 show ip bgp neighbors|include iire




14-94 show ip bgp neighbor s ip-address adver tised-r outes




14-95 show ip bgp neighbor s ip-address dampened-r outes




14-96 show ip bgp neighbor s ip-address flap-statistics




14-97 show ip bgp neighbor s ip-address paths




14-98 show ip bgp neighbor s ip-address paths lire




14-99 show ip bgp neighbor s ip-address r eceived-r outes







14-100 show ip bgp neighbor s ip-address routes

Syntax Description:

* ip-address— IP address of the BGP neighbor.

» line— Regular expresson. See Appendix B.

Purpose: To digplay routes with inconsistent originating autonomous systems. Soft inbound reconfiguration
needs to be enabled before you use the received-routes form of this command.

Cisco 10S Software Release: 10.0. The received-routes keyword was added in Cisco 10S Software
Release 11.2.

Example: Display Information for a Specific BGP Neighbor

The state of aBGP neighbor can be examined by using the show ip bgp neighbors command. Thisis usudly
the first command to use when debugging a BGP connection.

rt r A#show ip bgp neighbors 172.17.1.2
BGP nei ghbor is 172.17.1.2, renote AS 1, external link
BGP version 4, renpte router ID 199.172.15.1
BGP state = Established, up for 1wld
Last read 00:00:43, hold tine is 180, keepalive interval is 60 seconds
Nei ghbor capabilities:
Route refresh: advertised
Address family | Pv4d Unicast: advertised and received
Recei ved 13174 nmessages, 0 notifications, 0 in queue
Sent 13168 nessages, 0 notifications, 0 in queue
Route refresh request: received 0, sent 0

M nimumtime between adverti senent runs is 30 seconds






14-101 show ip bgp paths




14-102 show ip bgp paths ire




14-103 show ip bgp paths ire




14-104 show ip bgp paths ire




14-105 show ip bgp paths| begin iire




14-106 show ip bgp paths| exclude iire







14-107 show ip bgp paths|include iire

Syntax Description:

* ip-address— IP address of the BGP neighbor.

line— Regular expresson. See Appendix B.

Purpose: To display dl the BGP pathsin the database.

Cisco |OS Software Release: 10.0

Example: Display BGP Path | nformation

The AS paths contained in the BGP database can be displayed using the show ip bgp paths command.

rt r A#show ip bgp paths

Addr ess Hash Refcount Metric Path

0x125E94 0 4 0i
0x996F4 2 1 01i
0x125D6C 2 2 01i

Thefollowing list explains some of the fields that appear in the preceding output from the show ip bgp paths
command.

Address— Memory address of where the path is stored.

e Hash— Hash bucket where the path is stored.

»  Refcount— Number of prefixesusing that path.






14-108 show ip bgp peer-group




14-109 show ip bgp peer-group pee-group-name




14-110 show ip bgp peer-group peer-group-name SUMMary

Syntax Description:

* peer-group-name— Name of the peer group.

Purpose: To display information regarding BGP peer groups.

Cisco |OS Software Release: 11.0

Example: Display BGP Peer Group Information

To view the parameters of aBGP peer group, use the show ip bgp peer-group command.

rt r A#Show ip bgp peer-group

BGP nei ghbor is denpb, peer-group |eader
BGP version 4
M ni mum tine between advertisenent runs is 5 seconds
I ncom ng update AS path filter list is 30
Qut goi ng update AS path filter list is 40

Route map for outgoing advertisenents is adjust-weight




14-111 show ip bgp summary




14-112 show ip bgp summary | begin lire




14-113 show ip bgp summary | exclude lire







14-114 show ip bgp summary | include iire

Syntax Description:

» line— Regular expresson. See Appendix B.

Purpose: To display the status of BGP connections.

Cisco |0S Software Release: 10.0. The PfixRed and Admin fiddswere added in version 12.0.

Example: Display a Summary for All BGP Connections

Display theentire BGP table:

rt r A#show ip bgp summary

BGP router identifier 200.1.4.1, |ocal AS nunber 2

BGP table version is 14, main routing table version 14
7 network entries and 7 paths using 931 bytes of nenory
3 BGP path attribute entries using 156 bytes of nenory
1 BGP AS-PATH entries using 24 bytes of nenory

0 BGP route-map cache entries using 0 bytes of nenory

0 BGP filter-list cache entries using 0 bytes of nenory

BGP activity 193/657 prefixes, 193/186 paths, scan interval 15 secs

Nei ghbor \% AS MsgRcvd MsgSent Thl Ver 1 nQ Qut Q Up/ Down St at e/ Pf xRcd
10.1.1.2 4 2 7584 7590 14 0 0 5d06h 0
172.17.1.2 4 1 13359 13353 14 0 0 1wld 3

Thefollowing list explains some of the fields that appear in the preceding output from the show ip bgp
summary command.









Chapter 15. BGP clear Commands

e Section15-1. clearip bgp *

e Section15-2. clearip bgp * soft

e Section 15-3. clearip bgp * softin

e Section15-4. clearip bgp * soft out

e Section 15-5. clear ip bgp * softin out

e Section 15-6. clear ip bgp AS-number

» Section 15-7. clear ip bgp AS-number soft

* Section 15-8. clear ip bgp AS-number softin

e Section 15-9. clear ip bgp AS-number soft out

e Section 15-10. clear ip bgp AS-number soft in out

e Section 15-11. clear ip bgp neighbor-ip-address

e Section 15-12. clear ip bgp neighbor-ip-address soft

e Section 15-13. clear ip bgp neighbor-ip-address softin

e Section 15-14. clear ip bgp neighbor-ip-address soft out

» Section 15-15. clear ip bgp neighbor-ip-address soft in out

e Section 15-16. clear ip bap peer-aroun peer-aroun-name






15-1 clear ip bgp *




15-2 clear ip bgp * soft




15-3 clear ip bgp * soft in




15-4 clear ip bgp * soft out




15-5 clear ip bgp * soft in out




15-6 clear ip bgp Asnumber




15-7 clear ip bgp Asnumber SOft




15-8 clear ip bgp Asnumber SOft in




15-9 clear ip bgp Asnumber SOft out




15-10 clear ip bgp Asnumber SOft in out




15-11 clear ip bgp neighbor-ip-address




15-12 clear ip bgp neighbor-ip-address SOft




15-13 clear ip bgp neighbor-ip-address SOft 1N




15-14 clear ip bgp neighbor-ip-address SOft out




15-15 clear ip bgp neighbor-ip-address SOft in out




15-16 clear ip bgp peer-group pes-group-name




15-17 clear ip bgp peer-group peer-group-name SOFft




15-18 clear ip bgp peer-group pes-group-name SOft iN




15-19 clear ip bgp peer-group pee-group-name SOft out







15-20 clear ip bgp peer-group peer-group-name SOft in out

Syntax Description:

AS-number— Resets dl neighborsin the specified autonomous system.

* neighbor-ip-address— Resets the specified BGP neighbor.

*  peer-group-name— Resets dl neighborsin the specified peer group.

Purpose: To reset a BGP connection. BGP neighbor connections can be reset based on the neighbor's 1P
address, the neighbor's autonomous system number, or the peer group name. Y ou must reset aBGP
connection when any of the following have been modified or added to:

+ BGPaccesslist

» BGPdidributelist

* BGProute map

« BGPtimers

 BGPweghts

BGP adminidtrative disance

Clearing a BGP connection without the soft keyword causes the neighbor relationship to trangtion from
Egtablished to Idle. The neighbor relationship is then reestablished, and the new routing policies take effect.
If the soft keyword is used. the session is not reset. and all routina updates are resent. \WWhen vou use the soft






15-21 clear ip bgp dampening




15-22 clear ip bgp dampening prefix mask

Syntax Description:

prefix— Prefix of the dampened route to clear.

*  mask— Mask of the dampened routeto clear.

Purpose: To clear dampening information for al dampened routes or for aspecific dampened route.
Suppressed routes will be unsuppressed.

Cisco |OS Software Release: 11.0




15-23 clear ip bgp flap-statistics




15-24 clear ip bgp flap-statistics prefix mask




15-25 clear ip bgp flap-statisticsfilter-list lis-number




15-26 clear ip bgp flap-statistics regexp regula-expresson




15-27 clear ip bgp neighbor-ip-address flap-statistics

Syntax Description:

* prefix— Prefix of the dampened route to clear.

*  mask— Mask of the dampened routeto clear.

e lig-number— Number of the IP accesslist used to identify prefixesto be cleared.

» regular-expresson— Clear statistics for routes matching the regular expression.

» neighbor-ip-address— Clear flap satistics of routes received from the neighbor.

Purpose: To clear the flap statistics for al routes or for specific routes. See section 3-9 through 3-12
regarding the configuration of BGP dampening.

Cisco |0OS Software Release: 11.0







Chapter 16. BGP w Commands

+ Section 16-1. debugip bgp

» Section 16-2. debug ip bgp neighbor-ip-address updates

» Section 16-3. debug ip bgp neighbor-ip-address updates access-list-number

e Section 16-4. debug ip bgp dampening

e Section 16-5. debug ip bgp dampening access-list-number

e Section 16-6. debug ip bgp events

» Section 16-7. debug ip bgp keepdives

» Section 16-8. debug ip bgp in neighbor-ip-address updates

» Section 16-9. debug ip bgp in neighbor-ip-address updates access-list-number

» Section 16-10. debug ip bgp out neighbor-ip-address updates

e Section 16-11. debug ip bgp out neighbor-ip-address updates access-list-number

e Section 16-12. debug ip bgp updates

e Section 16-13. debug ip bgp updatesin

e Section 16-14. debug ip bgp updates out

e Section 16-15. debug ip bgp updates access-list-number

e Section 16-16. debua in bap undates access-list-number in









16-1 debug ip bgp
Syntax Description: This command has no arguments.

Purpose: Use to debug the formation of the BGP nelghbor relationship.

Cisco |OS Software Release: 10.0

Configuration Example

In Figure 16-1, Router B has been configured with thewrong AS number for Router A.

Figure 16-1. Use debug ip bgp to Determine Configuration Errors

199.172.1,0/24 200.1.1.0/24
199.172.2.0/24 200.1.2.0/24
19017230024 200.1.3.0v24
199.172.4.024 oty hf-:-_;:’:-h_ 200.1.4.0/24
. A ‘ B
| 17217.1.2 1721714 |
AS 1 AS 2
Router A
router bgp 1
neighbor 172.17.1.1 remote-as 2
Router B
router bgp 2
neighbor 172.17.1.2 remote-as 1

Use debug ip bgp to identify the problem with the formation of the neighbor relationship between Routers A
andB:

rt r B#debug ip bgp

e o PpualAaar 1A kAl X






16-2 debug ip bgp neghbor-ip-address updates







16-3 debug ip bgp neighbor-ip-address updat% accesslist-number

Syntax Description:

Purpose: To debug BGP updates from a particular neighbor. The first form debugs dl updates from the
neighbor. The second form can be used to debug specific updates from the neighbor. The [P accesslist
number can be in the range 1 to 199 or 1300 to 2699.

Cisco |OS Software Release: 10.0

neighbor-ip-address— BGP neighbor's | P address.

access-lig-number— | P access list number.

Example 1: Debug All Updatesto and from a Particular Neighbor

In Figure 16-2, Router A isadvertising four prefixesto Router B, and Router B is advertising four prefixes

to Router A. Debug all the updates received from and sent to Router A.

Figure 16-2. Debug All Updatesfrom a Neighbor

199172.1.0/24
19817220024
192.172.3.0/24

199.172.4.0024 ==y

Router A
interface loopback 1
ip address 199.172.1.1 255.255.255.0
!
interface loopback 2

inD address 199 172.2.1 255.255 255 0O

200.1.1.0/24
200.1.2.0/24
200,1.3.0/24
200.1.4.0/24







16-4 debug ip bgp dampening







16-5 debug ip bgp dampening accesslist-number

Syntax Description:

¢ accesslist-number— IP accesslist number.

Purpose: To debug BGP events associated with dampening. Thefirst form debugsal dampening events.
The second form debugs only dampening events associated with routes identified by the IP accesslist. The
IP access list number can bein the range from 1 to 199 or 1300 to 2699. Although it isn't necessary, use
logging to store the results so that you can review them later.

Cisco |0OS Software Release: 10.0

Example: Debug All BGP Dampening Events

In Figure 16-3, Router A isadvertising network 199.172.2.0/24 viaBGP to Router B. Dampening is
enabled on Router B, and the 199.172.2.0/24 network on Router A isflapped by aternately bringing the
interface up and down.

Figure 16-3. Scenario for Debugging BGP Dampening

Flapping route

L l‘T

L u
f l f l f ‘ 1721712 1721711

Down  Down AS 1 AS 2

Router A
interface loopback 1

ip address 199.172.2.0 255.255.255.0

router bgp 1

neighbor 172.17.1.1 remote-as 2









16-6 debug ip bgp events

Syntax Description: This command has no arguments.

Purpose: To debug eventsrelating to the BGP neighbor relationship.

Cisco |OS Software Release: 10.0

Example: Debug the Formation of the Neighbor Relationship

Enable BGP event debugging, and then clear the connection between the BGP neighbors:

rt r A#debug ip bgp events

BGP events debugging is on

rtrA#clear ip bgp *

rtrA#

1w3d:

1w3d:

1w3d:

1w3d:

1w3d:

1w3d:

1w3d:

1w3d:

1w3d:

1w3d:

BGP:

BGP:

BGP:

BGP:

BGP:

BGP:

BGP:

BGP:

BGP:

BGP:

starting

1w3d:

BGP:

reset all neighbors due to User reset

172.17.1.1 went fromActive to Idle

172.17.1.1 went fromldle to Active

scanni ng routing tables

172.17.1.1 went from Active to Idle

172.17.1.1 went fromldle to Connect

172.17.1.1 went from Connect to OpenSent

172.17.1.1 went from OpenSent to OpenConfirm

172.17.1.1 went from OpenConfirmto Established

172.17.1.1 conputing updates, neighbor version 0, table version 5,
at 0.0.0.0

172.17.1.1 update run conpleted, ran for Oms, nei ghbor version O,

start version 5, throttled to 5, check point net 0.0.0.0






16-7 debug ip bgp keepalives

Syntax Description: This command has no arguments.

Purpose: To debug keepalive messages sent between BGP neighbors. To configure the kegpdiveinternd,
See sections 8-31 and 13-1.

Cisco |OS Software Release: 10.0

Example: Debug BGP K eepalive M essages

Enable BGP keegpdive message debugging between any two BGP neighbors:

rt r B#debug ip bgp keepdives

BGP keepal i ves debugging is on

rtrB#
1d06h: BGP: 172.17.1.2 sendi ng KEEPALI VE

1d06h: BGP: 172.17.1.2 KEEPALI VE rcvd




16-8 debug ip bgp in neighbor-ip-address updates




16-9 debug ip bgp in neighbor-ip-address updat es accessist-number




16-10 debug ip bgp out neighbor-ip-address updates




16-11 debug ip bgp out neighbor-ip-address Updat €S accessist-number




16-12 debug ip bgp updates




16-13 debug ip bgp updatesin




16-14 debug ip bgp updates out




16-15 debug ip bgp updates accesslist-number




16-16 debug ip bgp updates acesslis-number N







16-17 debug ip bgp updates accesslis-number QUL

Syntax Description:

» neighbor-ip-address— BGP neighbor's | P address.

» accesslig-number— IP accesslist number.
Purpose: To debug BGP updates. The IP accesslist number can bein therange 1 to 199 or 1300 to 2699.

Cisco |OS Software Release: 10.0

Example 1: Debug All BGP Updates

In Figure 16-4, Router A isadvertising four prefixesto Router B, and Router B is advertisng four prefixes
to Router A. Debug all the updates on Router B.

Figure 16-4. Debug All Updates from a Neighbor

199.172.1.0/24 200.1.1.0/24
199.172.2.0/24 200.1.2.0/24
199,172.3.0/24 - 200.1.3.0/24
100.172.4.0/24 -"‘1.-3:_-"':.._, {"3:- 200.1.4.0/24
t Al B
| 17217142 172.17.1.1 ‘
AS 1 AS 2

Router A
interface loopback 1
ip address 199.172.1.1 255.255.255.0
!
interface loopback 2

ip address 199.172.2.1 255.255.255.0









appendix A. RFC 1771: Border Gateway
Protocol 4

The objective of this appendix isto present the concepts and terminology contained in RFC 1771 in order
to help you understand the operation of BGP. Many of the details have been omitted, such as packet format
and contents. These topics are of interest to devel opers of the code that runs on a BGP-capable router.
Border Gateway Protocol (BGP) is an interauto-nomous System routing protocol. An autonomous system
(AS) isanetwork or group of networks that are under acommon administration and that have common
routing policies. BGP is used to exchange routing information for the Internet and is the protocol used
between Internet service providers (1SPs). Customer networks, such as universities and corporations,
usudly employ an I nterior Gateway Protocol (IGP) such as Routing Information Protocol (RIP) or Open
Shortest Path First (OSPF) for the exchange of routing information within their networks. Customers
connect to I SPs, and | SPs use BGP to exchange customer and ISP routes. When BGP is used between
autonomous systems, the protocol is caled External BGP (EBGP). If aservice provider uses BGP to
exchangerouteswithinits AS, the protocol is called Interior BGP (IBGP). Figure A-1 illustratesthis
didinction.

Figure A-1. External and Interior BGP

_,._f H\_ﬂ
Mational ISP
IBGP
EEBGP / hh_ \;BGF"
,_f i
Fteguonal I,.ar‘ Regional ISP
I\ ASH AS 2
}{ ? <
Customer 1 Customer 2 Customer 3 Customer 4

BGPisavery robust and scalable routing protocol, as evidenced by the fact that BGP isthe routing
protocol employed on the Internet. Currently, the Internet BGP routing tables have more than 90,000
routes. In order to achieve scaability at thislevel, BGP uses many route parameters, caled attributes, to
define routing policies and maintain astable routing environment.

In addition to BGP attributes, BGP uses Clasdess Interdomain Routing (CIDR) to reduce the size of the









BGP Attributes

Routes learned via BGP have associated properties that are used to determine the best route to a destination
when multiple paths exist. These properties are caled BGP attributes. An under-standing of how BGP
attributes influence route sdlection is required for the design of robust networks. This section describesthe
atributes that BGP usesin the route selection process.

Weght

e Locd preference

o Multi-exit discriminator

e Orign

* AS pah

* Next-hop

o Community

Weight Attribute

Weight is a Cisco-defined attribute that islocal to arouter. The weight attribute is not advertised to
neighboring routers. If the router learns about more than one route to the same destination, the route with the
highest weight is preferred. In Figure A-2, Router A isreceiving an advertisement for network 172.16.1.0
from Routers B and C. When Router A receives the advertisement from Router B, the associated weight is
set to 50. When Router A receives the advertisement from Router C, the associated weight is set to 100.
Both pathsfor network 172.16.1.0 will be in the BGP routing table with their respective weights. The route
with the higher weight will beingtaled in the IP routing table.

Ciriira A D DD\ W/ AAKLE AttrihhaibAa









BGP Path Selection

BGP can receive multiple advertisements for the same route from multiple sources. BGP sdectsonly one
path as the best path. After the path is selected, BGP putsit in the I P routing table and propagates the path
to its neighbors. BGP usesthe following criteria, in the order listed, to select apath for adestination:

Ignore aroute if the next hop is not known.

Ignore IBGP routes that are not synchronized.

Prefer the route with the largest weight.

Prefer the route with the largest local preference.

Prefer the route that was locally originated.

Prefer the route with the shortest AS path. If you're using bgp bestpath as-path ignore, skip this
step. When you use the as-set option for aggregated routes, it counts as 1 regardless of the number
of ASentriesin the set. Confederation sub-AS numbers are not used to determine the AS-path

length.

Prefer the route with the lowest origin (IGP < EGP < Incomplete).

Prefer the route with the lowest MED. This comparison is only between routes advertised by the
sameexterna AS.

If you're using bgp aways-compare-med, compare MEDsfor al paths. If used, this command
needs to be configured on every BGP router inthe AS.

If you're using bgp bestpath med-confed, the MEDs are compared only for routesthat have an AS
confederation sequence in their AS-path attribute.









Forming a BGP Connection

BGP uses TCP/IP asits underlying transport and uses TCP port 179. BGP speakers trangition through
various states during the establishment of aneighbor relationship, as shownin Figure A-10.

Figure A-10. Statesin the Formation of a BGP Neighbor Relationship

Open Opan .
Scr1>+ég®+@

I Connact Active

‘\_/

The Idle state usudly represents the condition in which BGP has not been enabled on the router, or a
particular neighbor relationship has been shut down. When a connection is initiated through ether router
configuration or the remova of the shut-down state for a particular neighbor, BGP moves to the Connect
deate.

Inthe Connect state, BGP waits for a TCP connection to be established with the remote neighbor. If the
TCP connection is established, an Open messageis sent, and the Open Sent dtate is entered. If the TCP
connection is not established, the Active state is entered. Whilein the Active state, the router continuesto
listen for aconnection.

Inthe Open Sent state, the router waits for an Open message from the remote neighbor. If there are errors
in the Open message, a notification message is sent to the neighbor, and the local router entersthe Idie Sate.

If the Open message contains no errors, a keepalive message is sent, and the holdtime is set to the
negotiated value. The Open Confirm state isthen entered. If the BGP neighbors arein the same AS, the
BGP connectionisinternd. If the BGP neighbors are in different autonomous systems, the connectionis
externd.

In the Open Confirm state, BGP waitsfor a keepalive or notification message. If akeepaive messageis
received, the connection movesto the Established state. If a kegpalive message is not received before the
hold timer expires, a notification messageis sent, and the sate trangtionsto Idle.

In the Established state, the BGP neighbors can exchange update, notification, and keepalive messages.
Whenever BGP chanaesites gdate from Fablidhed to Idle it cdlosesthe BGP and TCP connection rd eaces


http://www.nexor.com/index-rfc.htm
http://www.nexor.com/index-rfc.htm







Appendix B. Regular Expressions

A regular expression is a sequence of one or more characters that can be used for two general purposes.
Thefirst purpose isto reduce the output from various show commands. For example, if you wanted to view
the routing protocols that are active on arouter, you could use show running-config and scroll through the
output until you came to the section of the configuration that contained the routing configurations. Or, you
could use an output modifier with aregular expression to display only those lines containing arouter
configuration commeand:

rt r A#show running-config | include router
router eigrp 1

router bgp 2

This code uses the output modifier include and the regular expression router to reduce the amount of output
from the show running-config command. Each line of output from this command is examined, and if the
pattern router is contained in theline, thelineis displayed. Y ou could use the same regular expresson with a
different output modifier to display the configuration, starting with the router configurations and everything
thet follows

p2#show running-config | begin router
router eigrp 1

network 10.0.0.0

network 172.17.0.0

I

router bgp 2

network 200.1.1.0

network 200.1.2.0

nei ghbor 10.1.1.2 renote-as 2
nei ghbor 172.17.1.2 renote-as 1
!
[ine con O

exec-timeout 0 O

transport input none









appendix C. Route Map Logic

A route map is an extremely powerful and versatile tool for route filtering and attribute manipulation. In
regards to BGP, route maps are used in the following commands:

aggregate-address addressmask advertisesmap route-map-name
aggregate-address addressmask as-set  route-map-name
aggregate-address addressmask attribute-map route-map-name
aggregate-address addressmask route-map route-map-name
aggregate-address address mask suppress-map route-map-name
bgp dampening route-map route-map-name

neighbor ip-address advertisesmap route-map-name non-exist-map route-map-name
neighbor ip-address default-originate route-map route-map-name
neighbor ip-address route-map route-map-namein

neighbor ip-address route-map route-map-name out

neighbor ip-address unsuppressmap route-map-name

redistribute protocol route-map route-map-name

These commands dlow you to filter routes, manipulate BGP attributes, or both. Thelogic of route mapsis
demondtrated in Figure C-1.

Figure C-1. Scenariofor Illustrating Route Map L ogic

172.16.1.0/24
172.16.2.0/24 > Input
192.16.1.0/24 route map
192.16.2.0/24

— - — et

L e

AS1 AS2










Form 1. permit/permit

With form 1, the recommended form, if amatch is made, accept the route, set the attribute (if youreusing a
st clause), and exit the route map. Otherwise, continue to the next route-map statement:

accesslist 1 permit ip-address/mask

ip as-path access-list number permit regular-expression

ip prefix-lis name permit prefix/length

ip community-lis number permit community-number

route-map name permit sequence-number

match ip address access-lis-number

match as-path accesslist-number

match ip address prefix-ligt lig-name









Form 2. permit/deny

If amatch is made, deny the route and exit the route map.

accesslist 1 permit ip-addressmask

ip as-path access-list number permit regular-expression

ipprefix-lis name permit prefix/length

ip community-lis number permit community-number

route-map name deny segquence-number

match ip address access-list-number

match as-path access-list-number

match ip address prefix-lig lig-name









Form 3: deny/per mit

If amatch is made, deny the route and exit the route map:

accesslist 1 deny ip-addressmask

ip as-path access-list number deny regular-expresson

ip prefix-lis name deny prefix/length

ip community-lis number deny community-number

route-map name permit sequence-number

match ip address access-list-number

match as-path access-list-number

match ip address prefix-list lig-name









Form 4. deny/deny

If amatch is made, accept the route and continue to the next route-map statement:

accesslist 1 deny ip-addressmask

ip as-path access-list number deny regular-expresson

ip prefix-lis name deny prefix/length

ip community-lis number deny community-number

route-map name permit sequence-number

match ip address access-list-number

match as-path access-list-number

match ip address prefix-list lig-name






[SYMBOL][A] [B] [C] [D] [E] [H] [G] [H] [1 [K][L] [M] [N][O] [P] [RI[S] [T] [U] [V] [W]



[SYMBOL][A] [B] [C] [D] [E] [H] [G] [H] [1 [K][L] [M] [N][O] [P] [RI[S] [T] [U] [V] [W]

prefix-list out option:neighbor command
optionsneighbor command:prefix-listout 2nd 3rd







[SYMBOL][A] [B] [C] [D] [E] [F] [G] [H] [1] [K][L] [M] [N][O] [PI [RI[S] [T] [U] [V] [W]

accepted prefixesfield (show ip bgp nelghbors command)
access ligs:stlandard:configuring
configuring:accesslists.standard
dlandard access ligs.configuring 2nd
ACK hold fidd (show ip bgp neighbors command)
adding:descriptions to BGP configurations
ingerting:descriptions in BGP configurations
description option:neighbor command 2nd
Addressfamily 1Pv4 Multicast field (show ip bgp neighbors command)
Addressfamily 1Pv4 Unicadt field (show ip bgp neighbors command)
adminigrative distance:best path, sdlecting
best path:sdecting
sdecting:best path 2nd 3rd
advertisement runsfield (show ip bgp neighbors command)
advertising routes
advertiang:directly connected networks
directly connected networksadvertisng 2nd 3rd
aggregate-address command

16th 17th 18th 19th 20th 21t 22nd
BGP table:adding aggregate entries,adding:aggregate entries to BGP table;inserting.aggregate entries

aggregate-address command:as-set advertise-map option
commands.aggregate-address.as-set advertise-map option
as-set advertise-map option:aggregate-address command; options.aggregate-address command: as-set
adver 2nd 3rd 4th 5th 6th 7th
aggregate-address command:as-set option
commands.aggregate-address.as-set option
as-set option:aggregate-address command; options.aggregate-address command:as-set 2nd 3rd 4th
5th 6th
aggregate-address command: attribute-map option
commands.aggregate-address.attribute-map option
attribute-map option:aggregate-address command; options.aggregate-address command: attribute-map
aggregate-address command:route-map option
commands.aggregate-address.route-map option
route-map option:aggregate-address command;options.aggregate-address command:route-map  2nd
3rd 4 5 6h
aggregate-address command:summary-only option
commands.aggregate-address. summary-only option
summary-only option:aggregate-address command;options.aggregate-address command:summary-only
2nd 3rd 4th
aggregate-address command: suppress-map option
commands.aggregate-address: suppress-map option
suppress-map option:aggregate-address command;opti ons.aggregate-address command: suppress-map
2nd 3rd 4
aggregation:attributes modifying
modifying:aggregate route attributes
attributes.of aggregate routesmodifying 2nd 3rd 4th 5th 6th

aggregation:based on subset of prefixesfrom different ASs

nrofivoae a iheot from Aivfforcnt A Co ainironatian OnAd 2rd AMth Sth  GHA










[SYMBOL][A] [B] [C] [D] [E] [F] [G] [H] [1] [K][L] [M] [N][O] [PI [RI[S] [T] [U] [V] [W]

backdoor option:network command
network command:backdoor option
commands:network:backdoor option 2nd 3rd
best path
best path sdlection
best path:sdlecting
sdlecting:best path 2nd
bgp dways-compare-med command
commands.bgp aways-compare-med 2nd 3rd 4th 5th 6th
bgp bestpath as-path ignore command
commands.bgp bestpath as-path ignore 2nd 3rd 4th Sth
bgp bestpath med confed command
commands:bgp bestpath med confed 2nd 3rd
bgp bestpath med missing-as-worst command
commands:bgp bestpath med missng-asworst 2nd 3rd
bgp client-to-client reflection command
commands.bgp client-to-client reflection 2nd
bgp clugter-id command
commands.bgp cluster-id
bgp confederation peers command
commands:bgp confederation peers 2nd 3rd 4th 5th
bgp dampening route-map command

bgp default loca-preference command

commands:bgp default loca-preference 2nd
bgp deterministic-med command

commands.bgp deterministic-med
bgp fast-externa-failover command

commands.bgp fast-externd-fallover 2nd 3rd 4th
bgp log-ne ghbor-changes command

commands.bgp log-neighbor-changes
BGP neighbor field (show ip bgp neighbors command)
BGP router identifier fidld (show ip bgp summary command)
bgp router-id command

commands:bgp router-id 2nd
BGP gstate field (show ip bgp neighbors command)
BGPtable verson field (show ip bgp flap-dtatistics command)
BGP table version field (show ip bgp neighbors command)
BGP table verson fidd (show ip bgp output)
BGP table verson field (show ip bgp summary command)
BGP versonfidd (show ip bgp nelghbors command)
BGP.verson, locking down

locking down BGP verson 2nd
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CIDR (Clasdess Interdomain Routing)
classful addresses
addresses.classful
| P addresses.classful
clear commands
BGP clear commands
commandsBGPcdear 2nd 3rd 4th
client-to-client reflection:configuring
route reflectors.configuring
configuring:routereflection 2nd
clugter IDs
route reflectors.clusters
speakers.route reflectors.clusters
community attribute
attributescommunity 2nd 3rd
Community attribute field (show ip bgp neighbors command)
community attributemodifying
modifying:community attribute 2nd 3rd
community attributesNO-EXPORT community vaue, configuring
NO-EXPORT community value:configuring
attribute:community:NO-EXPORT community value, configuring 2nd 3rd
conditional default routes.configuring
configuring:default routes.conditiona
default routes.conditiond :configuring;advertising:conditiona default routes 2nd 3rd
configuring:updates minimum interval
updatesminimum interva :configuring
minimum interval between updates.configuring 2nd
Connect dtate
connected routes:redistribution
datic routesredistribution
EIGRP:learned routes:redistribution;learned routes EIGRP:redidribution 2nd 3rd 4th
connected routes.redigtribution:verifying
verifying:redistribution of connected routes
redistribution:connected routesverifying 2nd
Connection state field (show ip bgp neighbors command)
Connections established field (show ip bgp neighbors command)
connections BGP.resetting
resetting:BGP connections
connections.clearing
clearing:connections
resetting:connections
connectionsforming
forming:connections
cresting:connections 2nd
connections.gtatus, displaying
displaying:BGP connection status
viewing:BGP connection status
customizing:dampening parameters
parametersroute dampening:customizing
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dampened routes
dearing information
dampening events
debugging 2nd
Datagrams Revd fidd (show ip bgp neighbors command)
debug ip bgp command

default locd preference.configuring
configuring:loca preference:default vaue
local preferencedefault vaueconfiguring 2nd 3rd
default routesadvertising
advertisng:.default routes 2nd 3rd 4th
default routes.configuring
configuring:default routes 2nd 3rd
default-information originate command
commeands.default-information originate 2nd 3rd
default-metric command
commandsdefault-metric 2nd 3rd
ddrecvwnd field (show ip bgp neighbors command)
devicesiconsfor
icons.network devices
diglaying
specified prefix in BGP routing table 2nd
displaying:AS path access lists.corresponding dampened prefixes
AS path access lists.corresponding dampened prefixes, displaying
access ligs.corresponding dampened prefixes, displaying
disolaying:BGP routing table
viewing:BGP routing teble
routing table:displaying;entriesBGP routing table:displaying 2nd
displaying:naturad masksin routing table
viewing:naturd masksin routing table
routing table:naturd masks.digplaying;naturd masks.digplaying in routing teble
displaying:neighbor status change events on console
viewing:neighbor status change events on console
displaying: prefixes bel onging to specified community
communities.displaying corresponding prefixes
prefixes.corresponding communities.displaying;viewing: prefixes and corresponding communities;routing
2nd 3rd
displaying:routing table entriesflgp Satigtics
routing table:flap satistics, displaying
flap Satistics.digplaying;viewing:routing table entriesflgp Satistics 2nd
distance command
commands.distance
adminidrative disancemodifying;modifying:adminidrativedisance 2nd 3rd 4th
digtribute-list command:
commeands.distribute-list:See neighbor digtribute-list command [See neighbor distribute list command |
digtribute-list option
neighbor command 2nd 3rd 4th 5th 6th 7th 8th 9th

dropped field (show ip bgp neighbors command)
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EBGP (Externd BGP)
ebgp-multihop option:neighbor command
options:neighbor command:ebgp-multinop 2nd 3rd
empty route maps
effect of 2nd
Egtablished state
esablishing
TCPsessons 2nd 3rd 4th 5th
Event Timers Table fidld (show ip bgp nelghbors command)
events
dampening-related
debugging 2nd
neighbor relationship-related
debugaing
example configuration
automatic route summarization 2nd 3rd
example configuraions
synchronization 2nd 3rd
extended access ligtsroutefiltering
access ligsextended:routefiltering
externd link fidd (show ip bgp neighbors command)
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fast externd falover
flapping routesfast externd failover 2nd
fidds.show ip bgp neighbors command output
output:show ip bgp neighbors command:fields
output:show ip bgp neighbors command:fiedds 2nd 3rd
fidds.show ip bgp summary command output
output:show ip bgp summary command:fields
show ip bgp summary command:output:fiel ds,commands.show ip bgp summary:output, fields 2nd
filter-list in option:neighbor command

filter-list option:neighbor command
optionsneighbor command:filter-lit 2nd 3rd
filter-list out option:neighbor command
options.neighbor commandfilter-lig out 2nd 3rd 4th 5th

filtering:updates based on AS path information

Hagsfield (show ip bgp neighbors command)
flap Satistics

dearing
Hapsfield (show ip bgp flap-gatistics command)
For address family fidd (show ip bgp nelghbors command)
Foreign hogt, Foreign port fidld (show ip bgp neighbors command)
From field (show ip bgp flap-gatistics command)
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hdf-life

route flap pendties
hold timefield (show ip bgp neighbors command)
holdtimeconfiguring

kegpdivetimeconfiguring 2nd
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IBGP (Interior BGP)
|dle state
|GPs (Interior Gateway Protocols)
Inbound path policy field (show ip bgp neighbors command)
incoming route updatesfiltering
filtering:incoming route updates
updatesincoming:filtering 2nd 3rd 4th Sth
input digtribute lists.configuring
filtering routesiinput distribute lists
configuringiinput digributeliss 2nd 3rd 4th 5th
InQ field (show ip bgp summary command)
|P community ligts
irsfidd (show ip bgp neighbors command)
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keepdiveintervd field (show ip bgp neighbors command)
keepalive messages.debugging

messages keegpdive debugging
keegpdive timeconfiguring

holdtime:configuring

setting-keepdive timerssetting:hold timers 2nd

keywords

show ip bgp community command
known networks
KRTT fied (show ip bgp neighbors command)
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Last read fidd (show ip bgp neighbors command)
Ladt reset field (show ip bgp neighbors command)
leaking routes to neighbors
neighbor relationshipsroutes, lesking 2nd 3rd 4th
learned paths.adding to routing table
adding:learned pathsto routing table
| P routing table:learned paths.adding;instaling:learned routesin IP routing table 2nd 3rd
learned routes.aggregating
aggregating:learned routes
learned routes.aggregation
aggregation:learned routes 2nd
learned routes | BGP.synchronization
IBGP.synchronizetion 2nd 3rd 4th 5th
learned routeslimiting
limiting:learned routes
prefixeslearned routeslimiting;redricting:learned routes 2nd 3rd 4th
limiting
output of show commands
Loca hog, Local port field (show ip bgp neighbors command)
local preference attribute
attributes.locd preference
local router ID field (show ip bgp flap-statistics command)
locd router ID field (show ip bgp output)
loca routes.aggregating
aggregation:locally-sourced routes 2nd 3rd 4th Sth 6th
LocPrf fied (show ip bgp output)
loop detection:configuring
confiuring:loop detection
route reflectors.redundancy;redundant route reflectors.configuring;configuring:route reflectors.redu
loopback interfaces

configuring 2nd
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main routing table verson field (show ip bgp summary command)
meanipul ating:attributes
atributesmanipulating
maximum-paths command
commands maximum-paths 2nd 3rd
maximum-prefix option:neighbbor command
optionsneighbor command:maximum-prefix 2nd
maxRTT field (show ip bgp neighbors command)
MD5 (Message Digest 5) authentication:enabling
authentication:MD5:enabling
security:M D5 authenti cation:enabling;connections TCP.M D5 authentication, enabling 2nd
MED vaues.comparing from different ASs
ASsMED vaues.comparing
comparing:MED vaues from different A Ssattributes MED:comparing from different ASs
memory
logging neighbor status changesto 2nd
Metric field (show ip bgp output)
mIiNRTT fied (show ip bgp neighbors command)
MsgRevd field (show ip bgp summary command)
MsgSent field (show ip bgp summary command)
mul-in fied (show ip bgp neighbors command)
mul-out field (show ip bgp neighbors command)
multi-exit discriminator (MED) attribute
attributes multi-exit discriminator (MED)
MED (multi-exit discriminator) attribute
multiple default routes.configuring
configuring:multiple default routes 2nd 3rd
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neighbor advertise-map command

commands.neighbor advertissmap 2nd 3rd 4th
neighbor advertisement-interva command

commands neighbor advertisement-interval 2nd 3rd 4th Sth
Neighbor capabilitiesfied (show ip bgp neighbors command)
neighbor default-originate command

commandsneighbor default-originate 2nd 3rd 4th 5th
neighbor description command

commands.neighbor description 2nd

neighbor digtribute-list in command

neighbor ebgp-multihop command

commands.neighbor ebgp-multinop 2nd 3rd
Neighbor fied (show ip bgp summary command)
neighbor filter-list in command

neighbor filter-list weight command
commands.neighbor filter-list weight 2nd 3rd
neighbor maximum-prefix warning-only command
commeands.ne ghbor maximum-prefix warning-only 2nd 3rd
neighbor next-hop-sdlf command
commands.neighbor next-hop-saf 2nd 3rd
neighbor originate route-map command
commands.neighbor originate route-map 2nd 3rd
neighbor password command
commands.neighbor password 2nd
neighbor peer-group command
commands:neighbor peer-group 2nd 3rd 4th
neighbor prefix-list in command
commandsneighbor prefix-ligin 2nd 3rd 4th 5th
neighbor prefix-list out command
commandsneighbor prefix-lis out 2nd 3rd 4th
neighbor rdaiionships.cregting
cresting:neighbor relationships
forming:neighbor relaionships 2nd
neighbor reationships
inbound soft reconfiguration, configuring
neighbor relationshipside
Idle neighbor relationships
neighbor rdaionshipslogging changesin
logging:neighbor relationship changes
sydog:logging neighbor relationship changes,UNIX sydog:logging neighbor relationship changes 2nd
3rd
neighbor relationships.shutting down
terminating:neighbor relaionships
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Open Confirm state
Open Sent dtate
optiond atributes
origin attribute
atributesorigin
Origin codesfield (show ip bgp flap-gatistics command)
Origin codes field (show ip bgp output)
ouput digtribute lists.configuring
filtering routes.output digtribute lists
configuring:ouput digtributelists 2nd 3rd 4th 5Sth
Outbound path policy field (show ip bgp neighbors command)
outgoing route updatesfiltering
filtering:outgoing route updates
updates.outgoingfiltering 2nd 3rd 4th 5th
output didtribute lists.configuring
filtering routes.output digtribute lists
configuring:ouput didribute lists
output modifiers
BGP routing table entries, displaying 2nd
output:show ip bgp command:fields
fields.show ip bgp command output
show ip bgp command:output:fiel ds,commands.show ip bgp:output, fields
OutQ field (show ip bgp summary command)




[SYMBOL][A] [B] [C] [D] [E] [H] [G] [H] [1 [K][L] [M] [N][O] [P] [RI[S] [T] [U] [V] [W]

parameters
route dampening
password option:neighbor command
options.neighbor command:password 2nd
Path field (show ip bgp flap-atistics command)
Path field (show ip bgp output)
path selection
sdlecting paths
peer group option:neighbor command
options:neighbor command:peer group 2nd
peer groups.creating
cresting:peer groups
neighbor relationship:peer groups.cresting;forming:peer groups 2nd 3rd
peer groupsatigticsdisplaying
displaying:BGP peer group statistics
datistics BGP peer groups.displaying;viewing:BGP peer group satigtics
peer groups.verifying configuration
verifying:peer group configuration
neighbor relationship:peer groups.verifying configuraion
pendizing:flgpping routes
flapping routes.pendties
prefixesroute flaps.pendtiesfor
permitting route advertisement
Prefix advertised field (show ip bgp neighbors command)
prefix-list option:neighbor command
optionsneighbor command:prefix-lig 2nd 3rd 4th 5th 6th
prefixes [See aso dampened prefixes]
advetisng 2nd
prefixes.digplaying BGP table entry
displaying:prefixesin BGP routing table
routing tableprefixes, displaying
prefixesroute flgps.dampening
flgpping routes.dampening
dampening:configuring;configuring:route dampening;route dampening:configuring
flapping routes.dampening:default configuration
dampening:default configuration;configuring:route dampening:default;route dampening:default configur
2nd 3rd 4th
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revnxt fid (show ip bgp neighbors command)
rcvwnd field (show ip bgp neighbors command)
Recelved fidld (show ip bgp neighbors command)
redistribute protocol command
commands.redistribute protocol 2nd 3rd 4th 5th 6th
redistribute protocol metric metric command
commands:redistribute protocol metric metric 2nd 3rd 4th 5th
redistributed routes.aggregating
aggregating:redistributed routes
redigtribution:sdective
sectiveredistribution
connected networks:selective redistri bution;static routes:sel ective redistribution;learned routes.se 2nd
3rd 4t 5ih
regular expressons 2nd 3rd
regular expressons.complex
complex regular expressons
remote ASfidd (show ip bgp neighbors command)
remote router ID field (show ip bgp neighbors command)
remote-as option:neighbor command
options:neighbor command:remote-as 2nd 3rd 4th
remove-private-as option:neighbor command
options.neighbor command:remove-privete-as 2nd 3rd
removing:private AS numbersin updates
updates.private AS numbers, removing
private AS numbersremoving from updates 2nd 3rd
resricting
output of show commands
Reusefidd (show ip bgp flap-gatistics command)
routefiltering
with standard accesslists 2nd
route filtering:based on AS path information
AS path attribute:as route filtering criteria 2nd
route flaps
prefixes:route flaps
WITHDRAWN messages,messages WITHDRAWN;UPDATE
messages messages. UPDATE; flgpping routes.dampening;damp 2nd
route maps
AS pathfilters
empty
effect of 2nd
route maps.configuring
configuring:route maps
filtering:routeswith routemaps 2nd 3rd 4th 5th 6th
route maps.dampening parameters.configuring
dampening:customized parameters.route maps
flapping routes.dampening:customized parameters 2nd 3rd
route maps.deny/deny form
deny/deny route map form
logic of route mgps.deny/deny form 2nd
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selecting:best path:based on route attributes
attributes.as best path sdlection criteria

s ecting:deterministic best path
best path:deterministic selection
deterministic best path selection
send-community option:neighbor command
options.ne ghbor command:send-community 2nd 3rd
Sent field (show ip bgp neighbors command) 2nd
show commands
commands:show 2nd
show commands.output, reducing
reducing:output from show commands
output:show commands, reducing
show ip bgp command
commands.show ip bgp
show ip bgp filter-list command
commands.show ip bgp filter-list
show ip bgp flap-datistics
show ip bgp flap-stati stics command
commands.show ip bgp flap-datistics 2nd
fidds.show ip bgp flap-stati stics command output: displaying;output:show ip bgp flap-gatistics comm
2nd
show ip bgp incond stent-as command
commands:show ip bgp inconsisent-as 2nd
show ip bgp neighbors command
commeands.show ip bgp neighbors 2nd 3rd 4th
show ip bgp neighbors command: output
commands.show ip bgp neighbors.output
show ip bgp paths command:output, fields
commands.show ip bgp paths.output, fields
fidds.show ip bgp paths command output
show ip bgp summary command
commands.show ip bgp summary 2nd
show ip route command:output
commands:show ip route:output 2nd
shutdown option:neighbor command
options.neighbor command:shutdown
sndnxt field (show ip bgp neighbors command)
sndunafigd (show ip bgp neighbors command)
sndwnd field (show ip bgp neighbors command)
soft keyword:clear commands
clear commands.soft keyword
soft-reconfiguration inbound option:neighbor command
options.neighbor command:soft-reconfiguration inbound 2nd
gpeskers:full mesh:configuring
full mesh:configuring
topologies:full mesh:configuring;|BGP:full mesh:configuring
topologiesfull mesh:configuring;| BGP:full mesh:configuring;confederations 2nd 3rd

ool ore bt AF







[SYMBOL][A] [B] [C] [D] [E] [H] [G] [H] [1 [K][L] [M] [N][O] [P] [RI[S] [T] [U] [V] [W]

ThiVer fidd (show ip bgp summary command)
TCP sessons.configuring
configuring: TCP sessons
EBGP.TCP sessons, configuring;|BGP.TCP sessons, configuring 2nd 3rd 4th
timers bgp command
commandstimersbgp 2nd 3rd 4th
timers option:neighbor command
options.neighbor command:timers 2nd
total data bytesfield (show ip bgp neighbors command) 2nd
trangtive optiond attributes
nontrangitive optiond attributes
troubleshooting
adminigrative disiance configuration
BGP default route adverti sement
IProuting table
ingtaled routes
troubleshooting:BGP timer configuration
keepdive timers.troubleshooting
hold timers.troubleshooting
troubleshooting:synchronization
synchronization:troubleshooting
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unread input bytesfied (show ip bgp neighbors command)
unsuppress-map option:neighbor command
options:neighbor command:unsuppressmap 2nd
up for field (show ip bgp neighbors command)
Up/Down fidd (show ip bgp summary command)
update-source option:neighbor command
options.neighbor command:update-source 2nd
updates

debugging
to/from specific neighbor
debugging 2nd
updates.debugging
input updates.debugging
output updates.debugging
updates.outgoing:filtering based on AS path information
filtering:outgoing updates based on AS path information
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V fied (show ip bgp summary command)
verifying
confederation peer relationships 2nd
installed routesin | P routing table 2nd
redisribution
of non-BGP learned routes 2nd 3rd
verifying:adminidrative disance
adminigrative diganceverifying
verifying:aggregate address configuration
aggregaion:verifying configuration
verifying.auto-summarization configuration
auto-summarization:configuration:verifying
configuring:auto-summari zation:verification
verifying:BGPtimer configuration
keepdive timersverifying configuration
hold timersverifying configuration
verifying:default route configuration
default routesverifying configuration
verifying:fagt externd fallover configuration
fast externd failover:verifying configuration
flapping routes.fag externd falover:verifying configuraion
veifying:synchronization
synchronization:verifying configuration
version option:neighbor command
options.neighbor command:verson 2nd
viewing:dampened routes
dampened routes.viewing
displaying:dampened routes
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weight attribute
atributesweight
weight attribute:configuring for loca routes
atributeswe ght:configuring for locd router
weight attribute: setting
configuring:weght atribute
dtributesweight:setting 2nd 3rd 4th
Weight field (show ip bgp output)
weight option:neighbor command
options.neighbor command:weight
well-known attributes
optiond attributes
with datafield (show ip bgp neighbors command) 2nd
withdrawn field (show ip bgp neighbors command)
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