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Course Introduction

Overview

This chapter includes the following topics:
m  Course objectives

m  Course agenda

m  Participant responsibilities

m  General administration

®m  Graphic symbols

m  Participant introductions

m  Cisco security career certifications



Course Objectives

This section introduces the course and the course objectives.

Course Objectives
T TN Cisca.com

Upon completion of this course, you will be able to
perform the following tasks:

« Identify an organization’s requirements and current
implementation of perimeter security.

* Suggest improvements to an organization’s perimeter
security.

» Design a new solution based on an organization’s
requirements.

* Identify and compare NAT technologies.

» Select an appropriate NAT technology for an
organization’s requirements.

» Design advanced NAT solutions for some common
enterprise connectivity scenarios.

* Explain the function of a firewall and to identify its
benefits and limitations.

Course Objectives (cont.)

| Cisco.com

* Compare several common firewall technologies with
respect to access control and identify their features,
benefits, and limitations.

» Compare different basic firewall architectures and to
select the proper architecture for an organization’s
requirements.

» Select an appropriate firewall technology for an
organization’s application needs.

» Design an abstract firewall system, enforcing a defined
security policy, and using best practice design methods.

* Design afirewall system supporting high-availability and
high levels of performance.

¢ Identify advanced NAT features and identify NAT
limitations of the Cisco Secure PIX Firewall product when
using it in a firewall system design.

ms, Inc. All rights reservec
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Course Objectives (cont.)

* Identify advanced Adaptive Security Algorithm (ASA)
features and identify ASA limitations of the Cisco Secure
PIX Firewall product when using it in a firewall system
design.

 ldentify advanced security features and limitations of the
Cisco IOS software when using it in a firewall system
design.

* Identify security features and limitations of Content
Engine products when using them in a firewall system
design.

ems, Inc. All rights reserved

Cisco.com

T T

Course Agenda

Day 1

Lesson 1—Course Introduction

Lesson 2—Design Analysis

Lesson 3—NAT Overview

Lunch

Lesson 4—Design using a NAT/PAT Solution
Lesson 5—Firewall Function

Lesson 6—Firewall Technologies

ms, Inc. All rights reservec

Cisco.com
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Course Agenda (cont.)
T T TTTATATATAT Cisco.com

Day 2

* Lesson 7—Firewall Architectures

» Lesson 8—Firewall Handling of Protocols

* Lesson 9—Firewall Design General Guidelines

e Lunch

* Lesson 9—Firewall Design General Guidelines (cont)

* Lesson 10—High Availability and High Performance
Firewalls

ms, Inc. All rights reservec OPS 1.0—1-1-7

Course Agenda (cont.)

Cisco.com

Day 3

* Lesson 11—Understanding PIX Firewall NAT

* Lesson 12—Understanding PIX Firewall ASA

* Lunch

» Lesson 13—Cisco I0S Software Access Control Features

Lesson 14—Content Engines

ms, Inc. All rights reservec OPS 1.0—1-1-8
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Student responsibilities
« Complete prerequisites

- Participate in lab exercises
» Ask questions

* Provide feedback

tems, Inc. Al rights reservec

Participant Responsibilities

Cisco.com

Class-related
+ Sign-in sheet
* Length and times

* Break and lunch room
locations

o Attire

ms, Inc. All rights reservec

General Administration
[

Cisco.com

Facilities-related
* Participant materials

> Site emergency
procedures

* Restrooms
» Telephones/faxes

Copyright © 2003, Cisco Systems, Inc.
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Graphic Symbols

Cisco.com
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Line: Serial Ethernet Link Network Multilayer Switch ~ Switch
Cloud

© 2003, Cisco Systems, Inc. All rights reservec DPS 1.0—1-1-11

Participant Introductions
T T TN Cisco.com

* Your name
* Your company

Pre-requisites skills
Brief history

Objective

© 2003, Cisco Systems, Inc. All rights reservec DPS 1.0—1-1-12
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Cisco Security Career Certifications

T T T T Cisco.com

Expand Your Professional Options ——
and Advance Your Career

Cisco Certified Security Professional (CCSP) Certification

Professional-level recognition in designing
and implementing Cisco security solutions

Required Recommended Training through
EXp- Exam Cisco Learning Partners
CCIE 9E0-111 or

Cisco Secure PIX Firewall Advanced 3.1

642-521
Profes h" 9E0-121 or Cisco Secure Virtual Private Networks 3.1
642-511
EIDEr Securing Cisco IOS Networks 1.0
SSO 9EO0-100 or Cisco Secure Intrusion Detection System 3.0
642-531 Cisco Secure Intrusion Detection System 4.0
) PR O Cisco SAFE Implementation 1.1
Network Security il :
wWww.cisco.com/go/ccsp
2003, Cisco Systems, Inc. All rights reserved DPS 1.0—1-1-13

Cisco Security Career Certifications

Cisco.com

Enhance Your Cisco Certifications —
and Validate Your Areas of Expertise

Cisco Firewall, VPN, and IDS Specialists

Required Recommended Training through

Cisco Firewall Specialist | &am Cisco Learning Partners
Pre-requisite: Valid CCNA certification
hﬂ 640-100 or o
642-501 Securing Cisco IOS Networks 1.0

9EO0-111 or
642-521

Cisco Secure PIX Firewall Advanced 3.1

Required Recommended Training through

C|SCO VPN Sp ECIa| |St Exam Cisco Learning Partners
Pre-requisite: Valid CCNA certification
Il 640-100 or . .
h 642-501 Securing Cisco 10S Networks 1.0

9E0-121 or

642.511 Cisco Secure Virtual Private Networks 3.1

Required Recommended Training through

C|SCO IDS SpeCIa“St Exam Cisco Learning Partners

Pre-requisite: Valid CCNA certification
h" 640-100 or Securing Cisco 10S Networks 1.0
642-501

9E0-1000r  Cisco Secure Intrusion Detection System 3.0
642-531 Cisco Secure Intrusion Detection System 4.0

WWwWw.cisco.com/go/training

2003, Cisco Systems, Inc. Al ights reserved DPS 10—1-1-14
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Desgn Analysis

Overview

Importance

This lesson serves as a basdline for building any perimeter solutions, which require specific
connectivity and/or security functionality. The requirements and network properties identified

with processes identified in this lesson are a primary requirement for any following design and
implementation process.

Lesson Objective

Thelesson will enable the learner to identify an organization’s requirements and current
implementation of perimeter security in order to suggest improvements and to design a new
solution based on an organization’s requirements, taking into account existing limitations.



Learner Skills and Knowledge

To fully benefit from this lesson, you must have these prerequisite skills and knowledge:

m A solid knowledge of basic Internet multihoming concepts
m A solid knowledge of enterprise Internet connectivity options

m A basic knowledge of security policy development and risk assessment methods

Outline

Outline
T ER e

This lesson includes these sections:

* Researching an Organization’s Requirements

* ldentifying an Organization’s Existing Situation
« Example Scenarios

1-2-2 Designing Perimeter Security 1.0 Copyright © 2003, Cisco Systems, Inc.



Overview

Overview
T T T T

» Perimeter design provides connectivity and access
control solutions on network boundaries:

— Usually focused on network access control using
firewalls

— There might be special connectivity requirements
(redundancy, NAT, VPNs)

» Does not only encompass external connectivity—the
internal network might be segmented as well.

» A perimeter solution designer requires:
— Knowledge about an organization’s requirements

— Identification of the current connectivity and security
situation

15, Inc. All rights reserved

Introduction

Perimeter security design focuses on providing connectivity and access control enforcement
solutions on network boundaries. Perimeter security does not exclusively focus on external
connectivity, but also addresses communication between any two perimeters, depending on the
definition of a perimeter.

Definition
A perimeter is aclearly defined part of a network. Access across the perimeter must be
controlled.

Example

For example, a network might also be segmented on the “inside’. A large enterprise network
might be divided into security zones (or perimeters), each zone containing a particular part of
the network, where access control needs to be enforced. Examples of security zones
(perimeters) include server farms, individual branch offices, IT labs and classrooms, different
departments (engineering, finance, HR): all require policies for access control.

That said, perimeter security and connectivity solutions are focused on some well-known
approaches:

m  Access control between perimetersis usually enforced with network firewalls, which
connect perimeters together

Copyright © 2003, Cisco Systems, Inc. Design Analysis 1-2-3



m  Connectivity requirements usually fall into one of the well-known categories, such as the
need for redundant connectivity (high availability), resolution of addressing problems
(Network Address Tranglation [NAT] solutions), or secure communication over untrusted
networks (virtual private networks [VPNs])

To provide perimeter design solutions, a network security architect needs to be aware of an
organization’s connectivity and security requirements, as well as the current state of
connectivity and security in the network.

1-2-4 Designing Perimeter Security 1.0 Copyright © 2003, Cisco Systems, Inc.



Researching an Organization’s Requirements

Researching an Organization’s
Connectivity Requirements

Cisco.com

What are the internal connectivity requirements?
» Performance and redundancy needs

What are the external connectivity requirements?
* Addressing needs (NAT, BGP multihoming)

* Redundancy (multihoming)

» Cost requirements (VPNs)

* Performance and QoS

What are the requirements of network
management?

Objective

This section will enable the learner to identify the organizations requirements of perimeter
security.

Introduction

To design a perimeter solution, the requirements of an organization need to be clearly stated

and analyzed to provide an optimal design. Factors such as internal vs. external connectivity

requirements, performance, and the desired level of security need to be addressed and agreed
on to strike an optimal balance of functionality in the final solution.

Analyzing Connectivity Requirements

Because they often areimplemented in different ways, the perimeter designer should focus
separately on internal and external connectivity when researching an organization's
connectivity requirements. Internal connectivity focuses more on high performance and
automatic network operation (for example, through interior routing protocols), while external
connectivity is more static and controlled (for example, using Border Gateway Protocol [BGP]
for routing and control of addressing through NAT).

When analyzing internal connectivity requirements, performance and redundancy generally
play a central role. Many internal computing resources need to be highly available, with
sufficient performance available all the time to enable seamless connectivity.

Copyright © 2003, Cisco Systems, Inc. Design Analysis 1-2-5



External connectivity usually focuses on the interfacing of a high-speed, highly redundant
network with a network outside an organization’s control. An external partner or a service
provider, therefore, often limits connectivity options. The requirements can be separated into:

Addressing needs when connecting to external networks, such as the Internet or a business
partner. Addressing needs might be different in high-availability scenarios, such as BGP
multihoming with provider-independent address space.

Analyzing redundancy requirements for external connections, such as the Internet
connection. Conducting business over the Internet often requires fast-converging
multihoming solutions to maximize the availability of external connections.

Cost requirements of external connectivity might influence the selection of the transport
technology, such as classic TDM networks, or VPN links as an alternative.

Performance needs might also dictate the choice of transport technology, and require the
use of quality of service (QoS) mechanisms on external links.

Addressing the network management needs in the context of perimeter design. Monitoring
external connections might require the access control policy to include network
management traffic between perimeters.

1-2-6
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Researching an Organization’s

Security Requirements
TN Cisca.com

What level of security is the organization
interested in?

* Do they have a policy already developed and enforced?
* Do they need help with risk assessment?
Research human factor requirements:
* Identify security manageability requirements
* Identify user transparency and ease-of-use requirements
Have there been security incidents in the past?
* How severe, how frequent?

Analyzing Security Requirements

When researching an organization’s security requirements, the designer should first and
foremost analyze the organization’s security policy and understand how it applies to the
organization's network. The designer should also be aware of the extent to which the policy has
been implemented and verify that the current security measures actually implement the policy
requirements.

If the organization does not have a policy already devel oped and enforced, it is possible that
they require help with risk assessment, which will result in the development of an informal or
formal security policy.

Note The establishment of a formal policy before implementing security measures is the most
reliable method of ensuring consistent implementation.

In terms of security, the designer must consider human factors when identifying the needs for
security manageability and end user experience. To ensure end users do not become frustrated
and try to bypass security deliberately, the transparency of security mechanisms should be
considered as a high priority requirement. The policy should address these issues, aswell as
provide guidelines for end user security awareness training.

If a history of security incidents exists, the designer should analyze it to identify previously
overlooked weaknesses in the organization’s policy or security implementation. The severity of
incidents and their frequency should provide valuable input to the designer.

Copyright © 2003, Cisco Systems, Inc. Design Analysis 1-2-7



Practice
Q1)  Whicharefrequent connectivity needsin perimeter security design?
A) firewall implementation
B) NAT implementation
C) BGP multihoming implementation
D) IDS implementation
E) local address allocation

F) |GP implementation

1-2-8 Designing Perimeter Security 1.0 Copyright © 2003, Cisco Systems, Inc.



Identifying an Organization’s Existing Situation

Policy Identification
T TN Cisca.com

Network access policy analysis:

* What needs to be protected: Identify sensitive computing
resources and sensitive data flow

* From whom: Identify trust in users of internal and
external networks

* Is risk assessment correct and relevant?

» Does the existing policy satisfactorily mitigate expected
threats?

* Identify policy defense in depth requirements
¢ Identify cost limitations

Result: Identify possible security policy
improvements

Objective

This section will enable the learner to identify the organizations current situation and possible
limitations for perimeter security design.

Introduction

When a designer has reviewed and analyzed the organization’ s requirements, the current state
of the network and organizational practices needs to be identified to verify their current
compliance with the requirements, and identify passible improvements and the potential need
to redesign a part of the system, or to rebuild a part of the system from scratch to satisfy the
requirements.

Policy Identification

If a security policy exists, the designer should analyze it to identify the security requirements,
which will influence the design of the perimeter solution. Initially, two basic areas of the policy
should be examined:

m  Thepalicy should identify the assets that require protection. This will help the designer
providethe correct level of protection for sensitive computing resources, and identify the
flow of sensitive data in the network.

Copyright © 2003, Cisco Systems, Inc. Design Analysis 1-2-9



m  Thepalicy should identify possible attackers. Thiswill give the designer insight into the
level of trust assigned to internal and external users, ideally identified by more specific
categories such as business partners, cussomers of an organization, outsourcing I'T partners.

The designer should also be able to evaluate if the policy was devel oped using correct risk
assessment procedures—that is, did the policy development include all relevant risks for the
organization and not overlook important threats? The designer should also re-evaluate the
policy mitigation procedures to determine if they satisfactorily mitigate expected threats. This
ensures that the policy, which the designer will work with, is up to date and complete.

Organizations who need a high level of security assurance will require defense-in-depth
mechanisms to be deployed to avoid single-points-of-failure. The designer also needs to work
with the organization to determine how much investment in security measures is acceptable for
the resources that require protection.

Theresult of policy analysis will be:

m  Theevaluation of policy correctness and completeness

m |dentification of possible policy improvements, which need to be made before the security
implementation stage

1-2-10  Designing Perimeter Security 1.0 Copyright © 2003, Cisco Systems, Inc.
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Network Topology Identification

Enterprise Campus

Edge
Distribution ntemet
Management
— I
Business
Partner

Business
Partner

Branch Offices i

Topology identification is used to establish network boundaries:
« |dentify internal topology and addressing
« ldentify external network connections and addressing
« ldentify redundancy requirements for internal or external connectivity

Result: Identify options for firewall placement

ved

Cisco.com

DPS 1.0—1-2-7

Topology Identification

The next step in identification of an organization’s current situation is the identification of

network topology. This will provide a detailed insight into the definition of network

boundaries.

Note Identification of network connections within the topology might identify connections that an
organization is not aware of. From the security perspective, this is crucial to prevent any
data leaks over “backdoor” connections between network perimeters.

Topology identification can be broken down into multiple parts, including identification of :

m Internal topology and addressing: Allows the designer to define the internal network

boundary, and robustly define perimeter boundaries, if the internal network is to be
segmented. The designer should also identify the addressing of the internal
network—required in the future for the firewall rule design.

m  Connectionsto exter nal networ ks, and the addr essing of exter nal networ ks. Enables
the designer to enforce access control efficiently at the correct choke points. It also helps
the designer identify the need for routing implementation and network address tranglation.

m  Redundancy requirements for inside and outside connectivity: Helps the designer to
design redundant external connectivity (for example, multihoming) and to build in
redundancy into the security elements.

Copyright © 2003, Cisco Systems, Inc.
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To summarize, topology identification provides the designer with various options for placement
of firewalls and the implementation of boundary connectivity between perimeters.

1-2-12  Designing Perimeter Security 1.0 Copyright © 2003, Cisco Systems, Inc.



Network Boundaries Identification
T TT T T T TTA T TTTTAT Cisco.com

Enterprise Campus

Access

Internet
Network
Management P

1
Business
Partner

Server Farm Business

=x =n = Partner

Classic WAN

-
-2

]
Branch Offices 8
Identify existing network boundaries (perimeters):

» Are they granular enough to enforce the access policy?

* Does the current partitioning of the network allow for simple
implementation of access control?

Result: Identify the need for boundary redesign

2003

tems, Inc. All rights reservec DPS 1.0—1-2-8

Network Boundaries’ Identification

With an identified topology, the designer needs to identify boundaries, which define perimeters
in a network. As access control will be performed between the perimeters, the boundaries need
to be set so they provide the necessary granularity of access control. Moreover, perimeters,
which are not clearly defined result in very complex policy enforcement, which might result in
compromises of the palicy.

Theresult of boundary identification is the possible identification of a need to redesign
boundaries to implement access contral in policy-compliant, effective, and simple fashion.

Example

An enterprise, which requires twenty access servers for dial-in connectivity, has connected
those access serversin various access LAN networks in their central site. To perform access
control for dial-up users, firewalls would need to be deployed at each access server, while a
more centralized placement could allow a single firewall to implement the policy. Thisisa
more robust and scalable approach.

Copyright © 2003, Cisco Systems, Inc. Design Analysis  1-2-13



Trust Identification
T TT T T T TTA T TTTTAT Cisco.com

Enterprise Campus
Low Trust

Access

Edge Internet
Network Distribution
Management )
; I
-
Business Medium
Partner Trust

Server Farm Business Medium
—r= = Partner Trust

Classic WAN

Very High Trust

-
—~

High Trust Branch Offices H

Identify the level of trust of inside and external users:

* ldentify connections between external networks if possible
(transitive trust)

Result: Identify relative trust between perimeters

2003, Cisco Systems, Inc. Al rights reserved DPS 1.0—1-2-9

Trust Identification

When network perimeters areidentified, the trust level of those perimeters needs to be
determined. Thetrust level is determined by the following factors:

m  How trusted are usersinside the perimeter in question? Is it likely that those users could
compromise a computing resource on a more trusted perimeter?

m  How trusted is the infrastructure of the perimeter? Isit physically secure enough not to
allow confidentiality or integrity violation of transit data? Isit possible that an attacker
might compromise aresource in that perimeter, and use that resource to attack other
perimeters?

This identification results in assigning relative levels of trust to perimeters, which are allowed
to communicate. To identify the relative trust relationship of two perimeters (that is, identifying
one perimeter as being more trusted than another) the levels of trust can be labeled with simple
terms, such as“untrusted”, “trusted”, or “conditionally trusted”.

Example

The PIX Firewall allows a user to specify the level of trust of PIX Firewall interfaces that
connect the PIX Firewall to neighboring perimeters. The security level property of the interface
isanumber from 0 to 100, 100 and 0 specifying the highest and lowest leve of trust
respectively.

1-2-14  Designing Perimeter Security 1.0 Copyright © 2003, Cisco Systems, Inc.



Services’ Identification
Lt e Cisco.com

Enterprise Campus

Identify applications running across boundaries:

* Identify flow of sensitive data and exposed services

- Identify carriers of malicious data (for content control)
 Identify performance requirements
Result: Identify access control application needs

ms, Inc. All rights reservec

Low Trust

Access

Edge
Distribution Intemet

Inbound:

- DNS

- E-Mail

- Electronic Banking
Outbound:

-HTTP, HTTPS

- E-Mail

- DNS

Classic WAN

-
s~

High Trust Branch Offices H

Services’ Identification

The next step is to identify services—protocols and applications running across network
boundaries. This identification can be broken down into multiple parts, including identification

of the:

m Location and flow of sensitive data, and the requirement for exposing trusted perimeter

services to untrusted perimeters. This enables the designer to identify the direction of
application sessions, the complexity of required applications, and the possible firewall

architectures for exposing trusted services to untrusted perimeters.

m  Possibilities of malicious data entering trusted perimeters over application protocols. This
identifies content filtering requirements to comply with an organization’s policy.

m  Performance requirements for a particular application. This provides the designer with

information on which access control technologiesto use.

This process results in the identification of access control application needs. That is, it provides
the designer with information on how:

m  Granular the access technologies must be to provide the required filtering.

Applications will be rdlayed across network boundaries.
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Human Factor Analysis
T TN Cisco.com

ldentify the skills of users and security
management personnel:

» Evaluate ease of use vs. defense-in-depth issues
with management personnel

* How is the end user involved in security
enforcement?

* Are the end users trained and security
conscious

* How transparent should security be to end users

Result: Identify manageability and
transparency needs

Human Factor Analysis

Human factors in perimeter design are identified from two perspectives:

m  Theskills of security management personnel and their ability to manage security without
compromising it.

m  Theskills of end users and their involvement in the enforcement of security policies. If the
end users are not trained properly, their actions can inadvertently compromise security.
This has to be taken into consideration for risk assessment. This risk has to be mitigated
using either end user training, or technology which helps prevent user mistakes.

Example

If end-users cannot to be trusted to encrypt all sensitive email messages to recipients outside the
enterprise, an encrypting email gateway can be set up to perform this automatically.
Alternatively, a VPN technology can provide a secure path independently of user actions.

Example

An organization might have a clearly defined policy, but no personnel to either implement the
policy properly, or to manage it operationally. The network security designer must take this
into consideration, as he/she will be required to implement the network access control policy.
The network security designer has to provide the organization with either an extremely easy-to-
manage solution (perhaps with the help of an outside organization, which provides outsourced
security management), or identify training needs for the organization's personnel.
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Theanalysis of human factors enabl es the designer to identify manageability needs, and
provide the proper transparency of security mechanisms to end users.

Copyright © 2003, Cisco Systems, Inc. Design Analysis  1-2-17



Current Security Enforcement
Identification

T

Enterprise Campus

Network
Management

b
Business
Partner

Server Farm T C Business
=N =ni = Partner

Classic WAN

-
-

implement the desired policy:
» Using data provided by the organization
* Using a network security audit

Result: Identify needed security implementation
improvements

ms, Inc. All rights reservec

Branch Offices §

Determine if current protection and detection mechanisms

Cisco.com

Evaluation of Current Security Policy Enforcement

The identification process might involve a process to determine how the current protection
mechanisms implement the desired policy. This can be performed in two, often-complementary

ways:

m  Performing a network audit using internal or external (tiger team) testing: Sometimes
called the “black box” approach, the auditor simply observes the network’ s response to the
penetration attempts. Interesting results can be obtained from this approach, but it depends
heavily on the source of audit and network configuration (such as access control

restrictions).

m  Acquiring all the information from the networ k owner: The auditor can request network
device and firewall configurations to gain understanding of policy enforcement.
Traditionally, this is a more successful approach, if the organization’s documentation
practices arerdiable. Often, a combination of both methods is required for good results.

Also, the organization’s detection and response capabilities need to be analyzed, to provide
policy and implementation guidelines for establishing or upgrading the monitoring capability

(such as reporting tools and intrusion detection systems).

This process identifies whether or not the enforcement complies with the policy. If the
enforcement does not comply with the policy this process also identifies the required security

improvements.
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Practice

Q1) Whyisit necessary to determinethelevel of trust in each perimeter?

A) to provide access control

B) to determine relative trust between perimeters
C) to determine optimal connectivity topology
D) to address the human factor properly

E) to identify backdoors
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Example Scenarios

Example Scenario #1
T T Cisco com

A small enterprise is connected to the Internet with
a single router:

* They have no security policy, all network and security
management is outsourced

* They need to offer public services over the Internet, but
do not have the security expertise
A thorough network audit was performed, and a
security policy was developed with input from the
customer:

» A firewall system was desighed according to the just
developed policy

* A good method to verify the feasibility of the new policy

Objective

This section will enable the learner to recognize common perimeter security situations and
requirements in enterprise networks.

Introduction

The case studies presented in this section provide some examples of how perimeter security and
connectivity needs are addressed by various organizations.

Example Scenario

Thefirst example scenario focuses on a small enterprise network, which is connected to the
Internet with a small router. No security policy exists, as there was no security process in place
dueto the lack of expertise inside the organization, and the organizations is outsourcing all
security services to external partners. So far, all connectivity was strictly outbound to external
networks, and a need was expressed to offer public servicesto the Internet.

The organization decided to tackle security more seriously and to start the process of security,
instead of relying on outside partners to make all the decisions for them. First, a snapshot of the
current state and vulnerability of the network was determined through an external audit. Then
clear goals were set regarding the security requirements, and a policy was developed. To verify
if the palicy is sound and feasible to implement, a firewall was set up according the policy
statement. An additional audit verified the compliance of firewall design and implementation
with the desired policy.
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Example Scenario #2
T Cisco com

A large bank needed to deploy Internet banking,
but was unsure how to integrate it into the existing
firewall:

* An obvious need for high availability was identified
Analysis of the policy has shown that they only
have a policy for SNA internetworking:

» That policy provided a good foundation for identification
of their security stance

* A similar Internet connectivity policy was developed and
the firewall was redesigned to comply with it

Internet multihoming and remote firewall
redundancy was proposed.

Example Scenario

This example scenario focuses on a large bank, which needs to deploy public services, such as
electronic banking, over the Internet. The bank has an existing firewall, but is not comfortable
with integrating a new, complex servicein the firewall with avery high level of security, asis
required. Also, high availability is a primary need for all connectivity and security functionality
in the upcoming solution.

The bank has claimed to have a security palicy, but close examination has shown that the
security policy they have applies only to legacy SNA internetworking. However, that policy
taken as a basdline, a new Internet connectivity policy was developed, taking into account
specific threats of Internet connectivity. The firewall was redesigned to comply with it, and the
electronic banking solution was integrated into it.

Such an example can show that even outdated, or not directly applicable policies can serve as
valuableinput to the designer, when a new piece of policy needs to be agreed on. Existing
policies can provide hints about the global security goals and strategy of an organization, which
reflect in every subsequent application-specific policy.

To address the high-availability needs for this particular application, Internet multihoming and
full firewall/server redundancy was proposed as a part of the solution.
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Summary

This section summarizes the key points discussed in this lesson.

Summary
S T T Cisco.com

This lesson presented these key points:

« Connectivity and security requirements must be
analyzed together.

* An existing security policy needs to be closely
analyzed and possibly improved.

* Network boundaries and levels of trust have to
be identified.

* The human factor needs to be taken into
account.

Next Steps

After completing this lesson, go to:

m  Nework Address Trandation (NAT) Solutions module, NAT Overview lesson

References

For additional information, refer to these resources:

m  Cisco Systems Information Security Policies, http://wwwin.cisco.com/infosec/policies/

m  Security Posture Assessment,
http://wwwin.cisco.com/cmc/cc/serv/mkt/sup/advsv/pavsup/sposass/
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Quiz: Design Analysis

Complete the quiz to assess what you have learned in this lesson.

Objectives

This quiz tests your knowledge on how to:

m |dentify an organization’s requirements and current implementation of perimeter security in
order to suggest improvements

m  Design a new solution based on those requirements, taking into account existing limitations

Instructions

Answer these questions:

1. What are some possible special requirements for external connectivity?
2. Why does an existing security policy need to be analyzed and not simply obeyed?
3. How arelevels of trust in outside networks determined?

4. What are some human factor considerations in perimeter security design?

Scoring

Y ou have successfully completed the quiz for this lesson when you earn a score of 80 percent
or better.

Copyright © 2003, Cisco Systems, Inc. Design Analysis  1-2-23



1-2-24  Designing Perimeter Security 1.0 Copyright © 2003, Cisco Systems, Inc.



NAT Overview

Overview

Introduction

This lesson gives you a compact overview of Network Address Translation (NAT) technology,
with a special focus on Cisco 10S and PIX Firewall configurations. Besides typical addressing
scenarios, this lesson will also explain technical details of great importance for real-world
implementations, such as protocol compatibility and NAT security considerations.

Importance

NAT is one of the most important functions of an enterprise' s perimeter configuration, and
therefore central to security and connectivity considerations. Configuring NAT requires in-
depth knowledge about the mechanisms and also about the side effects that might occur.

Lesson Objective

Thelesson will enable the learner to identify and compare NAT technologies, and select an
appropriate NAT technology for an organization’s requirements.



Learner Skills and Knowledge

To fully benefit from this lesson, you must have these prerequisite skills and knowledge:

m A solid understanding about | P addressing and routing

m  Experience with basic perimeter security issues

Outline

Outline
T ER e

This lesson includes these sections:
« Addressing Scenarios

* NAT Technologies and Implementation
* NAT Protocol Compatibility

* NAT Security Evaluation
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Addressing Scenarios

Addressing Scenarios
TN Cisca.com

* NAT was created to overcome several
addressing problems that occurred with the

expansion of the Internet:

—Mitigate global address depletion
—Use RFC 1918 addresses internally
—Conserve internal address plan

« Additionally, NAT increases security by hiding
the internal topology

Objective
The section will enable the learner to identify common I P addressing situations that require
NAT to be used.

Introduction

Invented in May 1994 by Paul Francis and Kjeld Borch Egevang, NAT became a popular
technique to save official network addresses and to hide a network’ s topology from the Internet.
P. Francis and K. Egevang have written several RFCs about NAT, maost importantly RFC-1631.:

“The P Network Address Translator (NAT)”.

When to use NAT?

In the modern world, NAT is critical to mitigate the global Internet address depletion. Very
often, private networks are assigned network numbers from the address blocks defined in RFC
1918. Because these addresses are intended for local use only, NAT is required to connect to
the Internet. NAT is sometimes used to preserve an enterprise’ s inside addresses, for example,

when changing the Internet Service Provider (ISP).
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Note The Cisco implementation of NAT can also be used for applications not related with address
translation. For instance, another NAT usage is simple TCP load sharing (although Cisco
recommends more sophisticated solutions, such as Cisco LocalDirector). This lesson only
covers the main purpose of NAT, namely network address translation.
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Important Terms
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Inside versus outside world:
 Reflects location of interface
Local versus global address:
» Reflects realm of usage:
—Local =view from inside
—Global = view from outside

Conventions

Four terms are central to NAT and unfortunately many people, and also some documents,
confuse them. In order to understand all the mechanisms around NAT it is very important to
know the exact meaning of these terms:

m Interfaces, and associated | P addresses, can be located “inside”’ or “outside’ a network
boundary. Theinside areais typically an enterprise’ s network, while the outside areais
identical with the Internet or any other network not considered private.

m  Addresses have either “local” or “global” meaning—no matter whether the corresponding
interfaces are located inside or outside. L ocal addresses are used by inside hosts and
routers, while global addresses can only be used by outside devices.

I P packets with global source or destination addresses do not occur in the inside network, and
conversely, no IP packet exists in the outside network with local source or destination
addresses.
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Terms Summary

Cisco.com

Inside Network Outside Network

T, [,
— NAT —
&%
DA | Inside Local l DA |Inside Global
— SA | Outside Local | €= SA | Outside Global 8

Definition
All addresses are either inside or outside and either local or global.

The NAT router is responsiblefor translating global addresses to local ones and vice versa.
Following is a generic example—a host in the inside network, with a configured IP address of
10.1.1.1, wants to send packets to a host in the outside network, with a configured | P address of
209.23.5.2.

m  Theoutside host has a global (from outside) view of the inside host; it will send packets to
theinside global destination address. If the NAT device trandates the inside host’s IP
address, then its inside global address will be different from itsinside local (viewed from
theinside) address. For example, theinside host 10.0.0.1 (inside local address) may be
tranglated to the outside as 199.89.60.1 (inside global address).

m  Theinside host has alocal (frominside) view of the outside host; it will connect to an
outside local destination address. If the NAT device translates the outside host’s IP
address, then its outside local address will be different from its outside global (viewed
from the outside) address. For example, the outside host 209.23.5.2 (outside global
address) may be trandated to theinside as 192.168.10.2 (outside local address).

m [f the outside host sends packets back to the inside host, the inside global address
199.89.60.1 is used as destination address and the outside global address 209.23.5.2 is used
as source address. The NAT router again translates both addresses to local numbers— that
is, theinside local address 10.0.0.1 is written into the | P header as the destination address
and the outside local address 192.168.10.2 replaces the source address.
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Note Typically, when connecting to the Internet, only the inside local address is translated into an
inside global address, while the outside local address is identical to the outside global.
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10.1.1.1

10.1.1.2

10.1.1.3

C

0 -

Inside

Use of RFC 1918 Addresses

Outside

10.1.1.4
Inside local Inside global
IP address IP address
10111 | «— 193.99.99.1
101.1.2 | «—> 193.99.99.2
10113 | +— 193.99.99.3
10114 [ «—> 193.99.99.4

Cisco.com

RFC 1918 Address Blocks

RFC 1918 defines three private |P address blocks for local use. These addresses must not be
used within the Internet. Internet boundary routers should filter any routing updates containing
such addresses. Therefore, RFC 1918 addresses are safer for local use than official (“global™)
addresses. In addition, invalid routes may occur in the Internet routing tables because global

Static and Dynamic NAT

addresses are not filtered.

The RFC 1918 address blocks are:

m  10.0.0.0 - 10.255.255.255 (prefix 10/8)

m 172.16.0.0 — 172.31.255.255 (prefix 172.16/12)

m  192.168.0.0 — 192.168.255.255 (prefix 192.168/16)

Standard NAT maps each inside local address to one inside global address for each connection.
The pool of inside global addresses must be sufficiently large to handle the maximum number
of outgoing connections with different source addresses. This mapping can be defined either

statically or dynamically:

m  Static NAT: Associates dedicated inside local addresses with dedicated inside global

addresses.
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m  Dynamic NAT: Sdects addresses from an inside global address pool that has been
configured in advance. The host-ID is conserved during the translation.
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Port Address Translation

Cisco.com

SA=193.99.99.1
Source Port = 2001

SA=193.99.99.1
Source Port = 3122

SA=193.99.99.1
Source Port = 4060

ESAP10GR_201

Frequently, a large number of hosts must share a much
smaller number of inside-global IP addresses:

- Today, because of IP address depletion, companies receive
only one or a few addresses

Using Port Address Translation (PAT)—a NAT
enhancement—many different sessions can be multiplexed
over a single IP address:

» Session distinction via different port numbers

ms, Inc. All rights reservec

Sharing Inside Global Addresses

Typically, an enterprise network receives only a small nhumber of addresses fromits ISP, while
the number of inside hosts is much higher. To resolve this situation, configure port address
tranglation (PAT), which is an enhancement of NAT.

Using PAT, multiple connections originating from different hosts on the inside networks can be
multiplexed by a singleinside global |P address. The multiplexing identifier is the source port
number. By default, the PAT router only changes the source port numbers when a collision of
these numbers occurs.
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Provider Change

Cisco.com
Inside local Inside global
[ 1058 || 194102024 |
Enterprise
Inside local Inside global
[ [ 2011953324 |
Enterprise
Inside local Inside global
[[10m || 67136024 |
Enterprise g

Each assigned address block is entered in the NAT
configuration as inside-global address pool

Save Time and Unnecessary Work

Typically, each ISP owns a dedicated class ess interdomain routing (CIDR) address block
(prefix). The ISP splits the block into many sub-address blocks and assigns them to customers.
This means every ISP change requires a customer to completely renumber their inside networks
and hosts. Instead, use NAT at the border to the ISP, to translate permanently assigned inside
local addresses to | SP specific address prefixes.

RFC 1918 addresses are recommended as the inside local addresses. However, NAT gained
greater importance when the registered addresses of large networks were rel eased back into the
global address space. For this scenario, the same addresses are used inside and outside, but
NAT hides the inside ones and makes them only visible locally.
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Hide Internal Addresses
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Using NAT, inside-local addresses are invisible to
the outside:

* Also the subnetwork structure is hidden
Connection attempts from outside are dropped if

the destination address/port number is not found
in the translation table:

* Using PAT, outside attackers cannot predict the port
number of the desired target host

Today NAT is considered as the obvious first-level
security measure:

* However, NAT alone is only a weak measure!

First-Level Security Measure

NAT isused as a“first-level” security measure, because it solves addressing problems, and
also, by nature, hides inside addresses. Thus, an outside attacker who wants to harm hosts on
theinside will not know the target addresses. Using PAT, the attacker will not know which
combination of port number and IP address is currently assigned to a desired inside host. The
NAT device drops any connection attempts to invalid sockets.

Caution NAT/PAT provides only weak security and sooner or later attackers discover the inside
addresses, usually through trial and error testing. Additional security mechanisms such as
advanced packet filtering, authentication, and encryption are therefore strongly
recommended.

Practice
Q1)  Which of thefollowing translations are realistic?
A) Outside Global to Inside Local
B) Inside Local to Outside Local
C) Outside Global to Outside Local
D) Inside Global to Inside Local

E) Inside Outside to Local Global
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NAT Technologies and Implementation

NAT Technologies
TN Cisca.com

NAT is supported by Cisco IOS and Cisco
PIX Firewalls:

* Full NAT functionality provided with release of
I0S 12.0 IP images

* Earlier versions might not fully support all
modern NAT features—please consult the
respective documentation

PIX and IOS configuration commands are
different!

Objective

The section will enable the learner to identify technologies, used to perform NAT, explain their
features and limitations, and select the appropriate technology for an organization’s
requirements.

Introduction

NAT can be configured on Cisco routers running 10S and also on Cisco PIX Firewalls. This
section highlights the differences in command syntax and explains the details of NAT
operations nhecessary for troubleshooting. It also discusses features and limitations of NAT.

Note 10S versions prior to version 12 (IP) might not fully support all enhanced NAT features. For
earlier versions consult the appropriate documentation.

Note When originally introduced in release 11.2 NAT was only available in the “Plus” images.
With release 11.3, PAT was available in all IP images, with full NAT (1-1 and PAT) available
only in “Plus” images. With release 12.0 all IP images provided full NAT functionality.
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IOS NAT Commands Overvie
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router (config-if)#

|ip nat { inside | outside }

» Declare interfaces whether they are inside or outside

router (config) #

ip nat pool name start-ip end-ip { netmask <netmask> | prefix-
length prefix-length } [ type { rotary } 1

- Define a pool of addresses

ip nat inside source { list acl pool name [overload] | static
local-ip global-ip }

ip nat inside destination { list acl pool <name> | static global-
ip local-ip }

ip nat outside source { list acl pool name | static global-ip
local-ip }

» Enable translations

ms, Inc. All rights reserved

Fundamental IOS NAT Commands

m  Theip nat command marks interfaces identifying whether they are on theinside or the
outside. Only packets arriving on a marked interface are subject to trandlation.

m  Theip nat pool command defines a pool of addresses using the start address, end address,
and netmask. These addresses will be allocated as needed.

m  Theip nat inside source command enables dynamic translation. Packets from addresses
that match those on the simple access list are trandlated using global addresses all ocated
from the named pool. The optional keyword overload enables port trandation for User
Datagram Protocol (UDP) and TCP. The second form of the command sets up asingle
static translation.

m  Theip nat inside destination command is similar to the source translation command. The
pool, however, needs to be a rotary-type pool for the dynamic destination translation to
make any sense (rotary pool usageis not covered in this section).

m  Thefirst form of theip nat outside sour ce command enables dynamic translation. Packets
from addresses that match those on the simple access list are translated using local
addresses allocated from the named pool. The second form (static) of the command sets up
asingle static tranglation.
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PIX NAT Commands Overview

pix(config) #

Cisco.com

static [(internal if name, external if name)] global ip local ip
[netmask network mask] [max conns [em limit]] [norandomseq]

- Create a permanent mapping between local IP address to a
global IP address

nat [(if name)] nat id local ip [netmask [max conns [em limit]]]
[norandomseq]

nat [(if name)] id address [netmask [outside]l [dns] [norandomseq]
[timeout hh:mm:ss] [conn limit [em limit]]]

» Enable address translation for one or more internal addresses

global [(if name)] nat id global ipl-global ipl] I[netmask
global maskl]

» Define a pool of global addresses

ms, Inc. All rights reservec

Fundamental PIX NAT Commands

The static Command

The static command creates a permanent mapping between alocal 1P addresslocal_ip and a
global IP address global_ip:

Theinternal _if_nameistheinside (higher security level) network interface name.

Theexternal_if_nameis the outside (lower security level) network interface name.

The network_mask pertains to both global_ip and local_ip. For host addresses, use
255.255.255.255, except when subnetting isin effect; for example, 255.255.255.128. For
network addresses, use the appropriate class mask; for example, for Class A networks, use

255.0.0.0.

The max_conns value denotes the maximum number of connections permitted through the

static at the sametime.

The value em_limit defines the so-called “embryonic connection limit”. An embryonic

connection is one that has started but not yet completed. Set this limit to prevent attack by a

flood of embryonic connections. The default is 0, which means unlimited connections.

The norandomseq statement disallows randomizing the TCP/IP packet’ s sequence
number. Only use this option if another inline firewall is also randomizing sequence
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numbers and the result is scrambling the data. Use of this option opens a security holein
the PIX Firewall.

Note Use static NAT to make inside hosts appear on the global network with a fixed address (use

with servers accepting inbound connections).

The nat Command
The nat command enables NAT for one or more inside addresses:

Theif_name defines the inside network interface name.

Specify 0 for the nat_id to indicate that no address trandlation be used with local_ip. All
nat command statements with the same nat_id are in the same nat group. Usethe nat_id in
the global command statement to bind a global address pool to this nat group, allowing
dynamic NAT. Thenat_id is an arbitrary positive number between 0 and two billion.

Thelocal_ip address specifies the inside network | P address to be translated. Use 0.0.0.0 to
alow al hosts to start outbound connections. The 0.0.0.0 local _ip can be abbreviated as 0.

The netmask value defines a network mask for local_ip. Use 0.0.0.0 to allow all outbound
connections to translate with I1P addresses from the global pool.

The max_conns value specifies the number pf maximum TCP connections permitted from
the interface specified.

The em_limit again sets the embryonic connection limit. The default is O, which means
unlimited connections. Set it lower for slower systems, higher for faster systems.

The norandomseq again disallows randomization of the TCP packet’ s sequence number.

Note Starting with PI1X version 6.2 outside NAT can be configured using the nat command

together with the outside designator. This enhancement allows the definition of the outside
global addresses to be translated to outside local addresses. The pool of outside local
addresses can be defined using the global command applied on an inside interface.
Additionally, the keyword dns has been introduced to the nat command to enable DNS
interception.

The global Command
The global command defines a pool of global addresses bound to an outside interface if_nam:

Thenat_id is a positive number shared with the nat command that groups the nat and
global command statements together. The valid ID numbers can be any positive number up
t0 2,147,483,647.
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m  Theglobal_ip value defines one or more global I1P addresses that the PIX Firewall shares
among its connections. To specify a range of 1P addresses, separate the addresses with a
dash (-). To create a PAT global command statement, specify a single IP address. One PAT

global command statement per interfaceis available. A PAT can support up to 65,535 xlate
objects.

m  Thereserved word netmask prefaces the network global _mask variable, which setsa
network mask for global_ip.

Note A “translation slot” (xlate slot) is a PIX/OS data structure used to describe active
translations. A “connection slot” is a PIX/OS data structure used to describe an active
connection. The “translation table” (xlate table) stores all active translation and connection
slot objects. With the PIX, translation rules are always configured between pairs of
interfaces. When a packet enters the PIX, the PIX determines the incoming and outgoing
interface and translates the packet according to the translation rules between those
interfaces. If a packet does not match a translation slot in the xlate table it cannot be
switched across the PIX. If there is no translation slot the PIX will try to create a translation
slot from its translation rules. If it fails to do so, the packet will be dropped.
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Example—Static vs. Dynamic NAT

Cisco.com
PIX Static NAT:

nameif ethernet0 outside security0

I0S Static NAT:

ip nat inside source static 10.1.1.1

193.9.9.1 nameif ethernetl inside securityl00
interface ethernet 0 ip address outside 193.9.9.254 255.255.255.0
ip address 10.1.1.99 255.0.0.0 ip address inside 10.1.1.99 255.255.255.0
ip nat inside static (inside,outside) 193.9.9.1 10.1.1.1

interface serial 0
ip address 193.9.9.254 255.255.255.0

ip nat outside .@, Inside Outside
—
I0S Dynamic NAT: !,
—
ip nat pool mynatconf 193.9.9.1 10.1.1.2
193.9.9.253 netmask 255.255.255.0 o
ip nat inside source list 1 pool mynatconf E g
! — =] §
— 10.1.1.4 4
10.1.1.3 ]

interface ethernet 0
ip address 10.1.1.99 255.0.0.0

PIX Dynamic NAT:

! nameif ethernet0 outside security0

ip nat inside

interface serial 0 nameif ethernetl inside securityl00
ip address 193.9.9.254 255.255.255.0 ip address outside 193.9.9.254 255.255.255.0
ip nat outside ip address inside 10.1.1.99 255.255.255.0

! nat (inside) 1 0 0

access-list 1 permit 10.0.0.0 .
0.255.255.255 global (outside) 1 193.9.9.1-193.9.9.253

nc. All rights reservec

Example Description

The pictureillustrates an example of how to use the PIX/NAT commands. The hosts on the
inside network are numbered with a 10.1.1/24 prefix. Any packets to the outside world should
be trandated to the inside global prefix 193.9.9/24. Both a static and a dynamic configuration
example are given for both Cisco 10S routers and Cisco PIX Firewalls.

Thenat (inside) 1 0 0 permits all inside users to start outbound connections using the translated

I P addresses from a global pool. Sometimesiit is desirable to disable NAT for certain hosts and
have all the |P addresses stay the same when traversing the PIX. Configure this option with the

use of anat_id of zero.

Note Where address specification is needed, the PIX/OS parser generally treats 0 as 0.0.0.0.

When configuring a NAT address pool, the subnet mask is used to sanity-check the addresses
allocated from the pool. Thisway, NAT will not, for example, allocate the subnet broadcast
address. The subnet mask must match the size of the subnet into which you are tranglating.

Xlate Timeout

How long does a dynamically created translation slot remain active? If thereis no traffic over
this dot for a predefined idle-timeout period, the xlate slot is removed and the global addressis
returned to the pool. By default, the idle-timeout period is set to 24 hours, but can be
configured using this command:

timeout xlate hh:mm:ss
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Note
N T Cisco.com

Use (extended) access lists to define which
IP addresses should be translated:

* This way, some users can be excluded from NAT

* Multiple outside NAT tables can be configured
using route-maps

Using HSRP to provide redundant links to
an ISP will cause session breakdowns:

« Redundant router does not know the actual
translation table

Translation Rules

To definethe ‘rules’ for which IP device(s) gets translated use Access Lists, Extended Access
Lists, and Route Maps.

Note Specify the network address and appropriate subnet mask instead of using the keyword
“any” in place of the network address and subnet mask. This approach is highly
recommended.
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PAT

T T

Cisco.com

Common problem:
* Many hosts inside

* But only one or a few inside-global addresses
available

Solution:
« Many-to-one Translation

* Also known as “Overloading Inside Global
Addresses”

* Also known as “PAT”
* Also known as “NAPT” (RFC)

Savior of the Internet Address Space

Traditional NAT limits the number of connections according to the number of assigned global
addresses. Except for the early days of the Internet, most Intranet traffic is destined for outside
destinations. Because of thisa NAT solution must prevent blocking situations in case the
number of hosts that want to establish a connection outside is greater than the number of
assigned global addresses. This is achieved by a many-to-one translation.

Definition

A many-to-one trandation is accomplished by identifying each traffic according to the source
port numbers. This method is commonly known as “address overloading” or PAT. The Internet

Engineering Task Force (IETF) documents also use the abbreviation NAPT. In the Linux world
thisis known as “1P masquerading”.

Note This lesson only uses the term PAT to describe a many-to-one address translation.
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Example—PAT Traffic Flow
Cisco.com
SA | 10.1.1.1:1034 SA | 173.3.8.1:1034 |
10.1.1.1 % =
i 6.12.9
¢==p—[SA [101.1.2:2138 SA | 173.3.8.1:2138
10.4.1.2
I DA | 10.1.1.1:1034 DA | 173.3.8.1:1034
FA— h
10.1.1.1 % - l
DA [ 10.1.1.2:2138 DA | 173.3.8.1:2138 -12-9§
10112 i
Prot. Inside Local Inside Global Outside Local Outside Global
TCP | 10.1.1.1:1034 | 173.3.8.1:1034 | 65.38.12.9:80 | 65.38.12.9:80
TCP | 10.1.1.2:2138 |173.3.8.1:2138 | 65.38.12.9:80 | 65.38.12.9:80
Extended Translation Table
PAT Mechanism

Traffic originating at different local hosts, but trandated to the same inside global address, is
differentiated using the source port number.

In the example both inside hosts (10.1.1.1 and 10.1.1.2) connect to the same outside server
(65.38.12.9). Both connections appear on the outside asiif they originated at the same source
address (173.3.8.1), however, the port numbers (1034 and 2138) separate the sockets from each
other.

The TCP and UDP port number range allows up to 65,536 number per |P address. This number
is the upper limit for simultaneous transmissions per inside-global 1P address.

If the port numbers run out, PAT moves to the next |P address and tries to allocate the original
source port again. This continues until all available ports and IP addresses are utilized.
Eventually, the PAT device runs out of IP addresses. An Internet Control M essage Protocol
(ICMP) “Host Unreachable message” is sent and the packets are dropped.

Port Number Assignment Strategy

PAT divides the available ports per global IP Addressinto 3 ranges: 0 — 511, 512 — 1023, and
1024 — 65535. Cisco 10S and PIX/OS will attempt to assign the same port value of the original
request. However, if the original source port has already been used it will start scanning from
the beginning of the particular port range to find the first available port and assign it to the
conversation.

Copyright © 2003, Cisco Systems, Inc.
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Example—PAT Configuration
T Cisco com

IOS PAT Configuration

ip nat pool mypool 173.3.8.1 173.3.8.5 netmask 255.255.255.0

ip nat inside source list 1 pool mypool overload
interface ethernet 0
ip address 10.1.1.99 255.0.0.0
ip nat inside
interface serial 0
ip address 173.3.8.9 255.255.255.0
ip nat outside
access-list 1 permit 10.0.0.0 0.255.255.255

PIX PAT Configuration

nameif serial0 outside security0

nameif ethernet0 inside securityl00

ip address outside 173.3.8.9 255.255.255.0
ip address inside 10.1.1.99 255.255.255.0
nat (inside) 1 0 0

global (outside) 1 173.3.8.1

ms, Inc. All rights reservec

PAT Configuration Guidelines

Configuring PAT on an |OS device includes three important steps:
Step 1 Create a NAT pool of one or more addresses using the ip nat pool command.

Step 2 Specify network address tranglation for inside local addresses using the ip nat inside
sour ce command. After specifying the address pool (defined in step 1), usethe
keyword overload to enable PAT.

Step 3 Define inside and outside interfaces as usual when configuring NAT.

Configuring PAT on a PIX Firewall is very similar to configuring a traditional NAT. The only
differenceis to specify only one global address with the global command, instead of an address
pool. There are three steps:

Step 1 Define the inside and outside interfaces as usual when configuring NAT
Step 2 Enable NAT using the nat command, hereby specifying the inside interface

Step 3 Specify a single | P address with the global command applied on the outside
interface to enable PAT

Dynamic NAT is performed if a global command uses arange of |P addresses. PAT is
performed if a global command only specifies a single |P address. The example represents a
typical, and recommended, configuration solution. Thefirst global command specifies a limited
IP range and a second global command is used for backup purposes. This allows PAT to handle
additional outbound connections.
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Note
T T Cisco.com

» Cisco PAT will attempt to assign the same port
value of the original request:

—If the original source portis already in use, the
next free port value will be assigned

* The upper limit of sessions per IP address is
limited by the 16-bit port number:

—Maximum 65,535 identifiers
* Translation entries age out:
—Default timeouts depend on protocol:
* TCP: 24 hours
* DNS: 1 minute

ms, Inc. All rights reservec

Facts

Different vendors of PAT solutions have implemented different port assignment strategies. The
Cisco PAT strategy is to keep the same port value during translation where possible. When N
inside hosts use the same source port numbers the PAT-routers will increase N-1 of these
identical source port numbers to the next free values.

The 16-bit port number used in the TCP or UDP header limits the maximum number of
sessions per |P address. Therefore, each IP address can handle up to 65,535 sessions. The
maximum number of configurable NAT IP poolsis actually only limited by DRAM size
available.

PAT Timeouts

The dynamic trandation table (or trand ation matrix) ages out after sometime. The default
timeouts are:

m  Non-DNS UDP—5 minutes
m DNS—1 minute
m TCP—24 hours

m TCPRST/FIN—1 minute
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To change these timeouts use the ip nat translation [keyword] command, where the keyword
can be one of the following, according to the timeout types listed above:

m  udp-timeout
m  dns-timeout
m  tcp-timeout

m finrst-timeout

The timeout period is 24 hours per default if overloading is not configured.
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* Inspect

* Routing

* Inspect

* Encryption

Order of Operation
T Cisca.com

Inside-to-Outside:

» If IPSec is used then check input
ACL, Decryption

» Check input access list
* Check input rate limits
* Input accounting

» Policy routing

* Redirect to web cache

* NAT inside to outside (local to
global translation)

» Crypto (check map and mark for
encryption)

» Check output access list

* TCP intercept

003, Cisco Systems, Inc. All rights reserved

Outside-to-Inside:

If IPSec is used then check input
ACL, Decryption

Check input access list
Check input rate limits
Input accounting
Inspect

NAT outside to inside (global to
local translation)

Policy routing
Routing
Redirect to web cache

Crypto (check map and mark for
encryption)

Check output access list
Inspect

TCP intercept
Encryption

NAT and Routing

When a packet is traversing inside to outside, a NAT router checks its routing table for aroute
to the outside address before it continues to translate the packet. It is therefore important that
the NAT router has avalid route to the outside network. The route to the destination network

must be known through an interface that is defined as “NAT outside’ in the router

configuration.

It isimportant to note that the return packets are translated before they are routed. Therefore,

the NAT router must also have a valid route for theinside local addressin its routing table.
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Features of NAT
T T T T Cisco.com

« Combined with Cisco 10S and PIX firewalling
features, the security features of NAT are
significantly enhanced:

—Packet filtering (stateful)

—Interface assigned security levels
* Supported switching methods:

—Cisco Express Forwarding (CEF)

—Fast-switching

—Process switching

Adding Value

NAT becomes more powerful when combined with modern packet filtering and security
enhancements as implemented in Cisco |OS and PIX Firewalls. Of course, additional
functionality increases complexity and an administrator must be aware of side effects and order

of operation.

Note An inside-to-outside translation occurs after routing—that is, translation is not performed if
there no valid route is found. Similarly, an outside-to-inside translation occurs before
routing—that is, any output access lists are checked afterwards.

Maximum Performance

Obviously, NAT decreases the performance of routers because it requires a large amount of
additional processing power. The Cisco implementation of NAT is designed for maximum
performance, thus packets are still switched using either Cisco Express Forwarding (CEF) or
fast switching—process switching is also supported.
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Limitations of NAT
(TN ST e—

Natural NAT limitations:

* NAT is resource intensive:
— Wire-speed packet examination and manipulation
— Many state variables to maintain

« Difficult to support every L7-protocol

For most applications, degradation of performance due to
NAT should be negligible:

» For performance evaluations consider:
— Type and amount of traffic
— Number of payload inspections
— Number of translation slots established per time interval
— Platform and processor
— Additional services configured on the device

ms, Inc. All rights reservec

Natural Limits

Of course, there are natural NAT limitations, created by the amount and type of traffic. Many
Layer-7 (L7) protocols transport address information, therefore NAT must also examine packet
payloads and apply some manipulations to them. This means that some state variables have to
be stored for each session.

The NAT session limit is bounded by the amount of available DRAM. Each NAT translation
consumes about 160 bytes of DRAM. As aresult, 10,000 trandations would consume
approximately 1.6 MB. A typical routing platform or a PIX have more than enough memory to
support thousands of NAT trandlations.
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Proxies
T ER e

* Proxies represent their inside hosts to the
outside world

» Sessions from inside to outside are terminated
and reestablished:

—Only address and port number of the proxy is
seen outside

« Sessions to multiple hosts are multiplexed via
port numbers =» similar to PAT

ms, Inc. All rights reservec

Definition

Another term frequently used for perimeter devicesis “proxy”. Theterm proxy simply means
“instead of”. In this context, a device that has been configured as proxy terminates session
originated on the inside and reestablishes them on the outside—on behalf of theinside hosts.
Sessions to multiple hosts are multiplexed via port numbers, very similar to PAT. However,
unlike PAT, the sessions are terminated inside the proxy. That is, a proxy must be aware of
TCP sequence and acknowledgement numbering. It must also maintain the TCP-associated
timers, buffers, and algorithms.

Although thisis an artificial separation, it increases security because only the address
information (1P address and port number) of the proxy is seen outside. Additionally, invalid
packets can never reach the inside hosts because each inbound packet is terminated and
recreated by the proxy. If an attacker creates dangerous packets (for example ping-of-death)
they would only affect the proxy. For this reason, design proxies for maximum stability.
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Practice
Ql) Setthefollowing actions for an inside-to-outside packet flow in the correct order:
A) NAT
B) check output ACL
C) routing
D) policy routing
E) check input ACL

F) I PSec protection
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NAT Protocol Compatibility

NAT Protocol Compatibility

T T

Cisco.com

Some protocols above the IP layer carry IP
addresses and port numbers:

« Examination of IP payload necessary (!)
ASCII coded payload:
* Translation changes packet length (!)

* Requires mapping of TCP sequence numbers
and acknowledgement numbers (!)

* Requires checksum recalculation
Encrypted payload:
* No NAT possible

Objective

This section will enable the learner to explain problems of compatibility between NAT and
network applications.

Introduction

Many application layer protocols carry address information. Therefore, NAT must also be
applied to the packets' payload. This section examines several of the important application
protocols with regard to their NAT qualification.

Payload Translation Challenge

Trandating addresses carried by application protocols is more challenging than it appears, for
the following reasons:

m  Application protocols typically use a string-based segmentation, rather than byte-fixed
fields. Therefore, IP addresses inside a payload are found in unpredictabl e positions.

m Internet application protocols typically usethe ASCII code as the primitive presentation
layer. As aresult, the length of the address information might change when a translation is
performed. In addition, the checksum, the TCP/UDP length field, and even more difficult,
the TCP sequence and acknowledgement numbers must be adjusted—for each packet!
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For all supported application protocals, Cisco NAT performs “ stateful inspection” and
maintains data structures for each session, where additional translation information is stored.
For example, pointers to address fields and deltas for sequence numbering.

Note NAT cannot support applications that use encrypted payloads.

More and more new application protocols are appearing on the market, and in the Internet.
NAT must therefore be updated frequently, or users inside the private network will be unable to
use new applications.
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NAT and DNS

N T Cisco.com

In special situations, NAT must translate
addresses in A and PTR resource records of
DNS replies:

* Necessary with overlapping networks and
external DNS server

* Necessary with internal DNS server and external
requests

DNS replies are manipulated per default:
« Can be turned off

Facts

The Domain Name System (DNS) protocol is perhaps the most important example of an L7
protocol that NAT hasto intercept. Because DNS resolves hosthames into addresses, there are
many situations where simple NAT might confuse the communication. Such examplesinclude
overlapping network addresses inside and outside, and scenarios with an internal DNS server
that responses to external requests.

Cisco |0S and PIX Firewall NAT implementations translate the address(es) that appear in DNS
responses to hame lookups (A queries) and inverse lookups (PTR queries). Thus, if an outside
host sends a name-lookup to a DNS server on the inside, and that server responds with a local
address, the NAT code trandates that local address to a global address. The oppositeis also
true, and is how I P addresses overlapping is supported: an inside host queries an outside DNS
server, the response contains an address that matches the access list specified on the “ outside
source’ command, so the code translates the outside global address to an outside local address.

All DNS resource records (RRS) that receive address translations in RR payloads are
automatically set time-to-live (TTL) valuesto zero.

Note NAT is not applied on IP addresses embedded in DNS zone transfers.
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NAT and FTP
N T Cisco.com

FTP control-session negotiates port
numbers:

* PORT and PASV parameters must be processed
by NAT router when doing overloading (ASCII
coded!)

Configure non-standard FTP port numbers

router (config-router) #

|ip nat service |

Facts

FTP peers often negotiate port numbers to be used for the data TCP session. This causes
problems for NAT.

FTP PORT and PASV parameters carry the | P addresses and port numbers. Unfortunately, this
causes a problem because the addresses are in human readable ASCI| format—the address
lengthis variable! This affects the TCP segment length, and the sequence and
acknowledgement numbers. Therefore, for the duration of the connection these parameters
must be transformed.
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NAT and ICMP
N T Cisco.com

Many ICMP payloads contain IP headers:
* NAT translates both addresses and checksum

PING:

* Echo request & Echo are matched by ICMP-identifier
* Used by NAT instead of port numbers (overloading)
* If fragmented, only fragment O contains this identifier
* NAT tracks IP identifier for additional fragments

ms, Inc. All rights reservec

Facts

PAT requires some type of identifier in order to distribute incoming packets to the
corresponding inside hosts. Because the Internet Control Message Protocol (ICMP) is carried
directly within IP, NAT cannot utilize port numbers, so the ICMP identifier is used instead.
Thisis only important for query messages such as PING, which uses echo request and echo
ICMP messages. Both ICM P message types contain a 16-bit identifier field and a 16-bit
sequence number field (according to RFC 792 both are only optional, but they are commonly

used).

Note Only fragment O creates the translation entry. If a fragment N with N>0 arrives first at the
router, it is dropped.
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NAT-Unfriendly Protocols

T Cisco.com
H.323:
« TCP/UDP session bundles, ASN.1 encoded IP addresses
in payload

NetBIOS over TCP/IP (NBT):
» Packet header information at inconsistent offsets
SNMP:

* Dynamic NAT makes it impossible to track hosts (traps)
over longer periods of time

* SNMP traffic depends on the particular MIB used and is
not self-describing

Authenticated BGP and IPSec AH:
» Authentication fails if headers are manipulated

Demanding Protocols

Several application layer protocols, for example, Simple Network Management Protocol
(SNMP) and H.323, hide address information by using ASN.1 as a presentation layer. In
addition, depending on the number of Management Information Bases (MIBs), there may be a
large number of different SNMP messages. Thereis no single format for SNMP requests, so
responses are processed in a general fashion.

SNMP trap messages are always inbound UDP packets and occur at unpredictable times.
Sometimes these intervals aretoo large for a NAT/PAT deviceto track. NetBIOS over TCP/IP
(NBT) transports packet header information at inconsistent offsets. These protocols are
demanding for NAT and require excessive processing resources. Many vendors do not even
support these protocols together with NAT.

Authentication and Encryption

Obvioudly, protocols that authenticate the IP header fail with NAT, and NAT cannot deal with
encrypted payloads—otherwise the authentication and encryption algorithms would be too
wesak to trust. Examples of such authenticated protocols include BGP with authentication, and
IPSecin AH mode.
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Encrypted Payload
T TTTATATAN Cisco.com

Encrypted L3 payload must not contain
address/port information:

* NAT cannot translate the embedded IP addresses
NAT-Friendly encrypted applications:

» Secure Socket Layer (SSL)

» Secure Shell (SSH)

Problems with:

* FTP over SSL/SSH, any NAT-unfriendly application inside
transport mode IPSec, etc.

Encryption of the Address Information
NAT cannot tranglate payload address information if the payload is encrypted.

Secure Socket Layer (SSL) and Secure Shell (SSH) are implemented as encrypted TCP
payload, but the TCP header is not encrypted. Thus, NAT can handle SSL and SSH without
problems.

However, problems may occur with Kerberos, X-Windows, Session Initiation Protocol (SIP),
remote shell (RSH), and other NAT-sensitive protocols.
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NAT and IPSec
T TTTTTTTTTTTTITTTITTTT T Cisco.com

Calculation of Authentication Header (AH) hash includes the
whole IP header:

* NAT breaks packet authentication/integrity

Encapsulation Security Payload (ESP):

* Transport mode: Outer IP header is not protected, but
encrypted payload might break NAT with NAT- unfriendly
applications

* Tunnel mode: Outer IP header is not protected, addressing is
hidden inside tunnel—no problems with NAT

IP Header ULlAlel
NAT Header

} b !

IP Header ESP IP Header TCP/UDP
Header Header

Optionally encrypted

payload

ESP ESP
Trailer Auth

payload

ESPin
Authenticated .| Tunnel Mode

5
g
i

NAT and IPSec

I PSec supports two types of headers: the authentication header (AH) and the Encapsul ated
Security Payload (ESP) header. AH only supports authentication, ESP supports authentication
and, optionally, encryption. Both the AH and the ESP support transport mode and tunnel mode.

Using NAT in the path of an AH-protected packet will break IPSec, because the AH
encapsulation (transport or tunnel mode) uses the whole | P packet as an input to calculate the
authentication hash. This causes the authentication check to fail due to hash mismatches when
NAT is used.

Using NAT in the path of an ESP-protected packet can generally work with the following
caveats

m  The ESP encapsulation always excludes the outer |P header for the authentication hash
calculation. Therefore, NAT can change the addresses in the outer header (the original IP
header in transport mode, the tunnel header in tunnel mode) without breaking 1PSec
authentication. If tunnel mode is used, the only addresses of |PSec peers aretrandated —
such a setup should always work.

m |f ESPtransport mode is used, NAT unfriendly applications will embed | P addresses on the
application layer, and the NAT device will have no insight into the application stream, as
all payloads are encrypted. Therefore, NAT-unfriendly applications will break when
protected inside the ESP transport mode encapsulation.

Therefore, the simplest and best solution is to use ESP tunnel mode, if NAT needsto be
performed somewhere in the packet path. Because the outer |P header is neither encrypted not
authenticated, the use of NAT causes no problems.
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NAT and IKE

The Internet Key Exchange (IKE) protocol is a simple UDP session with a source and
destination port of 500. It is NAT friendly, and works over classic one-to-one NAT translation
with no problems.

If pre-shared keys are used for authentication, the keys must be based on the global, not the
local address of the peer behind the NAT device.
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Implement NAT “Outside” IPSec
Cisco.com
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NAT IPSec IPSec

Not Recommended:
O Joge =L
IP-S.ec NAT IPSec

Guidelines

NAT isusually used to translate packets, which are tunneled inside an IPSec connection. The
simplest method for NAT to work inside an IPSec VPN is to terminate |PSec before initiating
NAT. The general recommendations are:

m  Either:

— Enable NAT and IPSec upon the same gateway, then the operating system (10S or
PIX/OS) will take care for a proper order of processing the packets

— Peform NAT “outside’ the IPSec tunnel on a dedicated device, so that the incoming
IPSec tunnel is terminated before packets are address-translated

If translation of the tunnel (1PSec) packets isrequired, NAT can be performed in the packet
path on ESP tunnel mode packets, taking into account the aforementioned limitations.
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PAT and IPSec
T TTTTTTTTTTTTITTTITTTT T Cisco.com

PAT breaks IPSec, as IPSec has no ports to
translate and keep track of

The solution is to use a proprietary
encapsulation of IPSec
« UDP encapsulation (port 10000)

* TCP encapsulation of IPSec makes VPN packets
look like a HTTP stream

* IKE is encapsulated as well

PAT and IPSec

PAT performs many-to-one tranglation for arange of internal 1P addresses. PAT is generally
supported with most TCP and UDP applications automatically, and ICMP requires some
special handling.

Using IPSec over a PAT device will break the tunnel, as the PAT device has no algorithm to
associate an incoming 1PSec packet to the single global address with aninside VPN peer (there
are no “ports’ to remember with an IPSec connection). For that reason, Cisco has devel oped
two proprietary solutions, which enable an IPSec tunnel to be established over PAT devices

m  Encapsulation of 1PSec packets inside UDP, where the entire IPSec packet is additionally
encapsulated with an UDP header, with the destination port of 10000. Such a session now
looks like a plain UDP session to the PAT device, and can be bi-directionally routed over
it.

m  Encapsulation of IPSec packets inside TCP, where the entire |PSec packet is additionally
encapsulated with an TCP header, with the destination port of 80. Such a session now looks
likeaplain HTTP session to the PAT device, and can be bi-directionally routed over it.

With both encapsulations, the IKE protocol is encapsulated together with 1PSec packets inside
the same encapsulation session.

Any of the two encapsulations can be used to overcome difficulties with PAT. It must be noted,
that the TCP (HTTP) encapsulation currently is not a“correct” TCP session in terms of
sequence/acknowledgement numbers, and is dropped by any good stateful firewall, if one exists
in the packet path. Therefore, if the encapsulated |PSec session has to cross a PAT device AND
a stateful firewall, the UDP encapsulation is required.
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ThelETF is currently working to standardize the UDP encapsulation of 1PSec packets. More
information can be found in the published draft

m  UDP Encapsulation of 1PSec Packets, http://www.ietf.org/internet-drafts/draft-ietf-ipsec-
udp-encaps-03.txt.
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Supported Applications

Traffic types/applications supported:

Any TCP/UDP traffic that does not
carry source and/or destination IP
addresses in the application data

stream

HTTP

TFTP

Telnet

Archie

Finger

NTP

rlogin, rsh, rcp
NFS

Although the following traffic types

carry IP addresses in the application

data stream, they are supported by
Cisco IOS® NAT:

ICMP
SMTP

FTP (including PORT and PASV
commands)

-Rrogressive Networks’ RealAudio

Cisco.com

* NetBIOS over TCP/IP (Datagram,

Name, and Session Services)

* White Pines’ CuSeeMe

+ DNS"A" and "PTR" Queries

+ Xing Technologies’ StreamWorks
+ H.323/NetMeeting v.20 and v2.01

(4.3.2206)—12.0(1)/12.0(1)T

* VDOLive—11.3(4)/11.3(4)T
* Vxtreme—11.3(4)/11.3(4)T

IP Multicast—12.0(1)T—Source
Translation Only

Traffic types/applications not
supported:

- BOOTP

+ Talk, Ntalk

* NetShow

* Routing Table Updates
+ DNS Zone Transfers

* SNMP

« PeopleSoft, SAP

+ Oracle SQL, SQL*Net

* BAAN

Thefollowingisalist of protocols supported by Cisco's NAT implementation:

Although the following traffic types carry | P addresses in the application data stream, they are
supported by Cisco’'s NAT implementation:

Any TCP/UDRP traffic that does not carry source and/or destination IP addresses in the

application data stream

HTTP

TFTP

Tenet

Archie

Finger

NTP

rlogin, rsh, rcp

NFS

ICMP

m SMTP
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m  FTP (including PORT and PASV commands)Progressive Networks' Real AudioNetBIOS
over TCP/IP (Datagram, Name, and Session Services)White Pines CuSeeMe

m DNS“A” and “PTR” Queries

m  Xing Technologies' StreamWorks

m  H.323/NetMeeting v.20 and v2.01 (4.3.2206)—12.0(1)/12.0(1)T
m  VDOLive—11.3(4)/11.3(4)T

m  Vxtreme—11.3(4)/11.3(4)T

m  |P Multicast—12.0(1) T—Source Translation Only

Note that this list continues to grow, so network professionals who need to verify whether some
specific protocol, not mentioned in the list, is supported or not are strongly encouraged to
consult the Cisco web site.
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Practice

Q1)  Which secure protocols cause problems with NAT?
A) SSH
B) IPSec AH Transport Mode
Q) IPSec AH Tunnel Mode
D) IPSec ESP Transport Mode, no encryption
E) IPSec ESP Transport Mode, encryption
F) IPSec ESP Tunnel Mode, no encryption
G) IPSec ESP Tunnel Mode, encryption
H)  HTTPS

Q2)  Which of thefollowing NAT manipulations can be applied to DNS messages?
A) manipulation of “PTR” (address-to-host mapping) resource records
B) “A” (host-to-address mapping) resource records in zone transfers

Q) “A” (host-to-address mapping) resource records in DNS responses and
overlapping networks

D) “HINFO” resourcerecords in responses of an inside DNS server for external
request

E) DNS requests to external DNS servers and overlapping networks
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NAT Security Evaluation

NAT Security Evaluation
TN Cisca.com

Only translated hosts are visible:

* Inside-local addresses are hidden, as is the structure of
the inside network

* The main additional security measure is minimizing
exposure of internal systems through dynamic
translation

* PAT enhances security, as reverse connections are
generally not possible even if misconfigured

Addresses might leak out in other messages
* Email headers
* SNMP messages

Objective

This section will enable the learner to explain how NAT influences the security of a perimeter
security system.

Introduction

NAT/PAT hides inside addresses and the subnet structure. NAT is therefore often regarded asa
“first-level” security measure: only translated hosts are visible to the outside. However, NAT
aloneis atoo weak security measure. This section investigates how NAT qualifies as building
stonein typical security concepts.

How NAT/PAT Enhance Security

Most peopleregard NAT a security measure simply because it hides the internal addresses of
hosts behind a NAT device. As assignment of global addressesis usually not related to the
actual network structure behind the network device (i.e. al inside hosts use the same global
pool), NAT also hides the structure of the internal network. Both measures can be put in the
“security through obscurity” class of security measures, as they simply try to withhold
information from the attacker.

A more important security feature of NAT is the minimization of exposure, if dynamic NAT is
used. With dynamic NAT, an inside system leases a global address of the pool on-demand, and
returnsit after anidle period. Therefore (depending on the NAT device implementation), the
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Practice

internal system is only visible on the external network when it needs to talk to it, and remains
hidden behind the NAT devicetherest of time.

PAT, on the other hand, provides additional security by essentially being a one-way connection
engine. Outbound connections through a PAT device are all multiplexed over asingle global 1P
address. If anew inbound connection is made to that exposed I P address, the PAT device does
not know, to which inside host to forward the connection. Even if access rules permit such
connections by mistake, PAT by design cannot support such connections without specific
“static PAT port forwarding” rules and therefore provides an additional layer of security
(defensein depth).

Even though NAT and PAT are used, some addressing information might still leak out of the
inside network. Addresses embedded in email messages (the list of servers a message has
passed through), or inside SNMP, are often not translated and might reveal internal addressing
information and network structure to an attacker.

Q1)  What isthe main security benefit when using NAT on the network perimeter? (Choose
one.)

A) hiding of internal host addresses

B) hiding of internal network addresses

C) minimizing exposure of internal hosts through dynamic NAT
D) simplification of routing

E) minimizing exposure of internal hosts through static NAT
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Summary

This section summarizes the key points discussed in this lesson.

Summary
S T T Cisco.com

This lesson presented these key points:
* Today, NAT is often deployed at network perimeters
* NAT can be considered as a first-level security measure

* Many high-level protocols must be intercepted—difficult
for vendors to keep up with development

* Using NAT with IPSec requires careful examination of
requirements and careful implementation

ems, Inc. All rights reserved

Next Steps

After completing this lesson, go to:

m  Design Using a NAT/PAT Solution lesson
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Quiz: NAT Overview

Complete the quiz to assess what you have learned in this lesson.

Objectives

This quiz tests your knowledge on how to:

m |dentify and compare NAT technologies

m  Sdect an appropriate NAT technology for an organization’s requirements

Instructions
Answer these questions:

1. Which protocols are generally problematic with NAT?
2. Which protocols are generally problematic with PAT?
3. How does NAT impact packet |PSec authentication and integrity?

4. How does IPSec encryption impact NAT?

Scoring

Y ou have successfully completed the quiz for this lesson when you earn a score of 80 percent
or better.
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Design Using aNAT/PAT
Solution

Overview

Introduction

This lesson describes how to configure bidirectional Network Address Translation (NAT)
Situations that often occur in private enterprise networks. Thelesson initially analyzes
scenarios, such as overlapping network address spaces and multihoming, where bidirectional
NAT isrequired in order to maintain connectivity. After providing Cisco 10S and PIX/OS
configuration guidelines and examples, the lesson closes with some in-depth considerations
about multihoming.

Importance

Designing bidirectional NAT is critical for many enterprise-1SP connections. Address
tranglation “both ways’ requires an understanding of perimeter policies, security demands,
DNS interception, and routing principles. This lesson provides the necessary facts and
guidelines to configure bidirectional NAT tailored to an organization’s requirement.

Lesson Objective

The lesson will enable the learner to design advanced NAT solutions for some common
enterprise connectivity scenarios.



Learner Skills and Knowledge

To fully benefit from this lesson, you must have these prerequisite skills and knowledge:

m A solid understanding of basic NAT
m A solid understanding of the Domain Name System (DNS)

m  Fundamental knowledge about Internet (BGP) routing

Outline

Outline
T ER e

This lesson includes these sections:
* Bidirectional NAT

» Configuring Bidirectional NAT Using Cisco I0S
Software

« Configuring Bidirectional NAT Using Cisco
Secure PIX Firewall

* Multihoming
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Bidirectional NAT

Bidirectional NAT

T T

Cisco.com

Many configurations also require a
translation of outside addresses:

* Overlapping networks
e Multihomed networks

Typically, addresses in DNS responses
must be translated accordingly

Objective

This section will enable the learner to explain the concept of bidirectional NAT and choose it in
appropriate design situations.

Introduction

Although typical NAT applications only include an inside-to-outside translation of addresses,
several very important scenarios also require an outside-to-inside translation. Other typical
situations, excluding security reasons, where bi-directional NAT is absolutely necessary, are

overlapping networks and multihomed networks. These situations are described in more detail
later in this lesson.

Nearly al bidirectional NAT scenarios require an interception of DNS responses because either
aresponse of an outside DNS server contains an inside-invalid |P address, or the DNS server is
inside but questioned from outside.
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Overlapping Networks
T Cisco com

How do overlapping networks occur?

* Merging of companies that use same internal
network numbering

« Companies using non-RFC 1918 addresses,
introduce NAT but make no inside renumbering

Problems (without bi-directional NAT):
» Packets cannot be routed outside
* DNS messages carry misleading addresses

Reasons for Overlapping

Consider two companies merging with each other who both use the same RFC 1918 addresses
for their internal network numbering. If they are connected via tunnels only a bidirectional
NAT setup at the perimeter will assure that their routing will still work. If they utilize an inside
DNS, instead of tunnels, a bidirectional NAT configuration might be necessary to avoid
confusion by DNS responses containing local |P addresses.

Overlapping network address space also occurs when large companies introduce NAT and
return their sizeable registered I P address block to the Internet community, without changing to
a RFC 1918 address strategy. By not changing to a RFC 1918 address strategy, the network of
the company returning the | P address block may not be able to communicate with the network
that is now assigned the returned addresses.

Routing Ambiguity

Because some packets may have identical source and destination addresses, traffic between
overlapping networks cannot be routed correctly without a clean bidirectional NAT
configuration. DNS responses may also relate to addresses existing on the other side of a NAT
router and again be told that the address is not reachable. This ambiguity is a connectivity
problem that can only be solved with bidirectional NAT, including DNS interception.
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Overlapping Networks—Example

| Cisco.com

Traditional NAT: For packets
to any outside network
other than 9.3.1.0

DA = x.X.X.X -
9.3.1.2

193.9.9. M—
= Global 9.0.0.0
- bl network

Bidirectional NAT:
is changed to an outside local
address

Packet came from
global 9.0.0.0 network

Local 8.0.0.0
network

ESAP10GR_208.

Outside NAT is necessary, otherwise packets to
the outside network 9.3.1.0 cannot be routed

ms, Inc. All rights reservec

Example

In the simple exampleillustrated, the |eft-hand network has used a class A network 9.0.0.0 for
several years and now wants to return the address space to the Internet.

The left-hand network now presents itself to the outside world through NAT and the class A
range they have returned will be used by other customers. Incoming packets therefore may have
the same source addresses still used by the network’ s inside devices. Thus, the owner of the
left-hand network should renumber their hosts with RFC1918 private addresses.

However, the left-hand network may have a large number of hosts and may not be prepared to
renumber all devices at the sametime. In this case, the NAT device (PIX Firewall in the figure)
tranglates the incoming packet source addresses from the registered class A network 9.0.0.0
source addresses to RFC 1918 addresses (the 10.0.0.8 address in the example€). Thus, by
mapping to an outside-local source address, the return packets can be routed outside, as the
outside 9.0.0.0 network appears to be reachable through the firewall as a RFC 1918 address.

Definition

Bidirectional NAT is performed if outside NAT is added to the existing inside NAT
configuration.
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DNS Interception (1)

Cisco.com

’ DNS request for host “CompanyA”

| =

SA=5.1.2.3/ DA=195.44.33.11

Hidden 5.1.2.0/24
network

ms, Inc. All rights reservec

Global 5.1.2.0/24 5.1.2.10
network

/‘48 Server
195.44.33.11
\P

“CompanyA”

Example

DNS interception is a more difficult issue.

Because | P addresses of outside hosts are usually unknown to inside hosts, the network queries
an outside DNS server for name resolution. In the example, theinside host 5.1.2.3 (lft) wants
to connect to the outside host named “ CompanyA”, which also has the same | P address:

Step 1

The network sends a DNS request to the outside DNS server, 195.44.33.11.

2-2-6
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DNS Interception (2)

Cisco.com

DNS request for host “CompanyA”
SA=178.12.99.3/ DA=195.44.33.11

DNS Server
5.1.2.3
| e Z 195.44.33.11

“CompanyA”
5.1.2.10

nc. Al rights reservec

DPS 1.0—2-2-8

Step 2

The source address of the DNS request is translated to an inside global address as
usual.

Copyright © 2003, Cisco Systems, Inc.
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DNS Interception (3)

DNS reply: host :CompanyA is 5.1.2.10
SA=195.44.33.11 / DA=178.12.99.3

Cisco.com

—

=t
5.1.2.3

!OVERLAPPING ALERT!
I cannot tell out hosts that
“CompanyA” has IP address
5.1.2.10, because they would think
that CompanyA is inside and
woud try a direct delivery

ms, Inc. All rights reservec

|l
| %

/‘48 Server
195.44.33.11

“CompanyA”
5.1.2.10

Step 3 The DNS server performs an address resolution and sends a response message to the
address 178.12.99.3, advising that “CompanyA” has the address 5.1.2.10.

However, this IP address is supposed to be inside the left-hand network. The host will assume
that CompanyA islocal and try adirect ddivery, which will fail. In this situation the NAT
router must manipulate the Layer 7 DNS information and translate the global-outside addresses
to any other address not used inside the left-hand network. The safest plan is to choose a RFC

1918 address at this stage.
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DNS Interception (4)

DNS reply: host :CompanyA is 10.0.0.1
SA=195.44.33.11 / DA=5.1.2.3

5.1.2.3 9
A
()
[a)

Now my hosts must
ask me
where 10.0.0.1 is...

2003, Cisco Systems, Inc. All rights reserved

— /‘/
g

Cisco.com

NS Server
195.44.33.11

“CompanyA”
51.2.10

OPS 1.0—2-2-10

Step 4 Therouter examines every DNS reply to ensure that the resolved address is not also

used on theinside. If the router finds an overlapping address, it will translate the

address to an RFC 1918 address.

Note Always choose a RFC 1918 address for the outside local pool of addresses. Otherwise, you

would block connectivity to another part of the Internet, which you would choose as the

outside local pool.

Note Cisco I0S and PIX Firewall NAT are able to inspect and perform address translation on A

(Address) and PTR (Pointer) DNS Resource Records.

Copyright © 2003, Cisco Systems, Inc.
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DNS Interception (5)

Cisco.com
Message for host “CompanyA”
- SA=5.1.2.3/ DA=10.0.0.1
= | /I/
DNS Server
5.1.2.3
e Z 195.44.33.11
(e
-]
=
DA=10.0.0.1...7 =N
— Must be translated
“CompanyA”
5.1.2.10

2003, Cisco Systems, Inc. All rights reserved )PS 1.02-2-11

Step 5 If the destination address of outgoing packets matches a previously introduced
outside-local address, it is translated into an associated outside-global address.

In the converse situation where the DNS server isinside and a DNS request is sent by an
outside host, the same activity is performed. If the name resolution resultsin an inside local
address the NAT router has to trandate this address.

Note Cisco I0S and the PIX Firewall do not translate addresses inside DNS zone transfers.
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DNS Interception (6)

’ Message for host “CompanyA”

SA=195.44.33.11 / DA=5.1.2.10

—0

Cisco.com

DNS Server
195.44.33.11

“CompanyA”
51.2.10

NAT Inside Local

Inside Global

Outside Global

Outside Local

Table 51.2.3

195.44.33.11

5.1.2.10

10.0.0.1

2003, Cisco Systems, Inc. Al rights reservec
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Step 6 The outside local address 10.0.0.1 is translated to the original outside global address
5.1.2.10 again, and the packet reaches CompanyA.
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Multihoming

Fed

ISP A

Inside Global Address
Pool: 140.16.10/24

N T

Internet

("Default-Free Zone")

E-BGP

E-BGP

Cisco.com

R

ISP B

Inside Global Address
Pool: 193.17.15/24

Outside Local Address I-BGP Outside Local Address
Pool: 192.168.1/24 > Pool: 192.168.2/24
Multihomed

Enterprise Network 10/8

ms, Inc. All rights reservec

Multihoming NAT Issues

Using more than one I SP provides more reliable Internet connectivity and better routing
flexibility.

In the example, the multihomed enterprise network is assigned ISP A prefixes (140.16.10/24)
from ISP A’s address block and ISP B prefixes (193.17.15/24) from ISP B’ s address block. In
order to avoid later network renumbering, the enterprise network uses the inside local prefix
10/8, while the assigned | SP prefixes are used as inside global address pools.

The network maps the outside global addresses to outside local address pools (192.168.1/24
and 192.168.2/24) and only advertises these prefixes as outside destinations in the local
network by routing protocals. Thus, the number of prefixes advertised is minimized. Note that
the outside local address must not overlap with the inside local addresses nor with any outside
global address.

Practice
Q1)  What might happen if thereis no interception of external DNS responses with
overlapping networks?
A) packets might be routed to other outside destinations
B) the DNS response would not reach the local host that sends the associate DNS
request
) theinside receiver of the DNS response would try a direct delivery of the
packet
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Configuring Bidirectional NAT Using Cisco I10S
Software

Configuring Bidirectional NAT Using
Cisco IOS Software

T T Cisco.com

Static Configuration:

router (config) #

ip nat outside source static outside-global-address outside-
local-address

Dynamic Configuration:

router (config) #

|ip nat outside source list acl-nr pool outsidepool

Objective

This section will enable the learner to configure bidirectional NAT using Cisco 10S software.

Introduction

The configuration of NAT is different between Cisco |OS devices and PIX/OS firewalls. This
section focuses on |IOS NAT commands only.

IOS Outside NAT

Cisco IOS routers can easily be configured for outside NAT by the well-known ip nat
command using the additional keywords outside sour ce, as presented in thefigure. Use the
keyword static before specifying the addresses to statically map an outside global address and
an outside local address. If a dynamic translation is needed, use the keyword list to specify an
access list that defines the outside global addresses to which the translation should be applied.
Finally, a previously defined outside local address pool identifier must be specified.

The DNS interception is enabled automatically when enabling outside NAT.

The following examples include sample configurations.
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Static Configuration

Cisco.com
E l
—=] —
DNS Server
51.23 % 178.12.99.1 195.44.33.11
iII
ip nat outside source static 5.1.2.10 9.9.9.9 =
ip nat inside source static 5.1.2.3 178.12.99.200 “CompanyA”
'

5.1.2.10

interface ethernet 0
ip address 5.1.2.3 255.0.0.0
ip nat inside
interface serial 0
ip address 178.12.99.1 255.255.255.0
ip nat outside

ms, Inc. All rights reservec

Example: Overlapping Networks

“CompanyA” uses the registered address 5.1.2.10, which is the same as used in the left-hand
local network, therefore:

m  Theoutside NAT must be configured

m A DNSiinterception will berequired

Guidelines for Static NAT

The example configuration illustrated consists of the following basic steps:

Step 1 Usetheip nat outside sour ce static command to define the static outside NAT to
be applied to inbound packets, originated by the outside host with the overlapping
address. Specify the single outside global address to be translated with the single
outside local address.

Step 2 Usetheip nat inside sour ce static command to define the static inside NAT to be
applied to outbound packets, originated by the inside host with the overlapping
address. Specify the inside local address and the inside global address to be used for
the tranglation.

Step 3 In the interface configuration mode, usetheip nat command to specify theinside
and outside areas.
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Dynamic Configuration

Cisco.com
L) |
—
DNS Server
51.23 % 178.12.99.1 195.44.33.11
ip nat pool insidepeool 178.12.99.100 178.12.99.254 =
netmask 255.255.255.0 “CompanyA”

ip nat pool ocutsidepool 10.0.0.1 10.0.0.255 prefix-length 24
ip nat inside source list 1 pool insidepool 5.1.2.10
ip nat outside source list 1 pool outsidepool
i

interface ethernet(

ip address 5.1.2.9% 255.0.0.0

ip nat inside

i
interface seriall

ip address 178.12.99.1 255.255.255.0

ip nat outside

i
access-list 1 permit 5.1.2.0 0.0.0.255

ms, Inc. All rights reservec

Guidelines for Dynamic NAT

The example configuration illustrated consists of the following basic steps:
Step 1 Use the command ip nat pool to define an inside global address pool.
Step 2 Use the command ip nat pool to define an outside local address pool.

Step 3 Use the command ip nat inside sourceto enable inside NAT. Specify an access list,
defining theinside local addresses to be trandated using the predefined inside-pool

Step 4 Use the command ip nat outside sour ce to enable outside NAT. Specify an access
list, defining the outside global addresses to be trandlated using the predefined
outside-pool.

Step 5 In the interface configuration mode, use theip nat command to specify theinside
and outside areas.

Step 6 Create the access list specifying the overlapping address.

The ip nat outside source Command Reference

To enable NAT of the outside source address, usetheip nat outside sour ce global
configuration command. To remove the static entry or the dynamic association, use the no form
of this command.

ip nat outside source{list { access-list-number | name} pool name | static global-ip local-ip}

no ip nat outside source{list { access-list-number | name} pool name | static global-ip local-
ip}
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Table 1: ip nat outside source Parameters

Parameter Description
list access-list- Standard IP access list number. Packets with source addresses
number that pass the access list are translated using global addresses

from the named pool.

list name Name of a standard IP access list. Packets with source
addresses that pass the access list are translated using global
addresses from the named pool.

pool name Name of the pool from which global IP addresses are allocated.

static global-ip Sets up a single static translation. This argument establishes the
globally unique IP address assigned to a host on the outside
network by its owner. It was allocated from globally routable
network space.

local-ip Sets up a single static translation. This argument establishes the
local IP address of an outside host as it appears to the inside
world. The address was allocated from address space routable
on the inside (RFC 1918, Address Allocation for Private
Internets).

Practice
Q1)  Which command enables outside NAT?
A) ip nat pool
B) ip nat outside

Q) ip nat outside source
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Configuring Bidirectional NAT Using Cisco
Secure PIX Firewall

Configuring Bidirectional NAT Using

Cisco Secure PIX Firewall
L e I I N Y Cisco.com

Alias command:
» Traditional approach with PIX versions < 6.2
* Only allows static outside-to-inside address mapping

Outside NAT;:

* Introduced with PIX version 6.2

* Allows NAT (PAT) to be enabled from an outside (less
secure) interface to an inside (more secure) interface

— Simplifies routing

— Supports overlapping addresses

— Provides transparent support for DNS traffic
— Can be static or dynamic

Objective

This section will enable the learner to configure bidirectional NAT using the Cisco Secure PIX
Firewall.

Introduction

Configuration of bidirectional NAT on PIX Firewall platforms is fundamentally different to
Cisco |OS devices. This section presents the configuration philosophy for outside NAT on the
PIX Firewall, as well as the cavesats involved when configuring outside NAT.

Command Summary

In PIX/OS releases prior to 6.2, the PIX, without the alias command, only allows the
trandation of the inside addresses. With the alias command, the PIX also allows trandlation of
the outside addresses. However, transation of outside addresses is limited to static trandation.
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PIX Outside Static NAT

[ Cisco.com
Inside Local Qutside Global
20.5.2.0/24 [EYYy—"— 20.5.2.0/24
DNS
Internen -~ i
DNS Response DNS Response | 2 et 5]
p p T—

20.5.2.2/124

www.foo. —
2052224

www.foo.com

WWW.f00.COM | g
is 10.0.0.2
DA =20.5.2.2 DA =205.2.2
SA=199.99.2 SA=199.9.9.2

Use with overlapping networks, to support
outbound connectivity

ESAP10GR_22

ms, Inc. All rights reservec

PIX Firewall Qutside Static NAT

PIX/OS 6.2 enhances the static command by providing outside static NAT capability. Outside
static NAT should be used to support overlapping networks, where full bidirectional
connectivity is required. The static command presents an outside overlapping network to the
inside networks using a static one-to-one translation. Network statics can be used to simplify
configuration by configuring a single rule for the whole overlapping network.
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PIX Outside Static NAT (Cont.)

Cisco.com
static (outside,inside) 10.0.0.0 20.5.2.0 netmask 255.255.255.0 dns
route inside 20.5.2.0 255.255.255.0 INSIDE_GW 1
route outside 20.5.2.0 255.255.255.0 OUTSIDE_GW 2
Inside Local Outside Global
20.5.2.0/24 DNS Response 20.5.2.0/24
DNS
Internet -~ —
DNS Response DNS Response p AEI
A P

20.5.2.2/24

f f
www.foo.com www.foo.com —

www.foo.com
DA =10.0.0.2 DA = 20.5.2.2 .
SA=199.9.9.2 SA=199.9.9.2 | =

All other outbound connectivity works normally

* Must include the dns CLI option to enable DNS
interception with overlapping networks

* PIX Firewall needs routes to both networks

s, Inc. All rights reserved OPS 1.0—2-2-19

ESAP10GR 223

The example presented in the picture illustrates two networks with overlapping addresses, and
the associated PIX Outside Static NAT configuration. The outside overlapping network is
presented to the inside networks as the 10.0.0.0/24 network. By including the dns keyword, the
PIX will intercept all DNSreplies, and if the address within thereply is from the 20.5.2.0/24
network, the PIX will replace it with an address from the 10.0.0.0/24 range.

Routes to the overlapping network must exist on the PIX, pointing to both interfaces, where the
overlapping networks are reachable. Asthe PIX Firewall is not arouter, it will not attempt to
route the packet back on the sameinterface, on which it was received, but will instead route the
packet to the other available route through another interface.

Note When using outside static NAT, all other outbound connectivity still works as originally
configured. Contrast this do outside dynamic NAT, when outbound connectivity is not
possible, except to the global pool’'s addresses on the inside interface.
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Overlapping Networks—Pre 6.2 PIX

| Cisco.com
alias (inside) 10.0.0.0 20.5.2.0 255.255.255.0
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SA=20.5.2.2 SA=199.9.9.2 | = &

Using PIX versions prior to 6.2 the alias command
can be used to connect overlapping networks

Analogous to 6.2 outside static NAT

ms, Inc. All rights reservec

QOutside NAT using Pre-6.2 PIX/OS

Using the alias command of the pre-6.2 versions of PIX/OS, only a static outside NAT
mapping can be configured. The alias command is equivalent to the 6.2 outside static NAT
command.

The nat Command Reference

To associate a network with a pool of global IP addresses, use the nat gloabal configuration
command. There are two possible usages of the nat command:

nat [(if_name)] id address [netmask [outside] [dns] [norandomseq] [timeout hh: mm:ss]
[conn_limit [em_limit]]]

no nat [(if_name)] id address [netmask [outside]
and
nat [(if_name)] 0 access-list acl_name

no nat [(if_name)] O [access-list acl_name]

Table 2: nat Parameters

Parameter Description

access-list Associates access-list command statements to the nat 0
command and exempts traffic that matches the access-list from
NAT processing.

acl name The access list name.

clear nat Removes nat command statements from the configuration.
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conn limit

The connection time limit.

dns

Specifies that DNS replies that match the xlate are translated.

em limit

The embryonic connection limit. The default is 0, which means
unlimited connections. Set it lower for slower systems, higher for
faster systems.

hh:mm:ss The timeout interval for the translation slot. However, timeout only
occurs if no TCP or UDP connection is actively using the
translation.

id The id number to match with the global address pool.

i1f name The internal network interface name.

Jocal ip Internal network IP address to be translated. You can use 0.0.0.0

to allow all hosts to start outbound connections. The 0.0.0.0
local_ip can be abbreviated as 0.

max cons

The maximum TCP connections permitted from the interface you
specify.

nat_id

nat_id values can be 0, 0 access list acl_name, or a number
greater than zero (0).

A nat_id that is 0 specifies the inside hosts for identity translation.
Identity translations are translations that map an address to itself.
The restriction is that the traffic must initiate from an inside host.

A nat_id that is 0 access list acl_name specifies the traffic to
exempt from NAT processing, based on the access list specified
by acl_name. This is useful in Virtual Private Network (VPN)
configuration where traffic between private networks should be
exempted from NAT.

A nat_id that is a number greater than zero (0) specifies the
inside hosts for dynamic address translation. The dynamic
addresses are chosen from a global address pool created with
the global command, so the nat_id number must match the
global_id number of the global address pool you want to use for
dynamic address translation.

netmask

Network mask for local_ip. You can use 0.0.0.0 to allow all
outbound connections to translate with IP addresses from the
global pool. The netmask 0.0.0.0 can be abbreviated as 0.

norandomseq

Do not randomize the TCP packet's sequence number. Only use
this option if another inline firewall is also randomizing sequence
numbers and the result is scrambling the data. Using this option
disables TCP Initial Sequence Number (ISN) randomization
protection. Without this protection, inside hosts with weak self-
ISN protection become more vulnerable to TCP connection
hijacking.

outside

Specifies that the nat command apply to the outside interface
address. For access control, IPSec, and AAA use the real outside
address.

timeout

Sets the idle timeout value for the translation slot.

The static Command Reference

To configure a persistent one-to-one address tranglation rule by mapping alocal IP addressto a
global IP address use the static global configuration command. Thisis also known as Static
Port Address Trandation (Static PAT). There are two possible usages of the static command:
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static [(prenat_interface, postnat_interface)] { mapped_address| interface} real_address
[dns] [netmask mask] [norandomseq] [connection_limit [em_limit]]

no static [(prenat_interface, postnat_interface)] { mapped_address| inter face} real_address
[dns] [netmask mask] [nor andomseq] [max_conns [em limit]]

and

static [(internal_if _name, external _if name)] {tcp | udp}{global_ip | interface} global port
local_ip local_port [netmask mask][max_conns [emb_limit [nor andomseq]]]

no static [(internal_if_name, external_if_name)] {tcp | udp}{global_ip | interface}
global_port local_ip local_port [netmask mask][max_conns [emb_limit [norandomseq]]]

Table 3: static Parameters

Parameter Description
dns Specifies that DNS replies that match the xlate are translated.
em limit The embryonic connection limit. An embryonic connection is one

that has started but not yet completed. Set this limit to prevent
attack by a flood of embryonic connections. The default is 0,
which means unlimited connections.

external if name The external network interface name. The lower security level
interface you are accessing.

global ip A global IP address. This address cannot be a PAT IP address.
The IP address on the lower security level interface you are
accessing.

interface Specifies to overload the global address from interface.

internal if name The internal network interface name. The higher security level
interface you are accessing.

Jocal ip The local IP address from the inside network. The IP address on
the higher security level interface you are accessi.

mapped_address The address real_address is translated into.

mapped_port The port real_port is translated into.

mask or network mask The network mask pertains to both global_ip and local_ip. For

host addresses, always use 255.255.255.255. For network
addresses, use the appropriate class mask or subnet mask; for
example, for Class A networks, use 255.0.0.0. An example
subnet mask is 255.255.255.224.

max_conns The maximum number of connections permitted through the
static at the same time.

netmask Reserve word required before specifying the network mask.

norandomseq Do not randomize the TCP/IP packet's sequence number. Only

use this option if another inline firewall is also randomizing
sequence numbers and the result is scrambling the data. Use of
this option opens a security hole in the PIX Firewall.

postnat interface The outside interface when prenat_interface is the inside
interface. However, if the outside interface is used for
prenat_interface, then the translation is applied to the outside
address and the postnat_interface is the inside interface.

prenat_interface Usually the inside interface, in which case the translation is
applied to the inside address.
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real address The address to be mapped.

real port The port to be mapped.
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PIX Outside Dynamic NAT

Cisco.com

nat (outside) 1 194.44.7.0 255.255.255.0 outside Note the

global (inside} 110.2.0.10 - 10.2.0.264 additional

10.1.0016  10.2.0.016 194.44.7.0124 oAkl
PIX

— Internet

pA— %
g
Web Server Web Client 3

Use with outside clients which need to appear on
inside with local addresses

« Attract traffic back to the same firewall for inbound flows
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PIX Outside Dynamic NAT

For outside dynamic transation, outside dynamic NAT can be configured with version 6.2, and
static outside NAT is now available using normal PIX NAT syntax (the static command instead
of the alias command). With dynamic outside translation in PIX/OS 6.2, the nat command
includes two additional keywords: “dns’ and “outside”.

The dns keyword specifies that DNS replies should be intercepted and the addresses inside
them tranglated to appropriate outside local addresses. The outside keyword specifies that the
nat statement applies to the outside address.

Note Outside NAT does not work with application inspection (“fixup”) for Internet Locator Service
(ILS).

Oncethe outside NAT is configured, when a packet arrives at the outer (less secure) interface
of the PIX Firewall, the PIX Firewall attempts to locate an existing xlate in the connections
database. If no xlate exists, it searchesthe NAT policy from the running configuration. If a
NAT poalicy is located, the PIX Firewall creates an xlate and inserts it into the database. The
PIX Firewall then rewrites the source address to the mapped or global address and transmits the
packet on the inside interface. Oncethe xlateis established, the addresses of any subsequent
packets can be quickly translated by consulting the entriesin the trandlation table.

In the example presented in the figure, hosts from a dedicated outside network are allowed to
access the local Web server because an outside NAT configuration makes them appear as the
local host. Therefore, the local (internal) routers treat them accordingly, applying the same
rules as for inside hosts.
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Caution Using the nat outside PIX Firewall command stops any other outbound connectivity from
the inside network, except to the global pool on “inside”. If other outbound connectivity is
required, outside static translations need to be setup from outside to inside (which is a very
non-scalable solution). Therefore, outside dynamic NAT should be used primarily when
outside clients need to be translated to the inside, and no other outbound connectivity is
desired.
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PIX Outside Dynamic NAT (Cont.)
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nat (outside) 1 194.44.7.0 255.255.255.0 outside
global (inside) 1 10.2.0.10 - 10.2.0.254

10.1.0.0/16 10.2.0.0/16 l 194.44.7.0/24
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CAUTION

* Inbound connectivity is now only allowed from the
194.44.7.0/24 network

» All outbound connectivity to the “outside” interface stops,
except to the global pool on “inside”
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All types of packets from 194.44.7.0/24 are trandlated and forwarded, except those filtered by
an access list.

Anxlate entry is created dynamically in order to quickly translate all the packets associated
with the session.

Practice
Q1) Whenis DNS interception used with PIX/OS version 6.2?

A) DNS interception is automatically enabled when specifying the additional
keyword outside for the NAT commands

B) DNS interception is only possible with the alias command

0 DNS interception can be enabled by specifying the additional keyword dns for
the NAT commands
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Multihoming

Multihoming
T Cisco com

Using more than one ISP provides:

* Reliable Internet connectivity

* More optimal routing to various Internet destinations
* Load sharing

Limitations:
* More routing traffic for the Internet

e Scaling problem, if two provider-dependent address
spaces are used

* Asymmetric routing is possible

ms, Inc. All rights reservec

Objective

This section will enable the learner to explain the concept of multi-homing using NAT and
chooseit in appropriate design situations.

Introduction

Enterprise networks are often attached to more than one ISP for performance and rdiability.
This concept is called (ISP) multihoming, and requires specific scaling considerations and
advanced NAT solutions.

Multihoming provides the following features:

m  Redundancy of the Internet connection, which is needed for mission-critical Internet
applications

m  More optimal routing to various Internet destinations
m L oad-sharing over multiple connections to provide higher performance
The limitations of multihoming are the following:

m  Therouting tablein the Internet increases, asthere are multiple paths to the multihomed
network’s (possible multiple, if provider-dependent address spaceis used) prefixes
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m  Traffic flow can be asymmetric, impacting performance
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Simple Multihoming with
Scaling Problem
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Enterprise Network

Some subnets are
assigned ISP A
prefixes, some subnets
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Example

This figureillustrates an example of 1SP multihoming without any NAT configuration. The
provider network employs two border gateways, each connected to an ISP. E-BGP peering is
configured from each border gateway directly to its connected ISP, and I-BGP is configured
between the two border gateways.

Each ISP is assigned a block of its own prefixes, part of which it assigns to each customer. In
our case, amultihomed customer gets two prefixes: one from ISP A (A-prefixes) and one from
ISP B (B-prefixes). For redundancy, the customer advertises BOTH prefixesto BOTH ISPs.

Note If a customer can obtain provider-independent address space, use of classic BGP can
provide robust multihoming, without the need for dual-NAT.

ISP A cannot aggregate the advertised prefixes assigned by ISP B, and ISP B cannot aggregate
the ISP A prefixes. Therefore, both ISP A and B will advertise these prefixes into the “ default-
free” zone of the Internet, thereby increasing the amount of routes.

Thus, multihoming raises scalability questions for the Internet, because the default-free zone
becomes increasingly polluted with non-aggregated prefixes.
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Scaling Problem Solution: RFC 2260

T T Cisco.com

"Scalable Support for Multi-homed Multi-
provider Connectivity" (RFC 2260):

* "Auto Route Injection”:

—Only advertise prefixes of other ISP when this
ISP connection goes down

* "Non-direct E-BGP peering®:

—Let each enterprise border router peer with all
other ISP border routers

—Use GRE tunnels if direct peering is not
possible

Solution

The RFC 2260, entitled “ Scalable Support for Multi-homed Multi-provider Connectivity”
suggests two solutions to the scalability problem:

m  Auto Route I njection: Requires a mechanism to determine if the “other” ISP connectioniis
up or down. A router should only advertiseits foreign prefixes toits ISP if the other router
losses its connection to the “foreign” ISP.

m  Non-direct E-BGP peering: Requires an additional non-direct back-up E-BGP peering
from each enterprise border gateway to each “foreign” 1SP. Thus, the prefixes can still
advertise to the correct ISP if the main peering connection is lost.

To establish non-direct peering use generic routing encapsulation (GRE) tunnels to simulate a
direct peering connection.
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Auto Route Injection—

Normal Operation
TN Cisco.com

B-Prefixes are learned
via I-BGP and E-BGP
-> Connection to ISP B is up

Only A-Prefixes are
advertised to ISP A

Internet

Multihomed
Enterprise Network

ESAP10GR_TT

ms, Inc. All rights reservec

Example

The exampleillustrated describes auto route injection:

Step 1 B-prefixes of the enterprise network are advertised vialSP A. Thus, the left border
router knows that the right border router has the correct connection to ISP B.

Step 2 The left border router advertises the A-prefixes only to ISP A.
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Auto Route Injection—

Link Failure
Lt e Cisco.com
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Step3  When ISP A does not advertise B-prefixes any longer, the |eft border router
advertisesto ISP A both A-prefixes and B-prefixes.

Although strictly an implementation detail, determining the outstanding prefixes can potentially
be a costly operation for alarge set of routes. An alternate solution is to:

Step 1 Use a sdected single, or more, address prefix received from an ISP (the ISP's
backbone route for example).

Step 2 Configure the enterprise border router to perform auto routeinjection if the selected
prefix is not present via IBGP.
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Non-Direct E-BGP Peering—
Normal Operation
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Enterprise Network

Cisco.com

ESARIOGR_228

Example

This exampleillustrates non-direct E-BGP peering. Both enterprise border gateways not only
maintain an E-BGP session to the directly connected | SPs, but also to the non-directly
connected “foreign” 1SPs. The non-direct peering is established using GRE tunnels.

Because routes learned via direct E-BGP peering can be preferred over routes learned via non-

direct E-BGP peering, during a normal operation:

m  A-prefixesin the enterprise network are reached via ISP A

m  B-prefixes arereached vialSP B
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Non-Direct E-BGP Peering—

Link Failure
Lt e Cisco.com
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If the direct connection to ISP B goes down, the enterprise network routes all traffic to B-
prefixes over the GRE tunnel.

Non-direct E-BGP peering completely eliminates the overhead in the “ default-freg’ zone. In
this example both enterprise border routers have established E-BGP peerings with all 1SPs.
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NAT and Multihoming

N T Cisco.com

RFC 2260 problem:
* Requires renumbering on ISP change
¢ Inflexible load distribution:
— Depends on addressing plan
* Routing is generally not symmetric

Use bidirectional NAT to avoid these shortcomings

* Use your own inside-local addresses (RFC 1918) to avoid
renumbering, and perform inside NAT

* Inside NAT will also provide symmetric routing for
outbound sessions

* Use outside NAT to guarantee symmetric routing for
inbound sessions

ms, Inc. All rights reservec

Why NAT Is Needed with Multihoming?

The simple multihoming idea has some limitations, when it comes to addressing:

m  The entire enterprise network must be renumbered with the new ISP prefixes whenever
thereis an ISP change

m  Theload distribution for outbound is not flexible and depends on the addressing plan
implemented in the enterprise network (i.e. the part of the inside network, which uses
addresses from |SP-A, must always exit through I1SP-A)

m  Routing is not symmetric, i.e. incoming sessions to a host might arrive over the ISP-A
connection, but the reverse traffic flows over the |SP-B connection, possibly impacting
performance

Solution—Bidirectional NAT

The solution for the above issues is to use dual (bidirectional) NAT on the border routers.
Bidirectional NAT involvesinside NAT (trandation of inside addresses) and outside NAT
(trandation of outside addresses).

Inside NAT will:
m  Enablethe enterprise to use RFC 1918 address space internally, eliminating the need to

renumber on ISP change — only the address pools of inside global addresses need to be
changed on the NAT device
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m  Guarantee symmetric routing for outbound connections — traffic flowing out to | SP-A will
be trandlated to ISP-A prefixes, attracting reverse traffic over ISP-A aswell.

Outside NAT will:

m  Guarantee symmetric routing for inbound connections — traffic flowing in from 1SP-A will
be translated to a pool of outside local addresses by the NAT device, and thereverse
(outbound) flow will be attracted to the same NAT device, routing traffic back to |SP-A.

Note The multi-homing examples shown using BGP all require an 10S router rather than a PIX
Firewall since the PIX Firewall doesn’t support BGP routing. For a full head-end design, you
would then need to use the PIX in a non-NAT firewall role (since NAT is done on the access
router), or alternatively perform NAT again on the router.
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NAT and Multihoming (Cont.)
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Example

Thefigureillustrates an example where an enterprise, “foo.com”, is connected to two |SPs, ISP
A and ISP B:

m |SP A dlocates out of its 140.16/16 address block, a sub-block 140.16.10/24 to the
enterprise

m |SP B allocates out of its 193.17/16 address block, a sub-block 193.17.15/24 to the
enterprise

Both 140.16.10/24 and 193.17.15/24 are inside global addresses of the enterprise:

m  NAT 1, which connects the enterprise to ISP A, advertisesto ISP A direct reachability to
140.16.10/24

m  NAT 2, which connects the enterprise to ISP B, advertises to ISP B direct reachability to
193.17.15/24

For its outside local addresses the enterprise uses addresses out of the private address space.
For NAT 1 the enterprise allocates 192.168.1/24 block and for NAT 2 the enterprise allocates
192.168.2/24 block:

m  NAT 1 advertises into the enterprise routing direct reachability to 192.168.1/24

m  NAT 2 advertises into the enterprise routing direct reachability to 192.168.2/24
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Note
N T Cisco.com

NAT enabled routers only advertise
reachability of outside local addresses into
the enterprise routing:

* Inside the enterprise network, outside global
addresses do not need to be known

Remember that outside local addresses
also provide symmetric routing for return
traffic of incoming sessions

Reduced Internal Routing Table Size

Because outside NAT is enabled, no outside global address is visible to the enterprise network.
Therefore, the border routers only advertise a route to the outside local addresses, representing
any current translation slot.

Hence, the network only advertises the inside local routes and outside local routes in the
enterprise routing.
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DNS Interception
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Accessing an Outside Server via Hostname

Thisfigureillustrates the translations involved for a DNS request issued by the local host

10.1.1.1 for the outside host “y.bar.com’:

The NAT router maintains a static trandlation slot for the outside DNS server so that

an outbound DNS request is mapped from the outside local address 192.168.1.253 to

Step 1

the outside global address 35.1.1.42.
Step 2

from 16.10.20.2 to 192.168.1.5.
Step 3

y.bar.com.

The enterprise host 10.1.1.1 uses the latter address as the destination address for

The A records of the DNS reply are translated into an outside local address, that is
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Packet Flow
L i e U Y Cisco.com

NAT for outgoing data packets:
* SA(IL) & SA (IG) e.g. 10.1.1.1 = 140.16.10.2
- DA (OL) = DA (OG) e.g. 192.168.1.5 = 16.10.10.2

NAT for incoming data packets:
* SA (OG) = SA (OL) e.g. 16.10.10.2 = 192.168.1.5
* DA (IG) ® DA (IL) e.g. 140.16.10.2 = 10.1.1.1

Processing a Packet Originating Inside an Enterprise Network
When a NAT receives a packet that originated inside the enterprise network:

Step 1 NAT searches its address trandation table for the outside address translation type
entry whose OL address is equal to the destination 1P address in the packet

Step 2 If no such entry is found, the packet is discarded

If such an entry isfound, the NAT replaces the destination address in the
packet with the OG address from the found entry

Step 3 NAT searches the address translation table for the inside address translation type
entry whose IL address is equal to the source IP address in the packet

Step 4 If such an entry is found, the NAT replaces the source address in the packet with the
|G address from the found entry

If no such entry isfound, the NAT:
Step 5 Creates a new inside address translation type entry
Step 6 SetstheIL addressin the entry to the source address in the packet
Step 7 Allocates an address out of the inside global addresses block allocated to the NAT
Step 8 Setsthe |G address in the entry to the allocated address

Step 9 Replaces the source address in the packet with the |G address from the newly
created entry
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Processing a Packet Originating Outside an Enterprise Network
When a NAT receives a packet originated outside the enterprise network:

Step 1 NAT searches its address trandation table for the inside address translation type
entry whose |G address is equal to the destination IP address in the packet

Step 2 If no such entry is found, the packet is discarded

If such an entry isfound, the NAT replaces the destination address with the
IL address from the found entry

Step 3 NAT searches the address trandation table for the outside address translation type
entry whose OG addressis equal to the source |P address in the packet

Step 4 If such an entry is found, the NAT replaces the source address with the OL address
from the found entry

If no such entry isfound, the NAT:
Step 5 Creates a new outside address tranglation type entry
Step 6 Sets the OG address in the entry to the source address in the packet
Step 7 Allocates an address out of the outside local addresses block allocated to the NAT
Step 8 Sets the OL address in the entry to the allocated address

Step 9 Replaces the source address in the packet with the OL address from the newly
created entry

Practice
Q1)  Why can ISP multihoming introduce I nternet routing scalability problems?
A) because the NAT trangdlation tables become quite large
B) because the number of providersis limited
C) because the number of prefixes of the providers are limited

D) because one I SP cannot aggregate the prefixes of other 1SPs learned via I-BGP
sessions and the Internet becomes polluted with “long” prefixes
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Summary

This section summarizes the key points discussed in this lesson.

Summary

N T Cisco.com

This lesson presented these key points:

* Typical advanced NAT configurations include
bidirectional NAT and multihoming.

* A NAT design for overlapping networks must be
able to intercept DNS messages.

« Starting with Cisco PIX Firewall 6.2 dynamic
outside NAT is also supported.

* ISP multihoming is concerned with scaling
problems, which can be solved with RFC 2260
and bidirectional NAT.

Next Steps

After completing this lesson, go to:

m  Firewall Functionality module, Firewall Function lesson

References

For additional information, refer to these resources:

m  Cisco PIX Firewall and VPN Configuration Guide Version 6.2,

http://www.cisco.com/univercd/cc/td/doc/product/iaabu/pix/pix sw/v 62/config/index.htm

m  Cisco I10S 12.2 Configuration Guide: Configuring |P Addressing,

http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cqcr/fipr cl/ipcprtl/1

cfipadr.htm

m  Enabling Enterprise Multihoming with Cisco |IOS NAT,

http://www.cisco.com/warp/public/cc/pd/iosw/ioft/ionetn/tech/emios wp.htm
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Quiz: Design Using a NAT/PAT Solution

Complete the quiz to assess what you have learned in this lesson.

Objectives

This quiz test your knowledge on how to:

m  Design advanced NAT solutions for some common enterprise connectivity scenarios

Instructions
Answer these questions:

1. What DNS information is translated by the Cisco 10S and PIX Firewall bidirectional NAT
functionality?

2. How isoutside NAT performed in PIX Firewall prior to version 6.2?
3. What arethe cavesats of PIX Firewall outside NAT?

4. Whenis bidirectional NAT needed with enterprise multihoming?

Scoring

Y ou have successfully completed the quiz for this lesson when you earn a score of 80 percent
or better.
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Firewall Function

Overview

Firewalls have become a de-facto standard for perimeter access control, but many of their
features and limitations remain unknown to their users. This lesson introduces the function of a
firewall system, and addresses its features and limitations in real-life deployments.

Importance

This lesson provides the learner with the fundamental philosophy of network firewalls, which
needs to be universally understood when firewall designis required.

Lesson Objective

The lesson will enable the learner to explain the function of a firewall and to identify its
features and limitations.



Learner Skills and Knowledge

To fully benefit from this lesson, you must have these prerequisite skills and knowledge:

m  Describethe basic enterprise perimeter connectivity options

m  Describethe concept of security policy enforcement and access control

Outline

Outline
T ER e

This lesson includes these sections:
 Firewall Definition and Purpose
 Firewalls and Security Policies

» Firewall Features and Limitations
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Firewall Definition and Purpose

Firewall Definition
T T T T

« A firewall is a system or group of systems that
enforces an access control policy between two
networks

* This definition is so loose that almost anything
can be a firewall:

—Wire cutters
—A packet filtering router
—A switch with two VLANs

—A group of 30 hosts each running application
proxy software

Objective

The section will enable the learner to explain the function of afirewall.

Introduction

This section introduces the definition of a firewall, and provides insight into what can or cannot
be considered a firewall today. Some common properties that should be present in every
firewall system are described.

Definition

A firewall may be defined as: “a system or group of systems that enforces an access control
policy between two networks.” As this definition is very generic, almost anything can be
considered to be a firewall. This section explores this definition, and suggests various
interpretations of the firewalling concept.

Firewall Examples

There are many network access technologies that can be used to build a firewall. These include:

m  Simplewirecutters

m  Packet filtering routers
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m  LAN switches

m  Complex systemsintegrating tens of hostsinto a firewall system
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LAN Switch

Firewall Definition (Cont.)
T T T Tisco.com
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Internet L@

10S Router

Internet

Corporate
Network

This figure presents some implementations of the firewall concept—all of the systems can be

easily classified as firewalls:

m A simplerouter, protecting a small network by enforcing access control for packets
inbound/incoming from the Internet

® A LAN switch separating the voice and data network

m A system interconnecting multiple business partners and connecting an enterprise to the

Internet

Any device, according to the definition, which performs network access control, may be called

afirewall.
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Expanding on the Definition
T Cisco com

* Firewalls are different things to different people
and organizations

 All firewalls are supposed to share some
common properties:

—The firewall itself is resistant to attacks

—The firewall is the only transit point between
networks (all traffic flows through the firewall)

—The firewall enforces the access control policy

ms, Inc. All rights reservec

Asloose asthefirewall concept might be, thisis easily understood as there are many policies,
which need to be implemented using network access controls, hence the many definitions of a
firewall. Firewalls mean different things to different organizations, and each organization has
unique requirements. Nevertheless, all firewalls usually share some common properties. A
firewall:

m  Must beresistant to attacks: That is, compromise of the firewall system should be very
unlikely, as it would enable an attacker to disable the firewall or change its access rules

m  Must betheonly transit point between networks:. In other words, all traffic between
networks must flow through the firewall. This prevents a backdoor connection being used
to bypass the firewall, violating the network access policy.

m  Enforces an organization’s access control policy: This defines what the firewall permits
or denies.
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Practice

Q1)  What should bethethree properties of all firewalls?

A)
B)
C)
D)
E)

F)

afirewall in impenetrable

afirewall only allows trusted users to connect through it
afirewall isthe only transit point between networks
afirewall is resistant to penetration

afirewall enforces the required access control policy

afirewall fully protects all the hosts behind it on all layers
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Firewalls and Security Policies

Firewalls and Security Policies
T T Cisca.com

* A network security policy defines the guidelines
for firewall access control enforcement

* Technically, a firewall can enforce network
access control on different levels:

—Connection control—limits who can connect
where

—Protocol control—limits what a user can do
within an application

—Data control—limits which data can pass
between application endpoints

* Different firewall technologies have different
granularity of access control

Objective

The section will enable the learner to explain how firewalls enforce security policies.

Introduction

This section defines the relationship between security policies, access control, and firewalls.
Firewalls can provide multiple access control levels, which are described and discussed.

Firewalls and Security Policies

A network access policy defines which network connectivity is allowed under the security
policy of an organization. Under the umbrella of connectivity, many aspects of communication
are covered, including:

m  Network sessions between clients and servers
m  Applications using the network sessions

m Datathat is transported inside the application sessions

A moretechnical definition of afirewall can be stated as a system that enforces network access
control in a network. Thefirewall, depending on its abilities, performs this enforcement on
different levels. A firewall can perform:
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m  Connection control: Controls which application endpoints can intercommunicate. An
example of which is afirewall that permits al inside users to open web connections to all
web servers on the Internet.

m  Protocol control: Controls what a user can do within an application. An exampleisa
firewall that allows users to view web pages, but prohibits them from posting data to
untrusted servers.

m Datacontrol: Limits the data, passing inside the application stream. An exampleisa
firewall that can block viruses in email messages

This granularity of filtering control depends on the technology used by the firewall system.

Practice

Q1) Whenwerefer to “connection control” by afirewall, we usually refer to the ability to
restrict connectivity on which OSI layer?

A) Layer 3 (network layer)
B) Layer 4 (transport layer)
C) Layer 5 (session layer)
D) Layer 6 (presentation layer)
E) Layer 7 (application layer)
Q2) What isthe most granular filtering available in modern firewall systems?
A) filtering of application data inside the application protocol
B) filtering of TCP and UDP connections (ports)
C) filtering of the application protocol
D) filtering of transport layer sessions

E) filtering on the OS| presentation layer
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Firewall Features and Limitations

Firewall Features
L e I I N Y Cisco.com

A firewall can protect against:

—Exposing sensitive hosts and applications to
untrusted users

—Exploitation of protocol flaws by sanitizing
protocol flow

—Malicious data being sent to servers and
clients

* If properly designed, enforcing of policies is
simple, scalable, and robust

* A firewall reduces the complexity of security
management by offloading most of the network
access control to a couple of points in the
network

Objective

The section will enable the learner to describe general firewall features and limitations.

Introduction

Today, firewalls are such a mainstream technol ogy, that they are often considered a panacea for
many security issues. This section attempts to clarify the features of the firewall model, and
make the learner aware of the many limitations firewalls have, and how to mitigate some of the
described limitations.

Firewall Features

By performing network access control, afirewall can be used as a protective measure against:

m  Exposure of sensitive hosts and applicationsto untrusted users. A firewall hides most
of a host’s functionality and only permits the minimum required connectivity to a host.
Complexity is thus reduced, and many possible vulnerabilities are not exposed.

m  Exploitation of protocol flaws: A firewall can be programmed to inspect protocol
messages and verify their compliance with the protocol, beit Layer 3 (L3), Layer 4 (L4), or
a higher layer application protocol. The firewall limits what attackers can send to their
target, preventing the delivery of malformed packets used in an attempt either to crash, or
to gain access to an application.
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m  Maliciousdata: A firewall can detect and block malicious data sent to clients or servers
inside the application stream, thereby stopping it from infecting the server or the client.

Asfirewalls are located on critical interconnection points of the network, enforcing the network
access policiesis simple, scalable, and robust—sometimes, a small number of firewalls can
handle most of an organization’s network access control needs.
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Firewall “ Features”
L e I I N Y Cisco.com

» Based on the features, firewalls are often
reduced to the following:

—Firewalls are used as a substitute for good
host and application security:

* “1 do not need to worry about application
security, | have a firewall in front of it”

* “Applications which are denied by firewalls
do not need to be secured”

—A firewall lets an organization use untrusted
software and at least minimize exposure.

* This implements the canonical “hard on the
outside, soft on the inside” policy

Misconceptions about Firewall Functionality

Firewalls are often misunderstood, and false assumptions can be made about their capabilities.
Whileit is true that firewalls would not be necessary if host/application security could be made
extremely robust, many organizations use firewalls as a replacement for host or application
security. Such an attitudeis extremely dangerous, asit can completely ignore host and
application security even in extreme cases, such as connecting a sensitive server inside an
Internet firewall.

A cynical view of firewalls might be summarized: “a firewall lets an organization use untrusted
applications and minimize their exposure to attack”. This frequent real-life scenario should be
avoided at all costs. It is essential that the interdependence of application security and firewalls
is understood and implemented correctly.

With respect to securing enterprise networks from the Internet, such a mindset has spawned the
canonical “hard on the outside, soft on theinside” result, which is still very true in the majority
of networks.
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Firewall Limitations
L e I I N Y Cisco.com

Firewalls can and do have limitations:
* Misconfiguration can have serious
consequences (single-point-of-failure)

« Many applications cannot be passed over
firewalls securely (for some definition of
“securely”)

* They can frustrate end users, who find ways
around a firewall

* They cause performance bottlenecks

* Tunneling of unauthorized traffic (covert
channels) with the cooperation of an insider is
trivial

Firewall Limitations

In general, firewalls have the following limitations:

m  Asfirewallsareused in critical points of the network, their misconfiguration can have
disastrous consequences. Firewalls are often a single-point-of-failure security wise, and a
single mistake in either a configuration rule or firewall code can compromise the network
access policy.

m  Many of the modern applications are firewall-unfriendly, as they are difficult to inspect
properly. Compromises in rule design and inspection depth have to be made to support
such applications, which might violate an organization’s policy.

m  End-users, when faced with arestrictive firewall, might find their own methods of
bypassing it. For example, inside users can dial out of the protected network to an Internet
service provider (1SP), creating a backdoor connection to the protected network.

m  Firewalls are placed at choke points, and can significantly impact performance if they
inspect all the traffic.

m  Tunneling unauthorized data over authorized connections (covert channels) is simple and
generally impossible to detect. This activity usually requires the help of someone on the
trusted side of thefirewall.
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Firewall Limitations—

Application Security
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When traffic is permitted by the firewall, the
application endpoint also has to be secured:

» Are firewalls your first, last, or only line of defense?

* The firewall can filter some generic attacks, but modern
applications are too complex to write application-filtering
rulesets for.
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Firewall Limitations in Application Security

Thisfigureillustrates the concept of application security, when firewalls are used. A firewall
can protect a vulnerable web server, but all the firewall might do is pass all web sessions to the
server, and deny all other sessions. An attacker can compromise the exposed host if the
permitted web sessions contain malicious data. The firewall may limit data flow on the
application layer, but most firewalls on the Internet do not.

While some firewalls are able to filter traffic with fine granularity, which gives them control
over all the datain an application session, configuring them to protect a custom application is
practically impossible. An organization may not be able to deploy firewall rules, which would
shield the application from possible threats, because modern applications are so complex, and
often their internal structures are not disclosed. This impossibility forces organizations to
configure firewalls with less inspection capabilities, and to provide the additional security
within the application itself. This requires secure design and programming practices, which are
still not widely accepted or available.

This brings up theissue of firewall adequacy. Firewalls augment network security by hiding
potentially vulnerable services, permitting only the minimum allowed access (least privilege
concept), and inspecting connections, protocols and applications. Firewalls however, should
never bethe only line of defense against a modern attacker, and their limitations must be
understood. Firewalls are one of the most effective tools of network access control, and will
continue to be used as networks and applications become more and more compl ex.
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Firewall Limitations—
Tunneling
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usually fully trusts inside users:
* In general, this problem cannot be solved
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Tunneling over firewalls is trivial, as the firewall

Cisco.com

Firewall Limitations with Tunneling

Another limitation of firewalls is their blind trust in the protected network. Firewalls are usually
deployed to allow connectivity from a protected, to an untrusted network, and assume that users
in the protected network are trusted. If an inside user collaborates with an outside user, they can
establish a seemingly legitimate (permitted) connection over thefirewall, and over this

connection, tunnel unauthorized traffic.

Examples

Many firewall tunneling examples exist, and for several of them softwareis freely available.

This figureillustrates two such possibilities of tunneling:

m  Running the Point-to-Point Protocol (PPP) over an outbound telnet session. This establishes
a paint-to-point IP link between the perimeters (such as aleased ling), while the firewall

only sees a telnet session.

m  Using specially crafted Domain Name System (DNS) servers and resolvers, wherea
terminal session is hidden in the DNS payload (for example, one of the bytes of the Pointer

[PTR] record can be used to transport the terminal session).

Wdl-known examples of tunneling tools include GNU HTTP Tunnel and Internet Control

Message Protocol (ICMP) Loki.
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Firewall Limitations—
Trojan Horses
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Malicious code on the inside network can pose as

an inside user:

* Firewall user authentication can partly mitigate this risk
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Firewall Limitations with Blind Trust

Practice

Thefirewall’ s trust of the inside network can also be abused by software masquerading as a
trusted inside user. An inside user can download malicious code (a “Trojan Horse’), which
secretly opens connections to the untrusted network, masguerading as the user. The “Trojan
Horse” then accepts and executes instructions, performing malicious actions on the user’s
system.

Firewall authentication of users might reduce this risk somewhat, or at least reduce the window
of exploitation.

Q1)

Which are some limitations of firewalls? (Choose two.)

A) tunneling over permitted connections

B) inability to filter on arbitrary application data for any application

C) all firewalls always impact performance
D) thereis no user authentication
E) protocol control is unreliable
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Q2)  What does “covert channd” tunneling through firewalls require? (Choose one)

A) specially crafted tools, as no tools are available on the Internet
B) cooperation of an insider (or a compromised inside system)
) permitted inbound connections in the firewall rules

D) permitted |PSec tunneling on the firewall

E) permitted GRE tunneling on the firewall
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Summary

This section summarizes the key points discussed in this lesson.

Summary
S T T Cisco.com

This lesson presented these key points:

 Firewall is a generic term for any network access
control mechanism.

 Firewalls can enforce access control on many
levels.

 Firewalls can be a scalable and simple method
for network access control.

» Firewalls can give a false sense of security, if
viewed as a point solution.

Next Steps

After completing this lesson, go to:

m  Firewall Technologies lesson
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Quiz: Firewall Function

Complete the quiz to assess what you have learned in this lesson.

Objectives

This quiz test your knowledge on how to:

m  Explain thefunction of afirewall

Identify its features and limitations

Instructions

Answer these questions:

1

2.

3.

4,

Scoring

What is the definition of afirewall?
What are the common properties of all firewalls?
List somefirewall features.

List somefirewall limitations.

Y ou have successfully completed the quiz for this lesson when you earn a score of 80 percent
or better.
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Firewall Technologies

Overview

This lesson introduces various firewall technologies, which are used to pass data between
networks with different levels of trust. The features and limitations of each technology are
addressed, aswdl as their suitability for use to support various customer requirements and
applications.

Importance

The need to understand firewall technologies is paramount when different requirements of
performance and filtering granularity are presented to a designer.

Lesson Objective

The lesson will enable the learner to compare several common firewall technol ogies with
respect to access control and identify their features and limitations.



Learner Skills and Knowledge

To fully benefit from this lesson, you must have these prerequisite skills and knowledge:

m  Understand the firewall function

m  Describe common access control methods in computer security

Outline

Outline

This lesson includes these sections:
» Packet Filters

* Application Gateways

 Stateful Packet Filters

 Alternative Firewalls
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Overview

Overview
T T T T

 Firewall technologies provide methods of
passing network sessions over firewalls
according to access rules

 Desirable properties:
—Robustness—they only permit specified data

—Granularity—access rules can filter on many
aspects of the communication (addresses,
data formats, etc.)

—Flexibility—a lot of applications can be
supported

—Performance—communication is not hindered
by the presence of a firewall

ms, Inc. All rights reservec

This lesson describes mainstream firewall technol ogies, which enable secure communication
over firewalls. Secure communication describes the ability of the firewall to pass a network
session between two network endpoints according to the defined access policy.

Firewall technologies differ in their ability to perform network access control by filtering data
passing through it. This ability can be described from various aspects, such as:

m  Robustness of filtering: A robust filtering technology only permits the specified data over
afirewall. A less robust technology might also leak other information through/past the
firewall. As an example, a simple packet filter designed to only permit HT TP sessions
actually permits all traffic that looks like HTTP. It passes spoofed packets with the proper
port numbers through the firewall although they do not belong to avalid HTTP session.

m  Granularity of filtering: A granular technology is able to filter on many aspects of the
communication—endpoint addresses, transport protocol, application selectors (ports),
application pratocol commands, and application data itself. An example of a granular
mechanism is an application gateway, which can ook into the application protocol and
attempt to eliminate suspicious data.

m  Flexibility of filtering: A flexible technology is able to support many applications in many
communication scenarios. A good example of a flexible technology is stateful packet
filtering, which can be made application aware with reasonable effort. An example of an
inflexible technology is an application-layer gateway, as they only filter a specific
application protocol, and development of custom gateways is complex.
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m  Performance of filtering: A high-performance filtering solution provides flexibility in
many scenarios that require high-performance connectivity.
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Packet Filters

Packet Filtering
TN Cisco.com

« Statically configured rule sets permitting or
denying packets with certain properties over a
L3 device

* Filtering is done on:

—Network addresses (IP source/destination
address)

—Transport layer protocol and application
selectors (ports)

—Protocol flags (TCP ACK, FIN, RST)
« At most, it can filter on applications
* |OS access lists are a prime example

Objective

The section will enable the learner to explain the security properties, features, and limitations of
packet filtering used as an access control method, and identify their features and limitations.

Introduction

Packet filtering is one of the earliest, and still widely used, firewalling technologies. This
section describes the operation, features, and limitations of packet filtering technology when
used as a firewall building block.

Packet Filtering Technology

Packet filtering is usually employed by a Layer 3 (L 3) deviceto permit or deny specific packets
from being routed across it. Packet filters use statically defined sets of rules (rulesets, access
lists), to define which traffic is to be permitted or denied.

Packet Filtering Granularity

Packet filtering only looks at protocol headers up to the transport layer. The header fields used
in access rules to match packets are:

m  Network-layer addresses: For example, the |P source and destination address of the
communication.
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m  Transport-layer protocol and application selectors (ports): To permit only a specific
protocol or application between endpoints.

m  Flagsinside thetransport protocol: These define specific per-connection properties, such
as the connection direction. With the TCP protocol the ACK, FIN, RST, and other flags
could be matched by the packet filter.

The most packet filtering can do isfilter applications by ether permitting or denying a specific
application running between two network endpoints (based on port numbers, ec). Anything
inside the application protocol is contained within the packet payloads, which are normally not
inspected by packet filtering.

Example

Cisco 10S extended Access Contral Lists (ACLS) are agood example of a state-of-the-art
packet filtering language. An extended ACL can filter on network addresses, protocols, ports,
and specific pre-protocol flags, such as TCP flags or Internet Control M essage Protocol (ICMP)
types and codes.
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Packet Filtering of TCP

and UDP Sessions
L e I I N Y Cisco.com

TCP sessions:

* Filtering on the ACK bit (“established”) provides good
awareness of session direction

UDP sessions:
* No flags for session direction

» Generally impossible to filter securely, as return traffic of
outbound connections cannot be differentiated from
inbound connections

Other connectionless services (ICMP, GRE, IPSec):
e Same security properties as UDP

Sessions with dynamic port negotiation cannot be
filtered robustly and securely.

Packet Filtering of TCP and UDP Sessions

Packet filtering handles different protocols in different ways. It is desirable to have as much
information in the protocol header as possible, as more specific rules can be applied to more
accurately describe an application being filtered.

In TCP sessions, every TCP segment carries a great deal of information that can be used to
describe an application. Besides containing flow information (IP addresses, ports), each TCP
segment contains sequence humbers, not used by packet filters, asthey do not keep track of
them, and special TCP flags. A packet filter can use those flags to determine the direction of a
session:

m |f aTCP segment has the SYN flag set, but no ACK flag, thisistheinitiating (first) packet
of a connection. The packet filtering firewall can use this information to either permit the
packet (allow the application to start) or deny it.

m |f aTCP segment has the ACK flag set, the segment belongs to an already established TCP
flow. The packet is usually permitted, as the packet filter is already configured/defined to
either permit or deny the SYN packet originally.

The second bullet illustrates the “intelligence” of packet filters. A packet filter cannot “know”
that an ACK segment actually belongs to an established session. An attacker could be sending
spoofed ACK segments in an effort to elicit responses from inside hosts and map the network.
Thefirewall operator, who understands that TCP connections begin with a SYN segment,
configures the packet filtering intelligence into the ruleset, and the packet filter blindly follows
the defined static rules.
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Packet Filtering of HTTP
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Packet Filtering of HTTP

This exampleillustrates two Cisco 10S access lists programmed to only to allow an HTTP
session between a client and a server. The access lists permit TCP segments with a server port
of 80 and a random client port. The designer of the firewall should always be aware of the

traffic flow in both directions and configure the two access rules:

®m  Permit traffic from the client to the server: The outbound access list permits traffic from
the client to the server, and from any high (>1023) client port to the server port of 80. All
flags are allowed, including the SYN flag, which will permit the establishment of the

session.

®m  Permit traffic from the server to the client: The access list permits traffic from the server
to the client, from the server port of 80, and to any client high port. Only segments with the
ACK/RST/FIN flags are allowed (the “ established” keyword) to prevent from any sessions
establishing from the server port to a high client port—in effect, only return traffic of

the HTTP session is permitted.

Most TCP filtering applications are able to use these two access rules because they are

sufficiently secure.

However, an attacker on the outside network can send any packets to the inside client with an
arbitrary (possibly spoofed) address of the server, from port 80, to any client high port, aslong
asthey have the ACK/RST/FIN flags set. Malformed packets may, for example, trigger a bug

and perhaps crash the client.
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Packet Filtering of DNS
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Packet Filtering of DNS

This exampleillustrates two Cisco 10S access lists programmed to only to allow a Domain
Name System (DNS) session between a client and a server. The access lists permits User
Datagram Protocol (UDP) segments with a server port of 53 and a random client port. The

designer of thefirewall should always be aware of the traffic flow in both directions and

configure two access rules:

m  Permit traffic from the client to the server: The access list permits traffic from the client
to the server, and from any high (>1023) client port to the server port of 53. There are no
flags in UDP, thereforethis access list is not “ direction aware’.

®m  Permit traffic from the server to the client: The access list permits traffic from the server
to the client, from the server port of 53, and to any client high port. Asthereareno flagsin
UDP (no equivalent of “established”), therules are again not direction aware. An attacker
spoofing the address of the server, or perhaps breaking into the server can INITIATE UDP
sessions to any application on the client, which listens on high ports (for example, NFS).
Theonly restriction is that the outside attacker needs to use a source port of 53, which is

trivial to set in UDP packets.

This setup obviously has security issues and is not as robust as TCP filtering. Generally, packet

filters do not filter UDP flows well asreturn traffic to the client application always requires

opening all high ports towards the client. This exposes much more than the application, which
should be permitted. Some UDP applications can specify arange of client ports they use, which

might limit exposure. However, such applications are rare and do not conform to the classic

Internet client implementation recommendations.
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Packet Filtering of FTP
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Packet Filtering of FTP

This example shows two Cisco 10S access lists programmed to only to allow a File Transfer
Protocol (FTP) session between a client and a server. FTP isa protocol using dynamically
negotiated ports for its data sessions; therefore the designer of an accesslist, the access list
being a static ruleset, cannot adequately describe FTP using static rules. The access listsin the
example permits TCP segments between the server’ s port of 21, and any high client port, to
permit the FTP's control connection. The access lists must permit connections initiated from
the server to the client, from the server’s port 20 and to a high client port, which are the
dynamic data connections FTP requires by design. The designer of the firewall needs to be
aware of thetraffic flow in both directions and of all dynamic sessions, and configure two

access rules:

m  Permit traffic from theclient to the server (on the outside interface): The access list
permits traffic from the client to the server, from any high (>1023) client port, and to the
server port of 21. All flags are allowed, including the SYN flag that will permit the
establishment of the session. This rule also must permit return traffic for the data sessions,
which areinitiated by the server—packets from any high client port to the server port of 20,

carrying the ACK hit.

Per mit traffic from the server to the client (on theinside inter face): The access list

permits traffic from the server to the client, from the server port of 21, and to any client
high port. Only segments with the ACK/RST/FIN flags are allowed (the “ established”
keyword) for the control session. The server may also establish TCP connections towards
the client (the FTP data connections). Therefore, all TCP segments are allowed from the
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server’s port of 20 to any high client port. Thisis a tremendous security risk, asit allows
the server to access any application running on the client, listening on a high port.

Note In general, FTP, in active mode, can use any server port for the data session. Port 20 is
usually used, but not required by the RFC.

Dynamic applications, which are common in modern IP networks, marked the demise of packet
filters asarobust filtering mechanism for most sessions. Compromises, such as opening huge
holes in firewalls, have to be made to transport dynamic applications over firewalls. Developed
to address these issues, application gateways and stateful packet filters are application aware
and understand the behavior of dynamic protocols.
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Packet Filtering Features
TN Cisca.com

» Secure enough for many applications, which can
be tightly described with static rules

» Very cost effective, as existing devices can be
used

* Very high performance, which can be
accelerated through NetFlow, Turbo ACLSs,
TCAM/PXF hardware

» Simple enough to configure, if the number of
rules is limited

Packet Filtering Features

Packet filters are robust enough for a number of applications that do not require tracking of
applications and tight filtering of every application packet. Such applications include firewalls
where:

m  Only static TCP protocols pass between perimeters.

m  Access control is only done based on network layer addresses or transport layer protocols.
A good example of thisisingress/egress filtering used by most service providers (SPs) and
enterprises on the edge of their network.

Packet filters are also very cost effective to deploy, asthey are generally present in existing
network software and do not require software changes.

Packet filtering firewalls easily achieves high performance. Cisco software uses a variety of
techniques to speed up processing of packet filtering:

m  Manual optimization of rules: The operator uses his’lher knowledge of traffic patternsto
optimize the order or first-match rules in the ruleset, which decreases per-packet search
time when an ACL is evaluated

m  Turbo ACLs: Build an evaluation tree of therule list to reduce the number of lookupsin
comparison to the linear evaluation of a normal access list.

m  NetFlow switching: Can speed up ACL evaluation by processing only the first packet of a
flow, either permitting or denying it, and then apply the same decision on therest of the
flow’ s packets.
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m  Hardwareimplementation of access lists. Either using network processors (PXF) or
constant-speed rule matching memory, Ternary Content Addressable Memory (TCAM), to
incur little or no performance penalty even for huge access lists.

Packet filtering rules can also be simpleto configure if the number of applications and
endpointsis limited, and if the designer is proficient in the rule language and knowledge of
protocols.
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Packet Filtering Limitations
T T T Cisco com

* Not session-oriented, will pass any spoofed
packets matching “permit” criteria (DoS
potential)

« Sessions with dynamic ports cannot be
supported securely

* Will usually pass all IP fragments (DoS, header
overwriting issues)

—Most packet filters now deny fragments with
offsets less than 40 bytes

* Huge rulesets are a management (and thus
security) nightmare

Packet Filtering Limitations

Packet filtering has serious limitations, and therefore warrants the use of more advanced
methods in most access control scenarios:

m  Packet filters are not session oriented: They rely on the ability of the designer to set up
the rules according to his knowledge of protocols. An attacker can till send arbitrary
packets through the filter, even though those packets do not belong to a valid session. Such
packets can, for example, trigger a software bug on a target system and make it unavailable.
An example of thisis packets that are too big or have malformed header fields.

m [tisdifficult to securdy filter sessionswith dynamic port negotiations: To permit other
(unauthorized) traffic, very open access rules are required.

m  Packet filtersdo not handle I P fragments strictly: If a packet filter filters on TCP header
information, fragmented | P packets only carry the TCP header in the first fragment. Packet
filters pass all non-first fragments unconditionally, relying on thefiltering of thefirst
fragment to enforce a policy. This can open an inside host to denial-of-service (DoS)
attacks, or header overwriting attacks. As the designer needs to be aware of bidirectional
traffic flow and any additional sessions opened by applications, the rules can become
complex and unmanageable. With the drive for simplicity to guarantee correctness, packet
filtering rules can become too complex to be trusted.
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Example

A known attack against packet filters was the header overwriting method, where the attacker
sent the TCP segment as two | P fragments. The following sequence of events takes place at the
packet filter:

1. Thepacket filter generally permitted the first fragment, which had the TCP header, where
the ACK bit was set.

2. The packet filter unconditionally passed the second fragment, asit assumed it did not
contain TCP header (port) information. The second fragment in fact had a very low
fragmentation offset of 20.

3. Theend host interpreted the second fragment’s low offset as overlapping the first fragment
and overwriting thefirst fragments TCP header.

4. By setting the beginning of the second fragment’ s payload precisaly, thefirst 20 bytes of
payload would overwrite the first packet’s TCP header, setting the SYN bit and clearing the
ACK bhit, effectively creating a new unauthorized connection to the inside host.
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Packet Filtering Evaluation
1T T Cisco com

* Robustness—medium, can pass unauthorized
packets, robust enough for simple TCP
applications

« Granularity—low, can filter on type of application

 Flexibility—medium, dynamic applications
cannot be supported

* Performance—high, wire-speed

Packet Filtering Evaluation

Packet filters can be evaluated against criteria for firewall technology including:

m  Robustness of filtering: Medium. Packet filters are only robust enough for L3 (1P)
filtering, and Layer 4 (L4) filtering of simple, single-channel TCP sessions. Any other
sessions require the rules to allow more traffic than necessary, and expose hosts to
additional risks.

m  Granularity of filtering: Low. Packet filters can filter traffic based on L3 addresses, L4
protocol, and application sdectors (ports). Therefore, the most they can do isfilter based on
the type of application running between endpaints.

m  Flexibility of filtering: Low. Packet filters' flexibility islow, as UDP applications and
modern dynamic applications cannot befiltered securely.

m  Performance: High. Packet filter performanceis very high, making them ideally suited for
high-throughput/low-latency requirements.
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When to Use Packet Filters
T T T T Cisco.com

Use classic (stateless) packet filters when:

* Building simple firewalls, which do not need to
support dynamic applications

* Performing pure L3 access control, where
filtering is done mostly at the IP address level
(ingress/egress filtering)

* There is a need to augment of other
technologies (defense in depth)

Packet Filtering Deployment Guidelines

Packet filters are still deployed in avariety of scenarios:

m  When simplefirewalls are built, and there is no need to support dynamic TCP or UDP
applications.

m  Whenfiltering is performed strictly on L3. An exampleis classic ingress/egress filtering at
the network edge, where anti-spoofing rules are often installed.

m  When another technology needs to be augmented for defense-in-depth. For example, an
application-layer gateway (AL G)-based firewall, is protected using a packet filtering router,
which limits connectivity to the ALG host.

Practice
Q1) What is the security issuein classic packet filtering of active FTP sessions?
A) the control session cannot be adequately filtered
B) allowing data sessions to the client opens up all the high ports on the client
) performance of datatransfer is low
D) allowing control sessions to the client opens up all the high ports on the client

E) the “ established” keyword cannot be used for control or data sessions
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Q2 How do packet filters handle IP fragments, when filtering on Layer 4 ports?
A) all fragments are buffered on the router, and then reassembled

B) al fragments are permitted by default after some basic fragmentation offset
checks

C) al fragments are denied by default

D) all fragments are ingpected to ensure they belong to the same I P packet
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Application Gateways

ALGs

Cisco.com
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An ALG is a special piece of software (a “proxy”)
which:

» Establishes two application-layer sessions: one with the
client, one with the server

» Passes application-layer requests between clients and
servers

* Checks the validity of protocol messages and data

ems, Inc. All rights reserved

Objective

The section will enable the learner to explain the security properties, features, and limitations of
application gateways used as an access control method, and identify their features and
limitations.

Introduction

Application-layer gateways are a legacy technology, which is still used in organizations, which
require the most granularity of filtering in their firewall systems. This section describes the
operation, features, and limitations of application-layer gateway technology when used asa
firewall building block.

ALG Technology

An ALG isa special piece of software designed to relay application-layer requests and
responses between endpoints. An ALG acts as an intermediary between an application client
and a server, acting as avirtual server to the client, and as avirtual client to the real server.

ALG Operation

When using an AL G to pass application-layer traffic:

Step 1 The client connects to the ALG and submits an application-layer request, indicating
the true destination of the request, and the request data itself.
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Step 2 The ALG analyzes the request and may filter or change its contents, and then opens
a session to the destination server, posing as the client.

Step 3 The destination server repliesto the ALG.
Step 4 The ALG passes the response, which may be filtered and changed, back to the client.

Each ALG is designed to support a particular application. For example, an FTP ALG usually
only passes the FTP protocol between endpoints. For a pure ALG-based firewall, each
application passing over it requiresits own ALG.

Example

A well-known example of an ALG isan HTTP proxy, such as Squid. HTTP proxies, while not
necessarily security-focused or firewall-based, passthe HTTP protocol between HTTP clients
(browsers) and servers (web servers). An HT TP proxy might be used for its HTTP

request/response filtering capabilities, or only to provide acceleration of web access using
caching methods.
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ALG Handling of HTTP
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« Example policy: only permit HTTP between client
A and server B

- Additionally, deny transfer of movies and any
JavaScript code to the client, scan for viruses
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ALG Handling of HTTP

Thisfigureillustrates an HTTP ALG used in the context of a firewall.

Step 1 A client in the protected network opens an HTTP session to the proxy and submits a
HTTP request. For example, the client might submit the uniform resource identifier
(URI) http://www.cisco.convunivercd/index.html to the ALG, expecting the ALG to
retrieve the object for the client.

Step 2 The ALG examines the request, verifiesits validity and conformanceto the HTTP
protocol, it then contacts the destination server (www.cisco.com), and retrieves the
object “/univercd/index.html”.

Step 3 The AL G sends the response, which can befiltered (JavaScript stripping, virus
scanning) to the client.

Configuration of the access rules occursin the ALG’ s configuration. The ALG can be
configured only to allow access from specific clients to specific destination HTTP servers.
Because of ALG’s application awareness, the access rules can filter on any part of the client
request or server response, such as the URL, filetypes, and HT TP request types.

Note The client in the example is proxy-aware and uses an extension of the HTTP protocol (proxy
URIs inside the HTTP session) to talk to the ALG. The ALG uses pure HTTP to talk to the
destination servers.
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ALG Handling of DNS
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ALG Handling of DNS

Thisfigureillustrates a DNS AL G passing traffic over an ALG-based firewall.
Step 1 Theinside client submits a DNS reguest to the ALG running on the firewall host.

Step 2 The ALG, who appearsto be a DNS server to theinside client, accepts the request,
validates it, and passes it to an appropriate destination DNS server.

Step 3 The destination DNS server replies to the DNS AL G, which validates the reply, and
returnsit to the client.

Example

A common example of a DNS AL G is a caching nameserver, which runs off-the-shelf DNS
software configured only to proxy DNS. A caching name server may or may not be
authoritative for a domain, which is a separate role it may be used for.
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ALG Handling of FTP

Cisco.com
3. File transfer 5. File transfer
— —1 .
Server 2. Login, 4 :g;igaf}leei 1. Login, lent
request file request file
FTP FTP
=
Outside FTP Inside

ESAP0GR_051

ALG l

Example policy: only permit FTP between client A
and server B

ms, Inc. All rights reservec

ALG Handling of FTP

Thisfigureillustrates an FTP ALG passing traffic over an ALG-based firewall.

Step 1 Theinside client startsan FTP session with the FTP AL G, authenticating and
passing arequest for aremotefile.

Step 2 The FTP ALG poses as the destination server to the client. After receiving the client
request, the FTP ALG opens a new FTP session to the destination server, and
proxies the client’ s request to it.

Step 3 The destination server sends thefileto the FTP ALG, which filters the response
with, for example, a virus scanner, and passes thefileto the client over the client-
ALG FTP session.
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ALG Handling of a Generic TCP/UDP
Service (Port Forwarding)
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For services where no application-specific ALG
exist, an ALG-based firewall will relay TCP or UDP
sessions between the client and the server:

* This sanitizes network and transport layer
* There is no application awareness
» Hard or impossible to support dynamic applications
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ALG Handling of Generic TCP/UDP Services

Each application should have its own AL G, which can filter on all aspects of its operation.
Often however, AL G-based-firewall vendors have only developed afew ALGs, as the number
of applications exploded with the Internet’ s expansion. Because of this, a significant percentage
of applications were difficult or even impossible to proxy. Examples of these are complex
multimedia protocols.

For such applications, AL G-based firewalls often resort to two solutions:

m  Usage of port-forwarding TCP or UDP relays: These are simple agents, which can pass
aTCP or UDP session between a client and a server without application-layer filtering.
This approach enables connectivity, but runs opposite to the very idea of an ALG—to be
ableto verify and filter the application protocol. A benefit of this approachisto, at a
minimum, sanitize the network and transport layer protocol, if the ALG runs on a host with
arobust TCP/IP stack.

m  Usage of (stateful) packet filtering for unsupported applications: This approach again
negates the benefits of an ALG, and is a tradeoff. Therefore, it might compromise the
security of the entire firewall.

With this in mind, the biggest weakness of AL G-based firewallsisthat, for a significant
percentage of mainstream applications, no ALG software exists. ALG-based firewalls therefore
haveto resort to port forwarding or packet filtering, and the firewall designer has to focus even
more on hardening the application endpoints themselves to make up for the lack of an ALG.
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ALG Features

ALGs have the following features:

« Offer protection against most low-level attacks
(if the ALG host’s TCP/IP stack is robust)

* Have the ability to filter and sanitize the
application protocol

* Have the ability to filter on data inside the
application protocol

* Provide very good accounting (audit)
information

ALG Features

From the perspective of a firewall designer, an ALG-based firewall has the following features:

As all application sessions terminate on the ALG, the ALG’s TCP/IP stack can protect
against network and transport-layer attacks (for example, TCP Loopback DoS Attack
[land.c], source routing and TCP SY N flooding)

Ability to filter and sanitize the application protocol, to prevent the majority of protocol-
level attacks, and to resist basic attempts of tunneling

Ability to filter datainside the application protocol, to prevent data-driven attacks, and
leaking of sensitive information

Very good accounting, as it looks at all data from the application perspective
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ALG Limitations

ALGs have the following limitations:
* Not all applications can be proxied

* They are usually not used up to their full
potential, because of rule complexity or
performance limitations

* They might require changed client software (or
settings)

* They usually break any client-associated packet
services (NAT, QoS)

* They significantly impact performance
(throughput, latency)

ALG Limitations

The AL G approach has the following major weaknesses:

A relatively small number of ALGs exist to support modern applications, forcing a designer
to make unwelcome compromises.

ALGs arefrequently not used to their full potential, as many applications are too complex
to describe their details to the ALG. For example, it would be beneficial for an ALG
protecting a custom web application, to check all sensitive parameters passed between the
client and the server. However, this would require extensive customization of the ALG.
Such customization is often not practical or may be impossible due to poor communication
with developers or non-disclosure of the application protocol, rendering the ALGs as robust
as stateful packet filters.

ALGs might require clients to use modified proxy-aware software or modified client
Settings.

As AL Gs terminate application sessions, any packet service (header marking, translation),
associated with the client islost outside the AL G, because the ALG sanitizesthe IP
protocol and hides the client’ s identity. For example, router Network Address Trandlation
(NAT) and client-specific quality of service (QoS) cannct be deployed withan ALG in
path.

ALG processing can significantly impact throughput and latency of afirewall system.
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ALG Evaluation

* Robustness—high, always sanitizes transport
and network layers

« Granularity—high, can filter on data inside the
application protocol

 Flexibility—low, a lot of applications cannot be
proxied

* Performance—Ilow, as all data is inspected on
the application layer

ALG Evaluation

ALGs can be evaluated against the criteria for firewall technology evaluation, which includes:

Robustness of filtering: High. ALGs have very robust filters. They sanitize the network
and transport protocols, and as they speak to the application protocol, they have the ability
to block any suspicious protocol messages between the endpoints.

Granularity of filtering: High. ALGs can theoretically filter on any aspect of the
application protocol.

Flexibility of filtering: Low. Each application requires its own ALG to be devel oped.

Per formance: Low. ALG processing is extremely demanding on the host system.
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When to Use ALGs
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Use application-layer gateways when:

* There is a policy need to filter inside the
application protocol (untrusted clients,
untrusted servers)

* Application data itself needs to be analyzed
thoroughly (mobile code)

* In-depth logging of supported application
protocols is desired

ALG Deployment Guidelines

In modern networks, ALGs are deployed when the following policy requirements need to be
addressed:

m  Filtering inside the application protocol is required to ether protect trusted clients from
untrusted servers, or to filter data from untrusted clients to trusted servers.

m  With regard to application protocol filtering, ALGs can easily inspect application-layer data
in detail. For example, when tight control over mobile code is desired, an ALG is used to
pass and analyze data between perimeters.

m  When extensivelogging of all application-layer transactions is required to maintain a
detailed audit trail.
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Practice

Ql) What arethetwo benefits of ALG technology, when compared to packet filters?
(Choosetwo.)

A) flexibility in application support
B) granularity of filtering

C) performance

D) robust filtering

E) support for real-time traffic

Q2) How do ALGs handle services, for which there is no specific proxy code available?
(Choose one))

A) by using a generic TCP/UDP forwarder

B) ALGs cannot handle such services

Q) by always reverting to packet filtering

D) by using another (existing) proxy to support such a service

E) by simply routing such packets on Layer 3
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Stateful Packet Filters

Stateful Packet Filters
T T T T Cisco.com

« “Application aware packet filters”

* SPFs have two main improvements over packet
filters:

—SPFs maintain a session table (state table),
where they track all connections

—SPFs recognize dynamic applications and
know which additional connections will be
initiated between the endpoints

* SPFs inspect every packet, compare it against
the state table, and may examine the packet for
any special protocol negotiations

« Stateful packet filters operate mainly at the
connection (TCP/UDP layer)

Objective
The section will enable the learner to explain the security properties, features, and limitations of

stateful packet filtering used as an access control method, and identify their features and
limitations.

Introduction

Stateful packet filtering is currently the most widely used firewalling technology. This section
describes the operation, features, and limitations of stateful packet filtering technology when
used as a firewall building block.

Stateful Packet Filtering Technology

In the mid-nineties, packet filters and ALGs were the two technol ogies used to build firewall
systems. As the number of applications that needed to pass through firewalls increased, ALG-
based firewall vendors could not keep up with the development of new ALGs. On the other
hand, packet filtering also could not support the dynamic nature of the many modern
applications. Thus, a new technology was born.
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Stateful Packet Filtering Definition

Stateful packet filtering is an application aware method of packet filtering that works on the
connection (flow) level. A stateful packet filter (SPF):

m  Maintains a state table (or connection table), where it keeps track of all the active sessions
over the firewall

m |sapplication aware—a SPF is able to recognize all session of a dynamic application

The State Table

Thestatetableis part of theinternal data structure of a SPF. It tracks all the sessions, and
inspects all the packets passing over the SPF-based firewall. The packets only passif they have
the expected properties that the state table predicts. The state table dynamically changes and
adapts with the traffic flow. If no state exists, oneis created and entered into the state table if
meeting the rules allowed in the firewall.

Application Awareness
SPFs are application-aware through additional inspection of passing traffic. By inspecting the
session more closely, usually on the application layer, a SPF is able to associate any dynamic
channels of the application with the application’sinitial session.

The concept of a session in the SPF world is mainly connected to the TCP and UDP notion of a
session. Some SPF implementations though, can keep state of other protocols, such asthe
ICMP or generic routing encapsulation (GRE).

Note Stateful packet filters do not usually change packet headers or payloads in any way.
Packets are only compared against the state table and, if permitted, transmitted in their
original form.
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Packet Filtering of TCP

and UDP Sessions
L i e U Y Cisco.com

TCP sessions:

» Keeping track of a TCP connection is easy (check flow
information, check TCP sequence numbers against state
table entry)

UDP sessions:
* No flags or sequence numbers, hard to robustly track

* Only flow information is checked against, timeouts are
used to delete state table entries

Other connectionless services (ICMP, GRE, IPSec):
* Usually handled like a stateless packet filter!

Dynamic applications are handled automatically by
snooping on application negotiation channels.

ms, Inc. All rights reservec

SPF Handling of TCP Sessions

When a SPF-based firewall permits a TCP session, the session creates an entry in the state
table. SPFs check every subsequent packet against the state table to verify that each packet is
the next expected packet in the session. SPFsrobustly filter TCP sessions. They check each
packet’s flow information (network addresses and transport layer ports) to find a matching
entry in the state table, and verify that the TCP sequence and acknowledgement numbers are
within the expected range. Thereis awindow of allowed values to allow minor reordering of
packets, which islegal in IP networks.

SPFs usually process TCP flags to ensure that a session starts with a proper three-way
handshake. The SPFs then remove the state table entry after the session has closed with a
connection close, or with a forceful teardown using the RST flag. Timeouts del ete half-open,
half-closed, and idle TCP sessions.

SPF Handling of UDP Sessions

The UDP protocol does not contain sufficient information in each packet robustly to verify the
integrity of the UDP session, or its opening or closing. A stateful filter, when permitting a UDP
application, creates a state table entry when the first UDP packet is permitted. The state table
will contain flow information (network addresses and transport layer ports), and anidle timer.
The SPF permits all packets of the session if they match the flow description, and the state table
entry is deleted when the idle timer expires.
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SPF Handling of Other IP Sessions

SPFs do not usually track other protocol sessions, such as ICMP and GRE, but handles them
statelessly, similar to a classic packet filter. If stateful support is provided for other protocals, it
is usually similar to that of UDP. When a protocol flow isinitially permitted, all packets
matching the flow are permitted until an idle timer expires.

SPF Handling of Dynamic Applications

Dynamic applications open a channel on a well-known port (such as FTP), and then negotiate
additional channels through the initial session. SPFs support these dynamic applications
through SPF snooping of the initial session, and parsing the application protocol enough to
learn about the additional negotiated channels. Then SPF usually enforces the policy that if the
initial session was permitted, any additional channels of that application should be permitted as
well.
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Stateful Packet Filtering of HTTP
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State Table

TCP connections

A/1025 -> B/B0, inseq 2375672,

outseq 679642 ESTAB
UDP connections
— —
Server Client
B | L
Outside Inside

ESAPIOGR_O78

Example policy: only permit HTTP between client
A and server B
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SPF Handling of HTTP

Thisfigureillustrates an SPF filtering an HTTP session between a client and a server. The
operator, who configures the firewall, does not have to be aware of the bidirectional flow of
packets or any dynamic channels opened by the application—this is automatically handled by
the stateful intelligence. The operator simply permits an application between two endpoaints.

When the client initiates the HT TP session to the server:

Step 1 A SPF compares theinitial TCP segment against the SPF-based firewall access rules
and is permitted, or denied, per the access rules.

Step 2 The TCP segment with the SYN flag creates a state table entry where the flow
information and initial sequence number is recorded. The session then dispatches the
packet to the server unchanged (unless the firewall performs NAT).

Step 3 The server replies with a SYN/ACK segment in the three-way handshake, which the
SPF verifies against the state table. The packet passes to the client once the flow
information, flags, and sequence numbers agree with the predicted values.

Step 4 The client compl etes the handshake and sends a request to the server. The server
replies directly to the client.

SPFs verify every packet’s headers in the application session against the state table to ensure
the packets are not spoofed. When the connection closes, the state table entry is removed from
the state table.
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Stateful Packet Filtering of DNS
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State Table

TCP connections
UDP connections

=] » .
Server A/2043 -> B/53, DNS id 4753, app=DNS Client
A
Outside Inside

Example policy: only permit DNS between client A
and server B

ms, Inc. All rights reservec
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SPF Handling of DNS

Thisfigureillustrates a SPF filtering a DNS session between a client and a server.

When the client initiates the DNS request to the outside server:

Step 1

Step 2

Step 3

A SPF verifies the DNS request packet against theaccess rules.

If the packet is permitted, a UDP “ connection” entry is created in the state table,
remembering the addresses and ports of the flow.

When the DNS server replies, the state table verifies the reply packet. Thereply to
theclient is permitted only if the flow information of the request packet exactly
matches the state table entry.

The state table slot may be cleared after an idle timeout.

Note

Many SPF implementations recognize DNS as a special UDP protocol and remove the state
table entry as soon as the first response is received. The Cisco Secure PIX Firewall will also
track the DNS ID field, giving an additional sequence-number-like protection to the DNS
protocol.
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Stateful Packet Filtering of FTP
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State Table

TCP connections

A/1056 -> B/21, inseq 6544234,

outseq 23324 ESTAB, app=FTP/CONTROL
B/20 -> A/5777, inseq 76534,

outseq 226555 ESTAB, app=FTP/DATA

UDP connections

—
Server Client
B

Outside u Inside
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Example policy: only permit FTP between client A
and server B

SPF Handling of FTP

Thisfigureillustrates a SPF filtering a FTP session between a client and aserver. FTPisa
dynamic protocol, which opens multiple sessions between the client and the server. An FTP
control session authenticates the client user to the server and allows the client to browse the
server and specify which files are to be transferred. This session connects to the server port of
21.

Theinside client initiates the FTP' s control session to the destination server. If thissessionis
permitted in the firewall rules:

Step 1 A statetable entry is created and the session is inspected as any other TCP session.

Step 2 By looking at the destination port number, the SPF recognizes this asa FTP session
and focuses more intensively on the FTP control session.

Step 3 When the client is ready to receive data, it will signal this to the server by sending a
“PORT” command to the server. This indicates on which local port it is listening, so
that the server can open a new connection to the client, and transfer afile over it.

The syntax of the port command is:

PORT A,A,A,A,L,H

Where the symbol “A” represents individual bytes of the client’s IP address, and the symbol L
and H represent the low- and high-order byte of the client port. If, for example, the client
193.77.3.133 starts listening on port 1025, it will send the following command to the server
over the control session:

PORT 193,77,3,133,4,1

The SPF intercepts this command by snooping on the control session, and nhow knows there
will be a session opening from the server, usually from port 20, to the client on port 1025
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(4*256 + 1*1). When this session arrives inbound to the SPF, it permitsit asapart of the
overall FTP application session and performs standard TCP stateful filtering on it.
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Stateful Packet Filters Features

and Limitations
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Features:

» Simple rule sets because of stateful intelligence
« Easy to provision new applications

* Very robust handling of transport-layer flows

» High performance, can be wirespeed

» Transparent for clients and servers
Limitations:

« Difficult or impossible to filter inside the
application protocol

SPF Features and Limitations
Thefeatures of SPF technology are:

m  Simple configuration: Thefirewall operator does not need to be aware of the application
protocol internals—the stateful intelligence handles any exceptional behavior and hides it
from the user.

m  Easy enough to provision new applications. Vendors can develop the “inteligence”
needed to provision new applications in a much shorter timeframe compared to application-
layer gateways.

m  Veryrobust filtering: Especialy for TCP flows, where alot of information is checked
against the state table.

m  Very high performance: SPF performanceis high, and is comparable to packet filtering
performance.

m  Full transparency for clients and servers: No application change is necessary to run an
application over a SPF-based firewall.

Stateful packet filtering has one major disadvantage—the inability to robustly filter inside the
application session. A SPF might have insight in the application protocol necessary to convey
its sessions securely over a firewall, but it does not validate every protocol message and does
not terminate an application session. Some SPFs have the ability to peek inside application-
layer protocols and look for specific malicious messages, but such filtering can sometimes be
bypassed.
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Stateful Packet Filtering Evaluation

* Robustness—high, very strict handling of
transport layer flows

» Granularity—medium, can filter well on
application type, but weak filtering inside
application protocols

* Flexibility—high, almost all applications can be
filtered depending on vendor support

* Performance—high, can be wirespeed

SPF Evaluation

SPFs can be evaluated against the following criteria for firewall technology evaluation:

Robustness of filtering: High. Generally, SPFs strictly verify if a packet is allowed to pass
through thefilter. Thisis especially true for TCP-based applications, where an attackers
chance of sending spoofed packets through a SPF is extremely small.

Granularity of filtering: Medium. SPFs usually filter up to the transport layer, and can
permit specific applications between hosts. Any filtering on the application-layer is usually
attempted on a per-packet basis. This means they may be vulnerable to

fragmentati on/segmentation attacks, where an attacker is able to split malicious data over
multiple packets.

Flexibility of filtering: High. SPF vendors can quickly develop inspection intelligence for
almost any application.

Perfor mance: High. SPF performanceis high, and is comparable to packet filtering
performance.
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When to Use SPFs
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Use stateful packet filters when:

* Low latency and high throughput are needed
with robust transport-layer security

* No application-layer filtering is needed

* Modern dynamic applications are involved (for
which no ALG exists)

SPF Deployment Guidelines

SPFs are currently the most common firewall technology and are deployed when:

m Low latency/high throughput connectivity is desired, with much more robust transport-
layer filtering when compared to classic packet filters

m  Noin-depth application-layer filtering is needed at the firewall

m  Modern dynamic applications are used, for which thereis no application-layer gateway
available

SPFs offer ahigh leve of filtering robustness and high performance in a single package.
Application security though, often needs to be handled at the application endpoint. In modern
applications, performing application security at the firewall is often too complex or even
impossible. Because of this, SPFsare now the preferred firewalling method for most
applications, with ALGs usually used as a point-solution for a specific application.
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Practice

Q1) Whatisamajor benefit of stateful packet filtering?
A) support for many modern applications
B) application-layer filtering
C) resistance against application attacks
D) prevention of covert channels
E) integration of virus scanning

Q2) How does a SPF usually determine the end of an UDP flow?
A) through the UDP connection termination flags in packets
B) using an idle timer
C) using an absolute timer

D) by looking at the FIN flag

Copyright © 2003, Cisco Systems, Inc. Firewall Technologies  3-2-41



Alternative Firewalls

Alternative Firewalls
T T T

Firewall analogies exist in other connectivity
options:

* MAC-level filtering in switched networks

* PBX firewalls or router-based ISDN filtering

» X.25filtering

* Protocol translation gateways (IPX-to-IP)

* And many more

Those options can be used stand-alone or to
provide defense-in-depth.

Objective

The section will enable the learner to explain the security properties of other common methods
used for network access contral.

Introduction

Many other technol ogies can be designated as firewalling technologies, if they can be used in
the context of access control. This section identifies some such technologies, and describes how
they could be used in afirewall system.

Alternative Firewall Technologies

Besides filtering of 1P applications, other technologies can easily be classified as firewalls, if
they perform any access control between networks. Examples of such technologies include:

m  Filtering of Layer 2 (L2) frames, using a L2 device such as a dedicated switch or bridged
router interfaces

m  Setting of static ARP entries or switch CAM entries, which effectively only enables
communication between selected hosts

m  Filtering of voice/data calls on a PBX

m  Filtering of incoming ISDN data calls based on the Caller ID
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m  Filtering of X.25 sessions based on caller or called party addresses

m  Tranglation of IPX/SPX protocolsinto TCP/IP, using a gateway that also restricts access

All these options can be used as standal one access control mechanisms or to complement
existing methods to provide defense-in-depth.
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General Technology Guidelines
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A firewall can and usually is built as a
hybrid of technologies:
* SPF is recommended as the main technology

when no application-layer access control is
needed or possible

* ALGs are used only where application filtering is
required

» Packet filters can be used instead of SPFs, or to
supplement SPFs and ALGs

Single-technology firewalls are possible,
but limited in their flexibility, security, and
performance.

General Technology Guidelines

Modern firewalls are usually built as hybrids using packet filtering, application-layer gateways,
and stateful packet filtering. The core technology that provides basic access contral is often
stateful packet filtering. It is the most extensible and simple-to-use method, and offers the most
flexibility and room to grow in the future.

Application-layer gateways are used to augment basic access control. Traffic, which needs
application-layer inspection, is redirected to the ALGs.

Packet filters still play an important role:

m  Asadefense-in-depth mechanism, which duplicates some of the access control on routers.
Therouters are a part of the firewall, a standalone filtering method.

m  To only provide much needed ingress/egress filtering on the network layer to resist
spoofing and filter other unnecessary traffic before reaching the firewall as policy dictates
and provide afront line of defense.

A single modern technology cannot provide a solution for all organizations. Organizations, who
impose more restrictive policies on internetwork access, generally prefer to process most of
their data using AL Gs, and use SPFs only for specific applications. On the other hand, most
organizations find the flexibility of a SPF acceptable for the majority of their applications, and
only process a few select applications using ALGs. This hybrid approach does result in
firewalls that may be more complex overall, but their functionality is often well-separated on
individual systems, and hence easier to control security-wise. The art of firewall design
explores how, where, and why to apply a particular filtering technology to a particular
application need.
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Example Scenario: A Hybrid Internet

Firewall
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A firewall might employ a mix of technologies:

* ALG handling of outgoing HTTP, incoming SMTP email

* SPF handling of incoming HTTP, HTTPS
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Hybrid Firewalls

Thisfigureillustrates a hybrid Internet firewall that passes along HTTP and SMTP traffic.
Where needed, AL Gs provide application-layer filtering for sessions, where malicious content
and protocol attacks are likely. For example:

m  Qutbound HTTP access is only possible by using an ALG, which might strip all JavaScript,
VBScript, Java, and ActiveX objects from the HT TP stream

m  Exchange of mail is only possible over a dedicated SMTP ALG, which scans all email
messages and removes ANY attachments

SPFs provide access control only to specific application end-points if application-layer filtering
is not needed:

®  Incoming HTTP to public web serversis permitted, and the web server is well-secured
against application-layer attacks.
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Example Scenario: A Hybrid Internet
Firewall (Cont.)
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Alternatively, such a firewall can be builtin a more
distributed fashion

This figure shows the same firewall system, built in a more distributed fashion using several
dedicated systems to achieve the same goals. The advantages of distributed systems are better
security as each piece of the system is less complex initself, and thereis less possibility of
unexpected interaction between components, as well as better performance. The disadvantage
of distributed systems is primarily the non-centralized management.

Practice

Q1)  Whichtwo technologies can be considered as “alternative” firewalling technologies?
(Choosetwo.)

A) Layer 2 filtering (for example, private VLANS)
B) routing protocols

C) call filtering based on Caller-ID

D)  NAT

E) process switching
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Summary

This section summarizes the key points discussed in this lesson.

Summary
S T T Cisco.com

This lesson presented these key points:

» Packet filters are useful, as long as dynamic or
UDP applications are not involved.

* Application-layer gateways offer significant
filtering granularity, but have flexibility and
performance issues.

- Stateful packet filtering offers significant
application awareness and high performance at
the same time.

 Firewalls are usually built as a mix of the above
technologies, depending on the policy
requirements.

Next Steps

After completing this lesson, go to:

m  Firewall Architectures lesson
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Quiz: Firewall Technologies

Complete the quiz to assess what you have learned in this lesson.

Objectives

This quiz tests your knowledge on how to:

m  Compare several common firewall technologies with respect to access control granularity
and their limitations

Instructions

Answer these questions:

1. What are the weaknesses of packet filtering?
2. What is the mgjor benefit of application-layer gateways?
3. Why are SPFsthe most popular technology?

4. What arethetwo options for building a hybrid firewall?

Scoring

Y ou have successfully completed the quiz for this lesson when you earn a score of 80 percent
or better.
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Firewall Architectures

Overview

This lesson introduces various firewall architectures, which are used to build firewall systems
of various functionalities. The features and limitations of each architecture are addressed, as
well as their suitability for use to support various customer requirements and applications.

Importance

The need to understand firewall architectures is paramount when different requirements of
separation, performance and filtering capability are presented to a designer.

Lesson Objective

Thelesson will enable the learner to compare different basic firewall architectures and to select
the proper architecture for an organization’ s requirements



Learner Skills and Knowledge

To fully benefit from this lesson, you must have these prerequisite skills and knowledge:

m  Understand the concept of firewall function

m  Describe and select firewall technologies based on an organization’s requirements

Outline

Outline
T ER e

This lesson includes these sections:
* Perimeter Concepts

« Screening Router Firewall Architecture

» Screened Host Firewall Architecture

* Dual-Homed Host Firewall Architecture
» Screened Subnet Firewall Architecture

* Virtual Firewalls
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Perimeter Concepts

Security Perimeter
TN Cisca.com

* Firewalls usually separate more trusted and less
trusted networks for some definition of “trusted”

* A group of networks connected to a firewall
interface is often called a security perimeter or a
security zone

A firewall then enforces access control between
perimeters, based on its access rules

Objective

The section will enable the learner to explain the concept of the security perimeter.

Introduction

Security perimeters define network areas, between which afirewall will enforce access contral.
The definition and design of such perimetersisvital in firewall design, if proper levels of
separation are to be achieved.

Definition

Firewalls enforce access control between networks, which can be of different types and levels
of trust. A common name for a group of networks reachable over asingle firewall network
interface, isasecurity perimeter or security zone. A perimeter is therefore an administratively
separate domain, to or from which a firewall can filter incoming or outgoing connections.

Examples

When connecting a home network to the Internet, there are two perimeters separated by a home
(SOHO) firewall: the outside perimeter, which encompasses all networks of the Internet, and
theinside perimeter, containing the trusted home network.
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When building a corporate firewall, which connects business partners to an enterprise, the

designer can definethe perimetersin several ways, depending on the separation requirements.
There are two main examples:

m  Thefirewall can smply separate the perimeter of “ business partners’ from the perimeter of
“corporate network”. This approach, however, cannot enforce robust access control
between individual business partners, which may be a requirement.

m  Thefirewall can consider each business partner network as a perimeter, the corporate
network being the most trusted perimeter. A firewall can therefore connect to each business
partner over a dedicated interface, improving its access control capability.
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Security Perimeter (Cont.)

Cisco.com
[ [ i
Enterprise Campus , Enterprise | Igre:)r\:rrilc(;:r
Campus Infrastructure | Edge | Edge
|

E-Commerce

-

g
Network . Distribution ¥ '
Management i
' 1 Internet
W - Connectivity
> s .
: Aty VPN and
Y y 1| Remote Access
‘ &
B

Classic WAN

b7
-~

ESAPI0GR_088

The perimeters are defined by the organization’s security
policy based on the needed separation and granularity of
access control
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Perimeters are usually defined based on an organization’s policy requirements: the required
granularity of access control and the level of separation between networks. Besides access
control policies, several defense-in-depth techniques in firewall design rely on the creation of
new perimeters to improve overall firewall robustness.

Example

A good practicein firewall design is to host exposed services on small perimeter networks.
This allows them to be well contained them and limit damage in the case of abreak in. Thisisa
simple and effective method for providing defense in-depth for modern multi-tiered
applications.

Practice
Q1)  Which of thefollowing cannot belong to a security perimeter of afirewall?
A) the Internet
B) arouter
C) the firewall itself
D) the whole inside enterprise network

E) another firewall
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Screening Router Firewall Architecture

Screening Router

Cisco.com

Outside % %
S

Perimeters are separated only by a packet filtering
device, direct host-to-host communication is
allowed:

» Access control is enforced with (stateful) packet filtering

» Direct connections to exposed services are permitted
between perimeters
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Objective

The section will enable the learner to explain the security properties, features, and limitations of
a screening router architecture used as firewall architecture.

Introduction

The screening router architecture is the most basic architecture used in firewall design, and one
of the most simpleto understand. It is still heavily used when simple internetwork connectivity
is desired.

Definition

Thesimplest of all firewall architectures is the screening router. I1n the screening router
architecture, a single packet filtering device is located between networks, enforcing access
control. The device can bea

m Classic (stateless) packet filtering router: Uses access lists to control the flow of traffic
between connected networks

m  Stateful packet filtering device (an enhanced router or a dedicated SPF appliance):
Uses application-aware packet filtering to control the flow of traffic between connected
networks

3-3-6 Designing Perimeter Security 1.0 Copyright © 2003, Cisco Systems, Inc.



The packet filter permits any exposed services and terminates on an exposed host in the
protected network.
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Screening Router (Cont.)
T T T TN Cisco.com
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* All endpoints communicate directly

* If an exposed service is compromised, the
attacker is inside the protected perimeter
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Example

Thisfigureillustrates an example of the screening router architecture. The organization in the
figure is connected to the Internet and to a business partner using routers. It enforces its access
control using stateful packet filtering on the Internet firewall device, and classic packet filtering
on the device connected to the partner network. In both scenarios, the permitted applications
establish connections directly between clients and servers, without any intermediary inside the
firewall system.
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Screening Router (Cont.)
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Features:

» Simple to understand

* High performance/available in existing router software
» Can be made robust, if stateful filters are used

Limitations:

* Router/SPF access lists are the single point of failure
* Exposed hosts are a single point of failure

* Can be very complex to configure and verify

» With stateless packet filters, cannot securely filter
dynamic TCP or any UDP applications

* No or weak application-layer filtering

Features and Limitations

Thefeatures of the screening router architecture include:

m  Simplicity in design. Multiple perimeters are separated by a single device, which enforces
access control.

m  High, router-like performance.

m  Availability in existing software sets, therefore no upgrade is necessary and the
functionality is available anywhere.

®m  Robust access control, if application aware (stateful) filtering is used.

Thelimitations of the screening router architecture include;

m  Thefiltering device is a single point of failure, should a bug or misconfiguration of access
rules occur.

®  Incoming connections from the less trusted, to the more trusted network, terminate directly
on hosts inside the most protected network. Compromising an exposed host resultsin an
attacker being on the most protected network, where no further firewalls separate other
sensitive resources.

m  Extremey complex configuration and management of rules, if stateless packet filtering is
used.
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m  Weak access control, if statel ess packet filters (SPFs) are used.

m  Only rdiably filter up to the transport layer (no application-layer access contral).
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Deployment Guidelines
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* A good architecture if no application-layer
filtering is needed:

—Use stateful packet filters if possible
(especially if dynamic applications are used)

—With stateless packet filters, permit dynamic
applications only between select endpoints to
lower risk

« Secure the filtering device very well
» Secure exposed services very well
» Test and review rules periodically

Guidelines

A screening router is aviable architecture for building a firewall if the policy requirements do
not include:

m  Application-layer filtering. The screening router enables direct contact between application
endpoints

m  Dynamic applications, if only stateless (classic) packet filters are available

The screening device (router or special-purpose device) must be resistant against attacks. Use
router and generic operating system (OS) hardening techniques to fortify thefiltering device
against compromise.

Give specia attention to the application endpoints because there is no application-layer
filtering. If allowing connections inbound from a less trusted to a more trusted perimeter,
secure the exposed host/service against application-layer attacks. If an attacker is ableto
compromise the exposed host, the attacker gains control of a system on the trusted network and
can attack other hosts from the compromised host, as thereis no firewall inside the trusted
perimeter.

The screening device performs all access control between perimeters; therefore it presents a
single-point-of-failure from the configuration and software issues' perspective. To address the
configuration issues, review and test the access rules periodically to ensure their correct
behavior.

Access control is usually performed using address-based rules, and hosts in the protected
perimeters might rely on IP addresses to grant or deny access. Therefore, the packet filtering
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device needs to prevent identity spoofing by filtering out addresses, which should not appear on
aparticular firewall interface.

Practice
Q1)  What does the performance of a screening router firewall architecture depend on most?
A) the filtering element (screening router) only
B) application-layer gateways within the firewall system
) the end hosts
D) the server of the session

E) session-level gateways within thefirewall system
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Screened Host Firewall Architecture

Screened Host
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— Access control is enforced with ALGs and/or packet
filtering

— Exposed services are served on the screened host or
in the protected network

T
o
~ g

5

ms, Inc. All rights reservec

Objective

The section will enable the learner to explain the security properties, features, and limitations of
a screened host architecture used as firewall architecture.

Introduction

The screened host architectureis a basic architecture used in firewall design. It provides
additional functionality compared to the simple screening router architecture, and is till usedin
some specific simpler connectivity scenarios.

Definition

Compared to screening router architecture, the screened host architecture adds the concept of a
bastion host (or multiple bastion hosts), which serve as the only reachable systems in the
protected network.

A packet-filtering device protects (screens) the bastion host because it only allows the
necessary access to and from it. This approach simplifies access control on the packet-filtering
device becauseit allows access to and from only one host, and enables application-layer
filtering using the bastion host’ s application proxies.

Public services can be served on the bastion host(s) or on other inside systems, with a bastion
host proxying requests to the inside, using application-layer gateway (ALG) technology.
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Screened Host (Cont.)
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* Outbound access is usually proxied over the
screened host

* Inbound access either terminates on the
screened host or is proxied to the inside
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Example

Thisfigureillustrates atypical dataflow in classic screened host architecture:
m  Outbound connections are only allowed over application proxies on the bastion host(s), as

the bastion host is the only point of contact between the protected perimeter and the outside
network

m  Inbound connections to exposed services ether terminate on a bastion host or arerdayed to
the inside network via application proxies on the bastion hosts
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Screened Host (Cont.)
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Features:

» Does not require direct connectivity/routing between
networks (better isolation)

* Application-layer filtering
* The host is additionally protected by a screening router

* Not necessary to use NAT—the screened host is the only
visible host

Limitations:

» The screened host and the packet filter are single points
of failure

» Some applications cannot be proxied
» Can be a performance bottleneck

Features and Limitations

The features of the screening host architecture include:

m Better isolation of networks. Because the screened host handles all communication, thereis
no need for direct routing between the protected network and the untrusted network.

m  Availability of application-layer filtering on the bastion host’s application proxies.
m A screening router additionally protects the host, decreasing its exposure.

m  Asthebastion host is the only reachable host, it can have a globally unique I P address,
therefore Network Address Tranglation (NAT) can be avoided.

Thelimitations of the screening router architecture include;

m [nsecurity terms, the exposed host is a single-point-of-failure. Asit is exposed it can be
broken into, placing an attacker squardy in the trusted network.

m [trelieson ALG technology to send requests outside. Applications that cannot be proxied
are either patched via TCP/UDP rdays, or can BY PASS the bastion host. They are then
packet filtered on the router, which diminishes the added security of this architecture.

m  Firewall performance depends on the bastion host’s performance, which can present a
bottleneck.
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Deployment Guidelines
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* A good architecture for providing mainly
outbound services

* Protects the screened host very well:

—Filters all unnecessary services with packet
filtering

—Hardens its applications and operating system

* Hard or impossible to pass real-time multimedia
traffic or non-supported applications:

—Bypass of the screened host is sometimes
necessary

—The architecture then becomes a screening
router architecture

Guidelines

The screening host architecture is beneficial when outbound services need to be provided with
application filtering. Thisis provided by ALGs on the screened host.

To stop any unnecessary connection to the host, fortify it inside its OS and applications, and
protect it with the screening router. The major limitation of this approach is that all traffic has
to pass through the screened host. This limits its usefulness for real-time traffic or applications,
for which no ALG exists. A designer can solvethis problem by allowing some applications to
bypass the screened host and only be handled by the packet filtering router. This mutates this
architecture towards the screening router architecture for the bypassing applications.

Practice

Q1) How are outbound connections handled by the screened host architecture?
A) by an application-layer gateway (AL G) host
B) by the screening router only
C) by aproxy inaDMZ
D) by the stateful filter only

E) by a session-layer gateway host
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Dual-Homed Host Firewall Architecture

Dual-Homed Host (Gateway)
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e All communication between networks is only allowed
over asingle host.

» The bastion host is dual-homed (or multi-homed) and
does not route IP:

— Access control is enforced with application gateways

— Exposed services are served on the dual-homed
host(s) or proxied into the protected network

Objective

The section will enable the learner to explain the security properties, features, and limitations of
a screened host architecture used as firewall architecture.

Introduction

The dual-homed host architecture is another basic architecture used in firewall design. It
provides additional separation between networks and avery granular access control method,
which made is suitable in the past to be used in environments with high security requirements.

Definition
The dual-homed host is a popular alternative to the screened host architecture. The dual-homed
host does not rely on arouter to limit communication over a single host, but uses a host multi-
homed (usually dual-homed) to multiple perimeters. The host does not route | P, but terminates
sessions from any of the connected perimeters. This ensures that no traffic can pass the firewall
without first connecting to its application-layer services (ALGS).

This architecture might still employ arouter to protect the dual-homed host against some
attacks, but does not require it. Some products contain packet filtering functionality within the
dual-homed host’s kernel, eliminating the need for an outside router for additional protection.
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Dual-Homed Host (Gateway) (Cont.)
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* Routing is disabled in the host’s kernel
* The host is still a single-point-of-failure

* Passing inbound connections to the protected
network is not recommended

©2003, Cisco Systems, Inc. All rights reserved DPS 1.0—3-3-14

Example
Thisfigureillustrates typical dataflow in classic dual-homed host architecture:

m  QOutbound connections are only allowed over application proxies on the dual-homed
gateway

m  Inbound connections to exposed services ether terminate on a bastion host, or are relayed
to the inside network via application proxies on the bastion hosts

Note Passing inbound connections to the inside network can result in an inside host being
compromised, and an attacker immediately entering the secure perimeter.
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Dual-Homed Host (Gateway) (Cont.)

Cisco.com

Features:

* Does not require direct connectivity between perimeters
(better isolation)

* Application-based filtering

* Not necessary to use NAT—the dual-homed host is the
only visible host

Limitations:

e Public services on dual-homed host can lead to
compromise

* The dual-homed host and exposed hosts on the inside
network are a single point of failure

* Performance bottleneck
* Many applications cannot be proxied

ms, Inc. All rights reservec

Features and Limitations

The features of the screening host architecture include:

m Better isolation of networks. As the screened host handles all communication, thereis no

need for direct routing between the protected network and the untrusted network.
m  Availability of application-layer filtering on the bastion host’s application proxies.

m  Asthebastion host is the only reachable host, it can have a globally unique I P address,

therefore NAT can be avoided.

Thelimitations of the screening router architecture include;

m  Hosting public services on the dual-homed host increases the complexity and vulnerahility

of the dual-homed host.

®  The dual-homed host, and any exposed host on the inside network to which the dual-homed
host relays incoming requests, are single-points-of-failure. Asthey are exposed they can be

broken into, placing an attacker in the trusted network.

m [trelieson ALG technology to relay requests between perimeters.

m  Firewall performance depends on the dual-homed host’ s performance, which can present a

bottleneck.

Copyright © 2003, Cisco Systems, Inc. Firewall Architectures
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Deployment Guidelines
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* A good architecture for providing mainly outbound
services

* Protects the dual-homed gateway very well:
— Filters all unnecessary services with packet filtering
— Hardens its applications and operating system

» Do not host exposed services on the gateway

* Hard or impossible to pass real-time multimedia traffic or
non-supported applications:

— Bypass of the dual-homed host is sometimes
necessary

—Turning the gateway into a packet filter can
considerably weaken security

Guidelines

If an organization requires mainly outbound services, the dual-homed host is a robust
architecture. As the security of thefirewall relies on the security of the host itsdf, the dual-
homed gateway needs to be hardened, similar to the screened host approach.

Exposed services (such as web, email, or DNS servers supporting inbound connections) are
often terminated and served on the host itself. This can be extremely risky, as a compromised
exposed application will probably compromise the whole gateway, therefore compromising the
firewall. Exposed services can be hosted either in front of the dual-homed host, therefore
having no protection from it, or on the inside, where requests to them are relayed through the
gateway’s ALGs. Thisis not recommended as it exposes the most secure perimeter to a single-
point-of-failureif the internal server is compromised.

Practice
Q1) How areinbound connections handled by the dual-homed host architecture?
A) by an application-layer gateway (AL G) host
B) by the screening router only
C) by aproxy inaDMZ
D) by the stateful filter only

E) by a session-layer gateway host
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Screened Subnet Firewall Architecture

Screened Subnet
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A buffer network (screened subnet or demilitarized
zone [DMZ]) is established between security
perimeters:

« DMZ are buffer networks which are neither inside or
outside

Objective

The section will enable the learner to explain the security properties, features, and limitations of
a screened subnet architecture used as firewall architecture.

Introduction

The evolution of firewall architectures provided more assurance in thefiltering capability of
firewall systems. However, it did little to provide multiple layers of security or to improve the
ability to tolerate integrity failures, such as an attacker compromising a devicein the firewall
system.

Example

If either the screening router or the screened host is compromised the screened host architecture
can fail. By changing the packet filtering rules on the screening router, an attacker can bypass
the screened host and enter the private network. By compromising the screened host, an
attacker is on the private network and can continue working from the compromised screened
host.

Screened Subnet

In order to provide a layered approach, the idea of the screened subnet was developed. Theidea
is based on a creation of a“buffer” network, which is situated between perimeters, and actually

Copyright © 2003, Cisco Systems, Inc. Firewall Architectures  3-3-21



represents a miniature perimeter itself. This small network, often called the demilitarized zone
(DM2), is neither an inside, nor an outside network. It acts as “no-man’s land”, and access to it
is permitted from inside and outside, although no traffic can ever directly crossthe DMZ.
Filtering points, set up on DMZ edges to connect it to the inside and outside perimeter, enforce
access control for traffic entering or exiting the DMZ. Thesefiltering points are usually
implemented with classic or stateful packet filters, or adual-homed AL G host.
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Screened Subnet (Cont.)
T ATTTATATANT Cisco.com

» Access control is enforced on traffic entering and exiting
the screened subnet to all perimeters:

— Classic routers or dedicated SPFs enforce access
control

e DMZs are used to host services:

— Exposed public services are served on dedicated
hosts inside the screened subnet

— The DMZ may host an application gateway for
outbound connectivity

A DMZ will contain an attacker in the case of a break in

Modified, this is the most useful and used modern
architecture

ms, Inc. All rights reservec

Screened Subnet Access Control and Service Hosting

TheDMZ isanideal placeto host services—either public, exposed servers, which untrusted
users connect to, or hosts running ALG software—to enable inside users to connect to the
outside perimeter. The DMZ contains the attacker, and the DMZ filtering points limit his
action, if either of these hosts or services is compromised

Note Because of its ability to contain an attacker, and limit damage in the case of a break in, the
screened subnet (DMZ) approach is the most popular and commonly used modern
architecture.

The multiple layers of security a DMZ offers are distributed between the services and filtering
points:

m  Thefiltering points initially protect the services and, if the services are compromised, limit
an attacker’ s ability to proceed further into the system

m  Theservices are hardened, making it hard for an attacker to compromise them
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Screened Subnet (Cont.)
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A classic single-DMZ firewall separates security
and service functions:

» Services are hosted on dedicated servers
* No routing between perimeters

* Application gateways are still necessary to enable
outbound access
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Thisfigureillustrates a traditional approach to building a screened-subnet firewall. Two
routers, used as packet filtering devices, separate the DMZ network from the outside and inside
perimeters. The DMZ network hosts both exposed public servers, and hosts running ALG
software, to pass data between perimeters.

A Classic Screened Subnet “Breaks” Routing

A notablefeature of the classic approach isin its routing design. As no traffic can flow directly
between the inside and outside perimeter, no routing needs to be set up to support it. The
architecture assumes that all connections will terminate inside the DMZ, therefore only limited
routing is needed:

m  Onthe outside router, only a default route to the outside and a directly connected route to
the DMZ are needed

m  Ontheinside of the router, only aroute to the inside networks and a directly connected
route to the DMZ are needed

If all the packet filtering rules on both routers by mistake, an attacker on the outside of the
network cannot reach the inside network, as the outside router has no routeto it. Conversely, an
inside user cannot open a direct connection to the outside perimeter, as the inside router does
not have a default routeinstalled. Thisis an additional layer of security, which augments both
packet filtering and AL G-based passing of data between perimeters.
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Screened Subnet (Cont.)
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To provide better separation and access control, it
would be beneficial to have multiple DMZs:

« Each service can be hosted in its own DMZ

* Damage is limited and attackers contained if a service is
compromised

ESAP10GR_O75.
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Multiple DMZs

The screened subnet (DM Z), which was introduced to host services and gateways, isa single
perimeter, nested between the inside and outside perimeters. Thereis no access control
available to perform access control between hosts insidethe DMZ. If a host is brokeninto, it is
likely that other hosts in the same DMZ can be compromised if their operating systems and
applications are not properly hardened. For security reasons modern applications are often
multi-tiered, and separating the web server from the application server, aswell as the database
server, isrequired in arobust system.

This raises the issue of multiple DMZ networks, where each DMZ would host a particular
sarvice. Thisfigureillustrates a possible implementation of a multi-DMZ where each new

DMZ crestes a new perimeter, with filtering points controlling traffic entering and exiting in
each single DMZ. A web server can now beisolated from the application server. A compromise
of one server will leave an attacker in an extremely restricted environment, with only afew
carefully chosen services available, in accordance with the least privilege philosophy. Simplify
this approach if possible, becauseit can introduce additional network elements and
configuration complexity.
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This is a modern implementation of a multiple-DMZ
idea:
» Packet filtering, SPFs or ALGs can be used as filtering
devices
* Misconfiguration of the filtering device can be disastrous
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Modern Architectures with Multiple DMZs

Thisisasimplified version of the multi-DMZ configuration. A firewall device with multiple
“legs’ creates multiple DMZs, each “leg network” (a standalone perimeter) being separated
from others via the single filtering device. The single device substitutes the “ outside” and
“inside’ routers of a classic DMZ, providing the same level of ingress and egress filtering.

Such a setup has the benefit of being simple, manageable, and very cost effective, although it
also has several limitations.

m  All traffic to or fromasingle DMZ, as well as the cumulative traffic of all the DMZs, cross
the same device. The device must provide enough bandwidth to satisfy application
requirements for expected traffic patters.

m  Thefiltering device is a single-point-of-failure. If misconfigured, access control can break
down with disastrous consequences. However, services such as public servers are
extremely well-contained and very strict access control can be configured for every
perimeter network.
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Features:
* Exposed hosts are isolated (limits damage in case of
break-in)

Screened Subnet (Cont.)

» Separation of services and security elements

* Does not always require direct connectivity/routing
between networks (better isolation)

» Can incorporate selective application-based filtering

» Can distribute access control on multiple simpler devices
Limitations:

* More complex to understand

» Can be more complex to configure overall

* Requires very good rule design to be effective
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Features and Limitations

Thefeatures of the screened subnet (DMZ) architecture are:

Isolation of services (exposed hosts) to limit damage in the case of a break-in.

Separation of services and security. Exposed serversinside the DMZ can host exposed
services. While thefiltering devices and perhaps an AL G host, provide security filtering.

Minimal routing can be used to provide an additional layer of protection.
Application-based filtering can be enabled selectively using an ALG host. Some non-
proxiable traffic may bypass the host and be directly exchanged between the perimeters, if

the policy allowsit.

Distribution of access control on multiple devices. The devices can back each other up and
have a simpler configuration compared to a single-device system.

Thelimitations of the screened subnet architecture are:

More complex to understand when compared to simple, two-perimeter systems
More complex to configure, as multiple devices are used

Requires avery good design of access rulesin thefiltering devices to provide multiple
layers of protection and robust filtering between perimeters
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Deployment Guidelines
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* The screened subnet is the preferred
architecture when hosting exposed services

* Try to separate exposed services into as many
perimeters as possible

» Terminate all incoming connections on a server
in a DMZ

» Make all access rules as specific as possible

* Deny access from DMZs to all perimeters by
default (for example, outbound access to the
Internet)

Guidelines

Use the screened subnet architecture as a preferred architecture when public services are
deployed using exposed hosts. Use the multiple-DMZ idea to separate different exposed
services into multiple DMZs. Use the firewall filters to control access among those DMZsin a
very granular fashion. This very effectively limits damage if an incident occurs, and can
considerably slow down or stop an attacker from penetrating the network further.

Ideally, all incoming connections from untrusted networks should terminate on an exposed host
withinaDMZ network. This host usually either serves the request itself, or is an application-
gateway, filtering and relaying data to another system.

With such a complex systemit is recommended to use:

m  An extremely conservative access policy to maximize robustness and control over all flows
inside the system

m A default “deny any” stance, with extremely specific rules exactly describing the minimal
required access between any two perimeters

Example

If a system administrator is lenient and allows all access from a DMZ to the Internet, which
does not seem dangerous, this can have important implications. An attacker, who compromises
aDMZ system might use the compromised system to break into other systems on the Internet.
Allowing all outbound access also enables an attacker to download tools from the outside,
which might be easier than uploading them through arestrictive inbound filter. Outbound
filtering addresses both threats and prevents or resists such exploitation.
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Practice

Q1) What isthe main benefit of the screened subnet architecture?

A)
B)
C)
D)

E)

it allows hosting of servicesin a*“buffer” network
it has the highest performance

it has the simplest routing configuration

it can provide application-layer filtering

it isthe most transparent for the end users
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Virtual Firewalls

Virtual Firewalls
T T T

A single system can run multiple
independent instances of a firewall:

« Each instance has separate rulesets

« Each instance might have separate routing and
NAT policies, separate perimeters and interfaces

Usually used to support a number of
organizations on a single system:

» Service Provider managed firewalls

Objective

The section will enable the learner to explain the concept of virtual firewalling.

Introduction

Deploying multiple firewalls for multiple organizations has proven to be difficult for the
(security) service providers, as the cost of such firewallsis high, and their flexibility and
manageability can be problematic. Virtual firewalls were created to address those limitations
and provide for large-scale deployment of firewalling in such scenarios.

Definition

Virtual firewalls are not a specific architecture, but more of an extension to existing filtering
devices. A filtering device is by default under a single administrative domain, filtering between
perimeters according to the organization’s policy.

Virtual firewalls introduce multiple firewall instances inside one device. Each firewall instance
might haveits own interfaces, perimeter definitions, and access control policy. They may also
separate routing and NAT information. Such a system creates the illusion of multiple firewalls,
each connected to its own set of perimeters.

Virtual firewalls are normally used to support a number of organizations using a single firewall
system employing virtualization. Thisis especially cost-effective in managed firewall solutions,
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offered by service providers to customers, who do not have a need or the means to run their
own firewall system.
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Features and Limitations
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The main features of virtual firewalls are:

m Lower cost of firewalling

m  Simplified network topology

The main disadvantage is that the method of virtualization might be vulnerable, leaking data
between domains. Virtualization is not only achieved in the firewall engine, but often also on
thefirewall’s interfaces. These might be connected to a technology, which is less robust in

providing traffic separation, such as bad VLAN implementations.

Practice

Q1) Whatisthe main differencein thefiltering capability of virtual firewalls compared to
any classic firewalls?

A) thefiltering granularity is necessarily lower

B) thefiltering granularity is necessarily higher

() thereis no difference—the same technol ogies and architectures are used
D) the filtering impacts performance more significantly

E) virtual firewalls perform virtually no filtering on their own
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Summary

This section summarizes the key points discussed in this lesson.

Summary
S T T Cisco.com

This lesson presented these key points:

* The simple screening router, screened host, and
dual-home gateway architectures are primarily
used to provide outbound access.

* The screened subnet architecture eliminates the
single-point-of-failure for exposed services.

Next Steps

After completing this lesson, go to:

m  Protocol Handling in Firewalls lesson
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Quiz: Firewall Architectures

Complete the quiz to assess what you have learned in this lesson.

Objectives

This quiz tests your knowledge on how to:

m  Comparedifferent basic firewall architectures

m  Sdect the proper architecture for an organization’s requirements

Instructions
Answer these questions:

1. What isamajor security weakness of the screened host approach?
2. How are services, for which no ALG exists, passed over a dual-homed host firewall?

3. How does a multi-tiered application benefit from a screened subnet firewall?

Scoring

Y ou have successfully completed the quiz for this esson when you earn a score of 80 percent
or better.

3-3-34  Designing Perimeter Security 1.0 Copyright © 2003, Cisco Systems, Inc.



Protocol Handling in Firewalls

Overview

Firewall systems today handle an unusually high nhumber of diverse applications and their
protocols, which have been developed in the Internet boom. Some such protocols are simple,
and are passed over firewalls with ease, while others are exceedingly complex and much effort
is required to analyze their operation and securely handle in sensitive environments. This lesson
presents the protocol handling of many well-known applications by the three main firewall
technologies: packet filters, stateful packet filters (SPFs), and application-layer gateways
(ALGs).

Importance

The support and robustness of application protocol handling is of the utmost importance to the
firewall designer, when an organization’s security requirements need to be met, and faced with
a set of application needs by the same organization. Therefore, this lesson contains crucial
information needed to strike the best balance between security and functionality in the modern
network application world.

Lesson Objectives

Thelesson will enablethe learner to select an appropriate firewall technology for an
organization’s application needs, and provide guidelines to an organization on how to integrate
an application with a particular firewall technology.



Learner Skills and Knowledge

To fully benefit from this lesson, you must have these prerequisite skills and knowledge:

m  Understand of the concept of afirewall
m  Describe and select appropriate firewall technologies

m  Describe and select appropriate firewall architectures

Outline

Outline
T ER e

This lesson includes these sections:
* Network Control Protocols

» Name Resolution Protocols

* Remote Procedure Call Protocols

 File Transfer Protocols

* Web Protocols

* Messaging Protocols

- Database Access Protocols

* Voice and Multimedia Protocols

* Remote Terminal and Display Access Protocols
* VPN Protocols

* Management Protocols

ems, Inc. All rights reserved
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Network Control Protocols

Network Control Protocol Risks
T T T T Cisco.com

* ICMP, Traceroute used for signaling and testing
of connectivity

* Risks:

—Mapping of protected network as a result of
permitted traffic (inbound, outbound ICMP)

—Denial-of-service networks through permitted
ICMP traffic

Objective

The section will enable the learner to explain the security properties of network control
protocols to select an appropriate technology to securely pass them over firewalls.

Introduction

The network control protocols include the Internet Control Message Protocol (ICMP) and the
traceroute application. Both are heavily used in enterprise networks, and conveying them
securely over Internet firewalls has been along-standing issue in the security community.

ICMP Refresher

IP hosts and routers use the ICMP protocol to provide basic error signaling and notifications,
such as:

m  Reachability information (echo, echo-reply, unreachable messages)
m  Resource quality (source quench messages)
m [Information (mask-request, mask-reply, timestamp messages)

m  Generic error reporting (parameter problem messages)
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Usually, IP hosts do not rely on ICMP information and can, in most cases, operate with ICMP
filtered out of the network.

Many network administrators use the traceroute application to provide diagnostics about a path
between two endpoints. There are two ways of implementing the conveyance of traceroute
across firewalls.

Network endpoints and routers use ICMP to signal network control messages among
themselves. Over afirewall, the following ICMP services are often required:

m  PING: The PING protocol is a simple request-reply protocol, using the ICMP ECHO
message as a request, and the ICMP ECHO-REPLY message as a reply from the reachable
endpoint.

m |CMP “Destination Unreachable’” Family: Contains several critical and optional
messages, which the IP stack uses to determine possible path problems. The only ICMP
“unreachable” message required for an I P stack operation is the “ Fragmentation Needed by
DF is set” message. Routers along the path between the end systems use this message to
inform the end systems about a low maximum transmission unit (M TU), to which they
should adjust their packet size. If afirewall blocks this message, the hosts endlessly send
large packets, which are discarded by intermediate routers. This resultsin traffic
blackholing.

Thefollowing ICMP “Destination Unreachable” messages, which are optional for an IP
stack to work, can befiltered by firewalls:

— ICMP port unreachable

— |ICMP network unreachable

Other ICMP messages are usually not required for proper I P stack operation and, using the
guideline of permitting only the necessary services, are hot of concern with firewalling.

m “Timeto-live (TTL) exceeded” message: Can be used to allow proper operation of
traceroute from the protected network
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Packet Filter Handling of ICM
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Messages required to pass over packet filtering firewalls:
* ICMP echo and echo-reply messages are often required for ping

» Various ICMP “unreachable” messages improve error
detection, but are not required

* Modern IP stacks with Path MTU Discovery (PMTUD) require
ICMP through a firewall
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Packet Filter Handling of ICMP

Each firewall technology handles ICMP messages differently. A pure packet-filtering router
passes | CM P messages between networks statelessly. Therefore, the static rules must describe
the messages allowed to pass between networks.

A minimal configuration would only permit Path MTU Discovery (PMTUD) ICMP messages
to the protected network’ s hosts. Any other permission for ICMP packets would allow
legitimate and ill egitimate packets to enter.
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SPF Handling of ICMP
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ESAP10GR_080

State Table
ICMP is usually handled statelessly
ICMP echo and echo-reply messages are often required for ping:

¢ Various ICMP “unreachable” messages improve error detection, but
are not required

* Modern IP stacks with Path MTU Discovery (PMTUD) require ICMP
through a firewall

1s, Inc. All rights reservec

SPF Handling of ICMP

A stateful filtering device may enforce some stateful intelligence on ICMP traffic. For example,
it could allow the ICMP echo-reply to enter the protected network only if the packet filter saw
the related ICMP echo request previously. All other ICMP messages, such as unreachables,
occur asynchronously. Therefore, the stateful firewall must be configured to accept them at any
time, and to any host that is communicating over the firewall.
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ALG Handling of ICMP
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ICMP ECHO
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Access Rules

An ALG cannot pass non-application layer traffic:
* ICMP is only required to the gateway
« PMTUD is always performed by the gateway itself
* Ping can be run on the gateway

ms, Inc. All rights reservec OPS 1.0—3-4-6

ALG Handling of ICMP

An ALG establishes two network sessions between:

m  The gateway and the client

m The gateway and thetarget server

All ICMP contral traffic therefore does not need to pass between the client and the server, but
rather terminates on the gateway. Thus, afirewall can only permit ICMP to and from the
gateway, minimizing exposure of the protected network.
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Traceroute
N T T e

UNIX Flavor:

» Client sends UDP probes on high destination ports
(32000+) with increasing TTL

* Client receives “ICMP time exceeded” replies from
intermediate hops and “ICMP port unreachable” from
last hop

Windows Flavor:
» Client sends ICMP echoes (pings) with increasing TTL

* Client receives ICMP “time exceeded” replies from
intermediate hops and an echo-reply from last hop

Traceroute Refresher

The traceroute program attempts to determine the path between two network endpoints. There
aretwo flavors of traceroute

m  UNIX flavor: A public domain program running on virtually all UNIX platforms. The
UNIX flavor of traceroute works by sending User Datagram Protocol (UDP) packets to
high destination ports (usually higher than 32000) in phases. Each phase has an increased
TTL IP parameter, starting from 1 in thefirst phase. Routers along the path route the UDP
packets and discard them as soon asthe TTL valuereaches 0. At that point, the router sends
a“TTL time exceeded” message to the source, informing the source about the router in the
path. When the TTL is increased sufficiently to reach the last hop, the destination host
receives the UDP packet and, because it is not listening on the random high UDP port,
returns an “ICMP port unreachable’ message to the source.

m  Windows flavor: Runs on Microsoft Windows platforms. The Windows flavor of
traceroute works similarly to the UNIX version. The differenceis that it sends out ICMP
ECHO messages with anincreasing TTL value, and waits for “TTL time exceeded” and a
final ICMP ECHO REPLY message. In terms of firewall filtering, permitting Windows
traceroute is similar to permitting the PING service, with the addition of permitting “TTL
time exceeded” messages to the source. A side effect of this behavior is that permitting
traceroute also permits PING between the networks.
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Packet Filter Handling of Traceroute

| Cisco.com
P High UDP Ports (UNIX) or
o ICMP ECHO (Windows)
) ICMP TTL Exceeded R
ICMP ECHO Reply or Port Unreachable N
I I
| &
L] -
B I I A
permit icmp host B host A ttl-exceeded permit udp host A host B gt 32000
permit icmp host A host B echo
permit icmp host B host A echo-reply g
permit icmp host B host A unreachable g‘
Inbound Rules Outbound Rules &

Static filtering rules are used:
* Open high UDP ports or ICMP echo to destination

* Open ICMP TTL exceeded, port unreachable or echo-reply
from destination

ms, Inc. All rights reservec

Packet Filter Handling of Traceroute

Permitting traceroute through a firewall requires the firewall to pass the UDP and ICMP
messages directly between the source and destination of the traceroute session, permitting all
routers in between to answer as well.

On a packet filtering router, this simply involves allowing high-port UDP traffic out, and ICMP
“TTL time exceeded” and “port unreachable” messages to the inside hosts. Static access rules
can describe this quite tightly and do not open significant windows into the protected network.
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SPF Handling of Traceroute
TN Cisco.com

High UDP Ports (Windows) or
ICMP ECHO (UNIX)
ICMP TTL
ICMP ECHO Reply or Port Unreachable
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permit icmp host B host A ttl-exceeded permit udp host A hest B gt 32000
permit icmp host A host B echo

permit icmp host B host A echo-reply
permit icmp host B host A unreachable

Inbound Rules Outbound Rules

udp: A/1050 -> B/33001
udp: A/1051 -> B/33002
udp: A/1052 -> B/33003
udp: A/1053 -> B/33004
udp: A/1054 -> B/33005

EsaPiocR_083

State Table

Usually can only be handled statelessly:
* Open high UDP ports or ICMP echo to destination

* Open ICMP TTL exceeded, port unreachable or echo-reply
from destination

2003, Cisco Systems, Inc. Al rights reservec DPS 1.0—3-4-9

SPF Handling of Traceroute

Using a stateful filtering router, the access rules and risk are the same as with the normal packet
filter.
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ALG Handling of Traceroute

T Cisco.com
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Access Rules

An ALG cannot pass non-application layer traffic:
» Traceroute can be run on the gateway instead

ms, Inc. All rights reservec

ALG Handling of Traceroute

By design, an ALG does not pass any raw packets, such as UDP or ICMP, between the
protected and outside networks. Therefore, traceroute breaks wherethereisan ALG in the
traceroute path. A solution for this would be to install traceroute on the application gateway,
allow select usersrestricted login to the application gateway, and then run traceroute.
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Guidelines
L e I I N Y Cisco.com

» With packet filters and SPFs, permit at least the
PMTUD messages

« With application-layer gateways, permit at least
PMTUD to the gateway itself

* Other inbound ICMP messages might enable
attackers to map your network:

—Also use outbound ICMP filtering to prevent
replies to possible attackers

Guidelines

The main risk associated with permitting inbound ICMP to a protected network is associated
with network mapping. ICMP can be used to:

m  Elicit various responses from remote hosts using ICMP ECHO, ICMP MASK REQUEST,
ICMPTIMESTAMP, and similar messages

m  Veify reachability of destination hosts

The most important guideline for outbound ICMP access is not to allow outgoing ICMP traffic,
which might reveal information about the inside network. For example, if an attacker manages
to send a probeinto the protected network, outbound rules should prevent the response from
reaching the attacker.

It is good practice to block all ICMP traffic outbound, except the required messages. An
example of this could be PMTUD messages, which might be sent by the protected networks
routers to outside hosts. ICMP ECHOs might be allowed out to allow pinging of the outside
network. Other outgoing messages, such as port and network unreachables or mask/timestamp
replies, may provide valuable reachability information to an attacker.

In the context of an Internet firewall, where the probability of mapping attacks is very high, the
most conservative stance with ICMP is suggested. A solution that permits the minimal set of
|CM P messages should be used. This includes only the messages needed for PMTUD (ICMP
“Fragmentation needed but DF set” unreachable message). Often, an ICMP ECHO REPLY
packet will be permitted inbound to allow pinging of the outside network, but this is not
necessary.
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Example

If inbound ICMP “TTL exceeded” messages are allowed into a protected network, the
following could occur:

Step 1 An attacker uses a network mapping techniqueto send ICMP “TTL exceeded”
messages to every single host behind the firewall.

Step 2 Thefirewall passes the message to the inside network.

Step 3 If the host does not exist or is unreachable, the router nearest to the destination
returns an ICMP “Host Unreachable’ message, informing the attacker about a host
NOT present.

Step 4 If thereis no reply, the host has processed and discarded the message, and is
therefore dive.

Theuse of NAT and PAT mitigates this risk by not exposing all inside hosts permanently, in
spite of firewall access rules.
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Network Control Protocols
Lt e Cisco.com

ICMP: Traceroute
Protecol Simble BPynamic (UNIX)
Complexity; P Simple: (Windews)

PEHandling Simple Simple

SPE Handling Simple Simple

ALG Handling Impossible Impossible

Content Eiltening

© 2003, Cisco Systems, Inc. All rights reserved DPS 1.0—3-4-12

Practice
Q1) How doesan ALG natively pass ICMP between perimeters?
A) using a specialized proxy program
B) using packet filtering
Q) it does not—all ICMP traffic terminates at the ALG host
D) using stateful packet filtering, if available

E) using a connection relay
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Name Resolution Protocols

Name Resolution/Directory

Access Protocols
L e I I N Y Cisco.com

* DNS, X.500, WINS, NetBIOS, LDAP used to
resolve names and lookup various information in
a network

* Risks:

—Servers are often buggy and exposed to a
large number of untrusted users

—Disclosure of confidential naming information
from sensitive name databases

Objective

The section will enable the learner to explain the security properties of network control
protocols to select an appropriate technology to securely pass them over firewalls.

Introduction

Directory and name resolution protocols provide the lookup of information in network-
accessible databases. Firewalls often pass name resolution/directory protocols between trusted
and untrusted network, and secure handling of those protocols is required.

Name Resolution Refresher

The main risk associated with name resolution/directory serversis that they are often buggy,
and combined with their exposure to an extremely large user population, the threat of their
compromise is very high. Often, those servers also run with high privileges on the host system,
and, if exploited, allow an attacker to fully compromise the host.

Some directories may also contain confidential information. Windows 2000 Active Directory,
for example, contains user account information which, if disclosed, would enable the attacker
to compromise arbitrary user accounts.
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Example

The canonical example of a security-relevant risk is the use of the Berkeley Internet Name
Domain (BIND) Domain Name System (DNS) server on the Internet. While respected for its
stability, BIND has been infected with some security vulnerabilities that could crash it and
either cause a denial-of-service (DoS) attack, or give the attacker an opportunity to access the
host system with the privileges of the BIND software. Unfortunately, BIND software has
historically been run with the highest system administrator privileges, thus enabling an attacker
to fully control the host operating system.
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DNS Client-to-Server and
Server-to-Server Queries

T T Cisco.com
ubP Random
Pgrt 53 DNS Request High Port
) DNS Reply N
| — o
]
B A

Client-to-server queries:

» UDP, random client port, port 53 on server
* TCP queries are legal, but rare
Server-to-server queries:

* UNIX uses source port 53
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DNS Queries

The DNS protocol specifies port 53 as the well-known port for client-server and server-server
queries, aswell as for database replication. The general ruleisto use the UDP protocol, and to
only use TCP when alarge reply is expected (over 512 bytes). Database replication (zone
transfers) strictly uses TCP on the well-known server port of 53, while almost all other
transactions occur over the UDP protocol.

The DNS client-to-server protocol is a simple request-reply (ping-pong) protocol, where the
client uses a high random UDP port to send a request to port 53 on the server. The server
replies from port 53 to the high client port. The standard also specifies that TCP can be used to
make the queries, but this behavior is rardly seen. IBM AlX operating system is one example,
which uses both UDP and TCP querying.

The DNS server-to-server transactions (request forwarding) occur almost exclusively over
UDP, with a destination port of 53. The source port varies by implementation. The classic
UNIX BIND nameserver also uses 53 as the source port, but most modern name servers use a
random high UDP port at the source of the request.
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DNS Database Replication

[ T T T T Cisco.com
Random
Port 53 DNS Zone XFER High Port
N TCP
| S—
§
B A g

Zone transfers (server-to-server database

replication):

* TCP, random origin server port, port 53 on destination
server

ms, Inc. All rights reservec OPS 1.0—3-4-15

DNS Database Replication

Zone transfers are used to replicate databases between primary and secondary serversfor a
zone (domain). They occur exclusively over TCP with arandom port at the originator, and port
53 at the destination DNS server.
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Packet Filter Handling of DNS Queries

Cisco.com
Random
Port 53 upbpP High Port
1 1
N -
| 1 1
B 1 1 A
| permit udp host B eq 53 host A gt 1023 | | permit udp host A host B eg 53 |§
g
Inbound Rules Outbound Rules 3

Packet filtering of DNS is risky:
* Replies must be permitted to all high client ports

Packet Filter Handling of DNS Queries

The DNS client-to-server queries across packet filters can be reasonably secure or completely
insecure, depending on the location of the server and client. As with the majority of UDP
applications, the client will choose a random high UDP source port to send its request to the
server.

The packet filter is configured with two access lists: one on the outside interface (enforcing
inbound rules), and one on the inside interface (enforcing outbound rules).

To permit the outbound request on the inside interface, permit all UDP packets from any client
source port, to the server destination port of 53. The packet filter cannot “remember” this
packet, therefore, when the server replies another rule needs to be in place on the outside
interface to explicitly permit return traffic.

Astheclient port is random, the packet-filtering rule on the outside interface (inbound traffic
filter) hasto include all possible client ports. Therule therefore permits UDP packets from
server source port of 53 to all high client destination ports.

Such a configuration effectively opens all the ports on the client machine for attack, if the
attacker uses packets with source port of 53. An attacker might exploit this and connect to a
client service, which listens on a high UDP port, for example, a Network File System (NFS).
Therefore, if the client needs to be well protected, a packet filter cannot securdy filter the DNS
queries. Packet filtering is very effectivein protecting the server, if thereis no need to protect
theclient. It only allows packets with a destination port of 53 to the server and blocks all other
server applications.
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Example

A small enterpriseis using a packet filtering router on their Internet connection as the only
firewall. On a separaterouter LAN interface, they have set up a public external DNS server,
which answers requests from the Internet. The packet filtering router can now be configured
with arule that permits UDP packets from any source UDP port to port 53 on the server, and
denies all other UDP traffic. Another rule for return traffic can be also set up, permitting all
packets from the server’s port 53 to all high ports on the clients. Because the client does not
belong to the enterprise and the server is an unlikely source of attack, this setup is robust.
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SPF Handling of DNS Queries
T T T TTTTATATANT

Cisco.com

Random
High Port
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Inbound Rules

udp: A/1050 -> B/53 |

State Table

exposure by aggressive timers:
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SPFs track UDP sessions and minimize client

* Request ID might be tracked to ensure reply validity

Outbound Rules &
&
g
&

SPF Handling of DNS Queries

SPFs remove the need for rules permitting return traffic, asthey are flow and are application

aware. A SPF on two levels usually handles DNS:

m  When a SPF firewall rule permits a DNS query it creates a connection entry in the state
table. This connection entry permits all return traffic from the server back to the client.
Normally, the connection entry will be closed when an idle timeout expires.

m  Some SPF implementations such as the Cisco Secure PIX Firewall or 10S Firewall are
more intelligent and perform an application-layer inspection of the DNS request. When the
DNS request arrives at the firewall, they remember the DNS transaction ID inside the
packet, and check the reply packet’s ID against the stored information. AsDNSisa
request-reply (ping-pong) protocol, the connection entry closes as soon as the reply is
received, without waiting for the default idle timeout.

Note The PIX Firewall only allows the first DNS response to pass inbound and then closes the
connection. The 10S Firewall allows for a window of 5 seconds of pass any DNS replies to
the client after a valid request was seen going outbound.

Used together, both methods enforce a very strict mechanism for passing DNS queries directly
through afirewall. However, they cannot defend against malicious replies, which can contain
reply data that somehow infects the client, for example, crash it, execute on the stack. The use
of ALGs helps protect against these application-level attacks on DNS.

Copyright © 2003, Cisco Systems, Inc.

Protocol Handling in Firewalls ~ 3-4-21



ALG Handling of DNS Queries
T T T TTTATATAN

Cisco.com

DNS Query _ DNS Query

— * DNS Response N ] I " DNS Response N
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| permit DNS from host A to host B

Access Rules

ALG acts as a DNS server for the clients and
passes requests to the untrusted network:

» The ALG can be a specialized DNS gateway or a caching
name server
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ALG Handling of DNS Queries

An ALG for the DNS protocol can be a specialized software package, running in the context of
alarger product, or an off-the-shelf caching name server, such as BIND or Cisco Network
Registrar (CNR).

The ALG passes DNS traffic over the firewall by posing asa DNS server to the inside clients,
accepting their requests, and forwarding those requests to outside DNS servers. The outside
DNS servers send their replies to the ALG, which inspects the reply on the application layer,
and creates a new reply to which it copies the received information and forwards it to the inside
client.

The ALG will typically perform some sanity checks on the packet payload, and can be
configured to filter DNS information according to a policy. All this sanitizes information inside
the DNS protocol asit is passed between the two networks.
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Split-DNS
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Most enterprises opt for a split-DNS model:
» External and internal databases are separated
» Qutgoing queries are proxied at the Internet firewall
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Split-DNS
This figure illustrates the concept of split-DNS, which most enterprises use to separate their
public and private DNS directories.
When using split-DNS, there are two DNS zones (domains), which are maintained by the

enterprise

m  Theexternal DNS zone: For example, cisco.com. Thisis served by a public external DNS
server, which is located outside the protected network, usually in one of the DMZ networks
onthefirewall or on thefirewall host itself.

m  Theinternal DNS zone: The same name, cisco.com. Thisis served by theinternal DNS
servers.

Usersin external networks can only access the external DNS servers. These only serve
information about publicly reachable servers, such as the corporate web or mail servers.

Usersin internal networks can only access theinternal DNS servers, which provide name-to-
address mapping for all hosts within the enterprise.

When auser in an internal network needs to obtain DNS information from the external
network:

Step 1 The user asks an internal DNS server for the information

Step 2 Theinternal DNS server forwards the query to the external DNS server at the
firewall

Step 3 The external DNS server forwards the query to the Internet DNS servers.
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Step 4 Thereply comes back to the external DNS server, which forwards in to theinternal
DNS sarver

Step 5 Theinternal DNS server returns the reply to the client
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Split-DNS (Cont.)

Cisco.com

External
DNS Server Internal
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DNS Reply ‘
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Clign? Internet Firewall Client g

DNS
Servers

All DNS queries from outside are answered by the
external server:

» External server might be hosted at a SP

* The server should be well-isolated from more important
servers

ms, Inc. All rights reservec OPS 1.0—3-4-20

This figureillustrates how queries from the untrusted network terminate at the external DNS
server. This server should be well protected and use robust DNS server software. Optionally, a
hosting service provider (SP) hosts this server, and replicates geographically for highest
availability.
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Split-DNS (Cont.)
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Outbound DNS to the Internet is proxied over the
firewall:

* The external DNS server can be used as a proxy

ms, Inc. All rights reservec PS 1.0—3-4-21

Thisfigureillustrates how queries from the trusted network pass from the internal serversto the
external server, who forwards (proxies) them to the Internet. The external DNS server’s
software should stop any attack attempted inside the DNS protocol.
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NetBIOS Name Service and WINS
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Used by Windows systems for name resolution in
intranets:

* Used by alot of Microsoft IIS web servers to directly
guery for client name on connection

» Usually denied by Internet firewalls
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NetBIOS Name and WINS

Microsoft clients and servers for name resolution often use the WINS and NetBIOS name
services. Unfortunately, many Internet servers running Microsoft 11S software still try to use
them for name resolution in the Internet when they attempt to resolve the client’s name. This
usually resultsin those queries, which are sent directly to the client, being denied by firewalls,
significantly increasing the audit trail.

LDAP

Lightweight Directory Access Protocol (LDAP) isasimple, single-TCP-session application (it
uses TCP port 389), used to access X.500 directories. The main risks lie in possible software
bugsin the LDAP server, and disclosure of sensitive information in the directory, if the access
control lists governing access to directory data are set incorrectly. From the protocol
perspective, LDAP is easily passed through any firewall filtering technology. If application-
layer control is required, areplica X.500 directory can be set up with only partial data available
to untrusted clients (the same concept as split-DNS).
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Name Resolution/Directory

Access Guidelines
L i e U Y Cisco.com

* Use a split-DNS setup to the Internet

* Always use a DNS application gateway at your
Internet firewall

* Protect exposed name server software extremely
well

* WINS/NetBIOS name can usually be safely
blocked at the Internet firewall

Guidelines

It isimportant to protect directory and name resolution servers as they are exposed to a large
user population. For DNS, it is suggested to always proxy it over an ALG. For example, a
caching DNS server to the Internet, as DNSiis historically vulnerable to malformed requests.
Split-DNS is a proven method used to deploy DNS forwarding over the Internet firewall.

WINS and NetBIOS name resolution can be safely blocked on the Internet firewall as no
functionality is broken if requests are filtered.
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Access Protocols
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SPE Handling Simple
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Name Resolution/Directory
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|
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replication
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Practice

Q1)  What does split-DNS refer to?

A) the separation of an organization’s external and internal DNS databases outside

and inside the firewall

B) the separation of an organization’s external and internal DNS databases outside

the firewall

)] the answering of all DNS client queries by two distinct name servers

D) the splitting of DNS packets by the firewall to ensure validity

E) the separation of name service so that DNSis never used inside a firewall
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Remote Procedure Call Protocols

Remote Procedure Call and

Distributed Object Protocols
TN Cisca.com

* RPC is a foundation for many UNIX and
Windows applications

* Distributed Object Access protocols (CORBA,
DCOM) are often used on e-commerce sites in
multi-tiered applications

* Risks:

—Unauthorized access to RPC/Distributed
Object Protocol endpoints can allow an
attacker to directly attack an important
application or the operating system

—Some RPC protocols cannot always be filtered
securely (dynamic ports); this can open up
access to additional vulnerable services

Objective

The section will enable the learner to explain the security properties of Remote Procedure Call
(RPC) protocols to select an appropriate technology to securely pass them over firewalls.

Introduction

RPCs are the foundation of many UNIX and Windows applications, which run distributed over
the network. Enterprise applications also often use Common Object Request Broker
Architecture (CORBA) and Distributed Component Object Model (DCOM), two related
distributed object models, which may use existing RPC functionality. Such protocols are often
permitted through firewalls, and a need for secure handling is paramount.

RPC and Distributed Object Protocols’ Refresher

Themain risk of RPCs, and distributed object protocals, lays in the possible vulnerabilities of
the endpoints. These allow a remote attacker to invoke functions on the exposed server. As
RPC and distributed objects are often a gateway to core enterprise applications, the data
retrieved by an attacker from a compromised RPC or distributed object protocol endpoint can
be extremely sensitive.

Some firewall technologies also cannot securdly filter certain RPC protocols, forcing an
organization to permit more than the minimal possible access, violating the least privilege
concept.
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UNIX RPC
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* RPC applications have a unique ID and register
their listening port with the portmapper.

* The portmapper listens on a well-known port and
acts as a directory of applications.
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UNIX RPC

The UNIX RPC system consists of RPC-enabled applications, such as the mountd, lockd, and
pcnfsd, as well as the * portmapper” program. As there are many RPC applications, they do not
have officially assigned port numbers. Instead, each application has a standardized
“Application ID”, and chooses any port number it likes, and listens on it. Additionally, the
application registers itself with the “ portmapper” program, which acts as a directory of
applications, providing the clients with the applications port numbers.

A client connecting to a RPC application:
Step 1 Connects to the portmapper
Step 2 Requests the port number for a certain application, identified by its “ Application ID”

Step 3 The portmapper returns the application’s port number to the client, which can then
directly connect to the RPC application
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Packet Filter Handling of UNIX RPC
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&
Inbound Rules Outbound Rules &

UNIX RPC requires large holes to be opened in the
packet filtering rules due to RPC’s dynamic nature

ms, Inc. All rights reservec

Packet Filter Handling of UNIX RPC

Asthe application’s port numbers are dynamic and use any high UDP or TCP port number, a
classic packet filter cannot filter UNIX RPC traffic securely. To access a RPC application, the
packet filtering rules need to permit access to UDP port 111 (portmapper) and all high UDP

and TCP ports. This presents an obvious risk, as any applications on high UDP and TCP ports
can be accessed and exploited.
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SPF Handling of UNIX RPC

Cisco.com
Portmapper Request UDP Port 111
_ Use Port X (1600) i
RPC Application Access Dy i

Toe Port x*

1 SPF 1
N -
L
L -
B I I A
permit udp host B host A eg 111
Inbound Rules Outbound Rules

udp: B/1050 -> A/111
udp: B/1051 -> A/1600

ESAP10GR_096

State Table

« Stateful filters can snoop on the portmapper exchange
and dynamically permit access to the requested
application

* Smart stateful filters can restrict access based on the
application ID

ms, Inc. All rights reservec

SPF Handling of UNIX RPC

A stateful packet filter adds intelligence in the handling of the UNIX RPC protocols. There are
two levels of protection:

m Basic support: Consists of snooping on all portmapper transactions. When the portmapper
returns a port number, it dynamically reconfigures the firewall rules to support connections
to that port. This only allows access to the requested RPC application. The Cisco Secure
PIX Firewall performs such snooping.

m  Advanced support: Also involvesfiltering on the “ Application IDs’, which the client is
allowed to access. The SPF can only allow requests for specific applications by looking
deeper into the packet. For example, access to mountd is allowed, but access to lockd is
not. The Cisco |OS Firewall performs such filtering.

Thereareno common ALGs for UNIX RPC.
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Windows RPC

N T

Cisco.com

A a

DCE/RPC Session TCP Port 135

DCE/RPC Session TCP Port 445
| — Lk
]
B i

A simple single TCP session protocol:
* Windows 9x/NT use TCP destination port 135
* Windows 2000/XP use TCP destination port 445

Simple to patch through, but there is no insight
into the RPC calls themselves:

* The protocol based on DCE/RPC, but extended

ms, Inc. All rights reserved

Windows RPC

Windows RPC is a simple network protocol that uses asingle TCP session between the client
and the server. The protocol is undocumented and no filtering mechanisms exist to look inside
the RPC session to provide more access control. Some SPF vendors have built Microsoft RPC
(extended DCE/RPC) in their stateful engines to support certain RPC applications. These open
dynamic ports, negotiated over the RPC channel, such as Microsoft DCOM.
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CORBA/IIOP

T TN Cisco.com
IIOP Session TCP Port 535
| — o
g
B A

Static single-session TCP protocol, NAT
unfriendly:

* No problems with any firewall technology

 Commercial dedicated application gateways available
(filtering inside the CORBA protocol)

ms, Inc. All rights reservec

CORBA and IIOP

The CORBA rdies on the Internet Inter-Orb Protocol (110P) to access distributed objects on a
network. UNIX environments often use CORBA as an equivalent to Windows-based DCOM.
Various E-commerce and network management products use CORBA, often running over
firewalls. The protocal itself is simple in terms of sessions (a single TCP channel), but is NAT-
unfriendly.

Special application gateways for CORBA exist, which can provide granular CORBA access
control, such as control over which user can invoke which remote object with which
parameters.
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Microsoft DCOM and SOAP

TN Cisco.com

DCE/RPC TCP Port 135
Negotiate Dynamic Ports X, Y, ... v
TCP Port X
TCP PortY

| :

g

B A

Microsoft DCOM is dynamic, but can be restricted
to a port range:

* When restricted, it can be filtered with packet filters and
SPFs, almost impossible with an ALG

e Its successor, SOAP (Simple Object Access Protocol)
runs over HTTP

ms, Inc. All rights reservec

DCOM and SOAP

Microsoft systems use DCOM as the preferred distributed object access protocol, which in turn
uses Microsoft RPC protocols. When establishing a session between two DCOM peers, the
initiator first opens a normal Windows RPC channel (TCP, destination port 135) to the
responder. Over that channel, the peers negotiate an additional session with arandom high port
for each DCOM instance. A network design can specify a port range for the negotiated
connections by using the applicable published Windows registry key. Using such manually
configured port ranges, a firewall designer can minimize the window of exposure by
constructing firewall rules to permit connections in the configured port range, which should not
be shared with any other applications. Many applications use DCOM, including Microsoft
Transaction Server, Exchange, and many custom Internet applications.

Certain SPF vendors have built stateful intelligence for handling DCOM in their stateful
engines, enabling them to snoop on the Microsoft RPC session in a similar way to UNIX RPC.

To address the problems that the dynamic nature of DCOM introduces with firewalls,
Microsoft has developed a new method for distributed object access to be used within the .NET
architecture. The new protocol, called Simple Object Access Protocol (SOAP) isimplemented
as XML messages inside a HTTP stream and can be tightly filtered by packet filtering
firewalls. Some people believe that tunneling is harmful in the long run, as many things can be
transferred inside HT TP, and there is a debate within the security community whether thisis a
good or a bad thing. Generally, tunneling should be used as a last resort, as no application
control is possible within the tunneled protocol with generic application gateways.
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Guidelines
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Always attempt to minimize exposure of
protected RPC/CORBA/DCOM/SOAP server:

* Very tight access rules
* Allow access only between RPC endpoints

» Use stateful packet filters with support of the
dynamic protocol

Most of the security relies on the OS and
application:

* On the RPC endpoint, use tight access control
and least privilege execution

Guidelines

Use extreme caution when passing RPC/distributed object protocols over afirewall. Always
identify the authorized endpoints of communication, and always permit only minimal required
connectivity. Packet filters are often not sufficient in this regard; therefore use SPFs, if they
support the RPC/distributed object protocol in question.

However, most of the security needs to be deployed at the application layer. RPC/distributed
object protocols usually implement some access control on their own, which should be used.
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Remote Procedure Call/Message

Queue Protocols
T T TTTITITT Cisco.com

UNIX RPC Windews RPC CORBA/IIOP.

Simple single- Simple single:
channel (MEkR) channel(HiEck)
|| |

Protocol

Complexity Dynamic (UBP)

PEHandling Insecure Simple Simple

SPEHandling Djfficult Simple Simple

|| |
Simple; witheut: Simple; Witheut
application filteringl application filtering
|| |

ALG Handling Impessible

Difficult;
recommended

Difficult (pernt

Impossible vendors)

Content Eiltening
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Remote Procedure Call/Message

Queue Protocols (Cont.)
T T TN Cisco.com

Microsoft DCOM Microsoft SOAP.

Simple single=
channel (HEk)

Protocol

T *.
Complexity Dynamic (HEk)

PEHandling Insecure Simple

SPE Handling Simple te Difficult Simple

ALG Handling Difficult Simple

Content Eiltening Impoessible Difficult

* Dynamic port range can be manually restricted

©2003, Cisco Systems, Inc. All rights reserved DPS 1.0—3-4-34

Practice
Q1) HowisMicrosoft DCOM handled by statel ess packet filters?
A) by permitting Microsoft RPC and a range of dynamic high TCP ports
B) by permitting Microsoft RPC only
() by permitting all high TCP ports only
D) by permitting SOAP accessto TCP port 80

E) by permitting all TCP and UDP high ports

Copyright © 2003, Cisco Systems, Inc. Protocol Handling in Firewalls  3-4-39



File Transfer Protocols

File Access and File

Transfer Protocols
L e I I N Y Cisco.com

Used to share files among users:
- Standalone servers (FTP, TFTP)

* Integrated LAN servers (SMB/CIFS)
* Peer-to-peer file sharing

Risks:

* Some protocols are dynamic and very difficult to filter
properly

* Files might contain malicious content

 File sharing servers might be buggy, exposed to alarge
number of untrusted users, and configured with transitive
trust

Objective

The section will enable the learner to explain the security properties of common file transfer
protocols to select an appropriate technology to securely pass them over firewalls.

Introduction

To transfer files between systems, file access and file transfer protocols are used. Thefile
transfer can occur in a client-server fashion, standalone file transfer servers, such as FTP and
TFTP servers, or integrated LAN servers for SMB/CIFS or NFS, or in a peer-to-peer network .
Such protocols are often permitted through firewalls, and a need for secure handling is
paramount.

File Transfer Protocols’ Refresher
Therisks of filetransfer are twofold:
m  Exposed file servers might be buggy, allowing an attackers to access more that they

should be allowed. In addition, the tight integration of file serving with the operating
system might enable an attacker to escalate his privileges quickly.

m  Filestransferred between the application endpoints may contain malicious content, and
may compromise the client, if executed.
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Somefiletransfer/file access protocols are hard to filter by somefirewall technologies. This
forces an organization to permit more than the minimal possible access, violating the least
privilege concept.
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FTP

FTP

T T Cisco.com
Usually
TCP Port 20 FTP Data TCP Port X
TCP Port 21 FTP Control
: Transfer File to Client Port X
| |
]
B A

Normal (active) mode FTP:
e Uses one control session from client to server

* Uses a data session from server to client for each file
transfer or directory listing

» Used by most command-line clients

Originally designed in the 1970s, FTP is one of the legacy Internet protocols, and has caused
significant problems with regard to firewalls. FTP could not complete its transactions over a
single transport-layer session due to the limitations of ARPANet transport protocol (then called
NCP, not TCP). Instead, it opened a separate control session to authenticate the user, passed
commands to the server, and used separate data sessions for any file or directory listing from
the server.

FTP has two modes of operation, which differ in how the control and data sessions are opened.

In normal or active mode FTP, the client opens the control session to the server. The control
session is always a TCP session with a random client port and port 21 on the server side. Over
this session, the client authenticates and issues commands to transfer files.

Theclient initializes a local port and starts LISTENING on it, when afile is requested. Over the
control connection, the client informs a server about its listening port, and the server opens a
new (data) TCP connection to the client’ s listening port. The data connection has no fixed ports
even though the server port is often, but not always, 20.

The classic packet filter cannot securdy filter FTP asthereis no static rule that can match data
connections of FTP sessions. These connections have a random server port and a negotiated
client port over the control session. To securely handle FTP, the firewall would need to snoop
on the control connection to intercept the negotiations between the client and server, and only
permit the necessary connections. Statel ess packet filters, by design, do not offer such
functionality.
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FTP (Cont.)

T TTTATATAN Cisco.com
Random High
TCP Port X FTP Data TCP Port
TCP Port 21 FTP Control
Transfer File to Server Port X
| — &k
g
B A

Passive mode FTP;:
* Uses one control session from client to server

* Uses a data session from client to server for each file
transfer

* Used by all browsers by default

ms, Inc. All rights reservec

To improve handling of FTP by stateless packet filters, passive FTP, or “firewall-friendly
FTP”, was designed. Passive FTP differs from the active version on the direction of the data
sessions. In active FTP, the data sessions always open from the server to the client. In passive
FTP, the data sessions open from the client to the server, in the same direction as the control
connection. Although the ports are still negotiated, this behavior enables a packet filtering
firewall to permit outbound FTP to the Internet with reasonable levels of security.
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Packet Filter Handling of FTP

| Cisco.com
FTP Data TCP Port X
TCP Port Y
TCP Port Z
TCP Port 21 FTP Control Use Ports X, Y, Z
I I
EI %
L] -
B I I A
permit tcp host B eq 21 host A gt 1023 estab permit tcp host A host B eg 21 o
permit tcp host B host A gt 1023 permit tcp host A host B estab é‘
&
Inbound Rules Outbound Rules 3

Packet filters cannot securely filter normal-mode
FTP:

* All high ports must be open to the clients
* Filtering on source port 20 gives no additional security
* Use passive FTP or HTTP instead

ms, Inc. All rights reservec

Packet Filter Handling of FTP

Packet filters cannot filter active FTP properly as they require the following rules to support
control and data connections:

m  Permit all TCP packets from the client, on any high port, to the server, on port 21

m  Permit all TCP packets from the server, on any port, to the client, on any high port (not
only established traffic, asthe data sessions initiate towards the client)

Such rules again open up a hole to the client, as an attacker can connect to any high port, where
another sensitive and exploitable application might be running. In some cases therules are
tightened by permitting only the server port on the back-connection to be 20—thisis NOT
mandated by the FTP standard, and it provides no additional security. An attacker could initiate
all connections from port 20 and succeed. Many scanning tools use source port 20 when
scanning for TCP applications, to take advantage of misconfigured packet filtering firewalls.
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SPF Handling of FTP

Cisco.com
FTP Data TCP Port X
TCP Port ¥
TCP Port Z
TCP Port 21 FTP Control Use Ports X, v,' z

J /%\

permit tcp host A host B eg 21

Inbound Rules ) R > Outbound Rules
tep: B/20 -> A/X
tep: Bf20 -> ASY
tep: Bf20 -> AfZ

State Table
SPFs are able to monitor the control channel:

* Dynamic, tight opening of backconnections

« Still, bugs were found with most SPFs in their FTP
handling

ms, Inc. All rights reserved
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SPF Handling of FTP

A stateful filter employs a great deal more intelligence to inspect the FTP session. When the
control connection establishes, the SPF monitors the FTP protocol messages and |ooks for the

port negotiation procedure inside them. The SPF then opens the firewall to allow the exact
negotiated connection when the dynamic port is signaled between the client and the server.

Still, FTP is such a complex protocol that bugs were found in FTP handlers of almost all

mainstream SPF implementations:
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ALG Handling of FTP

Cisco.com

FTP Data Port X FTP Data Port Y
= FTP Control J FTP Control
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J
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Access Rules

Dedicated FTP proxies act as a server to the client,
and pass FTP requests to the untrusted network:

» Content scanning (restricted FTP commands, virus
scanning) is possible

ms, Inc. All rights reservec

ALG Handling of FTP

InaFTP, the ALG acts as abroker between the original FTP client, and the original FTP
server, acting asan FTP server to the client, and as an FTP client to the server. The gateway
terminates two control sessions—one with the client, and one with the server. Over the control
session with the client, the gateway receives FTP commands and passes them, possibly
changed, to the server. Because FTP ALGs implement the full FTP protocol to relay between
the client and server, they can filter on objects inside the FTP protacol.

Examples

An FTP ALG might deny certain users to upload files (the FTP protocol put command), but
allow them to download files (the FTP protocol retr command). The gateway might also:

Step 1 Relay the file download command from the client to the server
Step 2 Wait for the server to open a data connection to the gateway
Step 3 Receivethefile

Step 4 Scan thefilefor viruses

Step 5 Relay thefileto the client
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ALG Handling of FTP (Cont.)

A common option is to use a HTTP proxy to proxy
FTP requests:

» Simpler for the firewall to handle, recommended
 Effective client-comforting with content scanning

| Cisco.com

FTP Data Port X HTTP
FTgI_ConPtrol . | I “—GetFile viaFTP
Use Client Port ALG ;
_ |
B A

|p¢m|:mfmhcatatobeatl!|

Access Rules
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HTTP-to-FTP protocol tranglation, which is supported by most HTTP proxies, is another option
for application-layer proxying of FTP. In this case:

Step 1
Step 2
Step 3
Step 4

Step 5

The client opens a connection to the ALG over HTTP

The client specifies that a FTP URL should be opened by the gateway
The gateway starts a FT P connection to the destination site

The gateway transfers thefile

The gateway returns the file to the client over the HT TP connection

This method does not require any FTP functionality on the client, and is one of the preferred
methods of FTP content filters such as virus scanners. While the application gateway
downloads the file and checks it for viruses, the client is comforted by the application gateway
over the web session until the download completes and is virus-scanned. Thefileis then
transferred to the client over HTTP.
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NFS and SMB/CIFS
L Ciseo.com

Network File System (NFS):
 Stateless distributed file system
* Not recommended from a security standpoint

» Uses UNIX RPC for control (portmapper, mountd, lockd) and a
separate RPC server for file sharing

Server Message Block (SMB) and Common Internet File
System (CIFS):

* Microsoft file sharing protocol

* Uses Windows RPC for control and NetBIOS over TCP for file
sharing

» Simple to convey over firewalls, hides more than file sharing
inside the protocol

Both have significant risks when run over a firewall

NFS and SMB/CIFS File Access Protocols

The Network File System (NFS) is used primarily with UNIX systems, whereit presents the
preferred method of sharing files from or between UNIX systems. It is not recommended to use
NFS over untrusted networks asit is not a well-designed protocol in terms of security.

On the network, NFS uses several RPC helper applications, for example, the mount daemon,
thelock daemon, using UNIX RPC mechanisms. Additionally, the main NFS process listens on
awell-known UDP (sometimes also TCP) port of 2049.

The Server Message Block (SMB) protocol, later renamed to Common Internet File System
(CIFS), isthefile sharing protocol used by Microsoft Windows platforms. It relies on NetBIOS
over TCP/IP for transport and uses Windows RPC messages for control functions. SMB/CIFS
looks simple on the network (multiple simple TCP sessions), but alot of other functionality
besides file sharing is available through SMB. Therefore, permitting SMB/CIFS opens up
access to additional Windows server functionality, which can be compromised by an attacker.
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Packet Filter/SPF Handling

Cisco.com
Portmapper Request for MountD UDP Port 111
Mount File System Dynamic UDP Port  Fijle
Access Files upP Port 2049 Sharing
: : " Server
%
L] -
B I I A
permit udp host B host A eg 111 permit udp host A host B gt 1023 g
permit udp host B host A gt 1023 §
&
Inbound Rules Outbound Rules &

Packet filter/SPF has no insight into file sharing
control or content:

* NFSis a badly-designed protocol, its use should be
limited in security-conscious environments

ms, Inc. All rights reservec

Packet Filter/SPF Handling of NFS

Over afirewall, SPFs, which support UNIX RPC, can support NFS. Classic packet filtering
requires wide-open access rules, and pure NFS ALGs are not commercially available.
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ALG Handling of File

Access Protocols
L i e U Y Cisco.com

Mount Drive Mount Drive

Access Files ™~ Access Files
—
iA EI

B

permit host B access to /disk
permit host A access to /disk

Access Rules

File sharing ALG functionality can be integrated
into the bastion host:

* Reuse of off-the-shelf (kernel) software can be risky
» Set up a separate file sharing server

ALG Handling of File Access Protocols

Both NFS and SMB/CIFS can be “proxied” using a simple homemade application gateway. A
firewall designer can chooseto place a “shared server” in thefirewall system, the server being
accessible by both the untrusted and the trusted side. Both sides can mount network volumes on
the shared server, exchanging files between them. Optionally, the shared server can also be
dual-homed to the two networks, and authenticate users from both networks.
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Guidelines
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* Avoid FTP if possible, use HTTP instead
* Use passive FTP with packet filtering firewalls

* Filter content from untrusted networks (the
Internet)

* Do not openly permit file sharing protocols (NFS,
SMB) from untrusted networks

* If sensitive file servers should not be exposed,
share files through a file-sharing gateway

Guidelines

In general, avoid FTP as afile transfer method in secure environments. It is too complex, and
has traditionally been both buggy on the server side, and mishandled by firewalls. Use of HTTP
is suggested instead. If the use of FTP is necessary, use passive FTP with packet filters to
minimize internal network exposure.

Ensurethe filtering of data inside file transfer/file access protocols, if it is coming from
untrusted sources or unprotected over untrusted networks. Virus scanning, which can work with
filetransfer and file sharing, is a prime example of a content-filtering technology.

The two best-known file access protocols, NFS and SMB, are both too complex and historically
too unpredictable to be trusted in a secure environment. Set up virtual private networks (VPNs)
to secure their transmission, or use exposed untrusted file-sharing gateways to minimize
damage in the case of compromise.
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File Access and File Transfer

Protocols
Lt e Cisco.com

FTP TFTP NFS

Bynamic (HCR/UBR))
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Protocol

Complexity, Bynamici(TCr) Dynamic (UBE)

PEHandling Insecure Insecure Insecure

Difficult;

Simple Djificult
common
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ALG Handling Difiicult Difficult Difiicult

Difficult;

. Difficult Djffficult
recommended

Content Eiltening
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Complexity;

PEHandling

SPE Handling

ALG Handling

Content Eiltening
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File Access and File Transfer

Protocols (Cont.)
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SMB/CIES
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channel (HEk)
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Napster

Insecure

Difficulf
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Practice

Q1)  Which of thefollowing FTP modes can be handled securely by a classic (stateless)

packet filter?

A) normal FTP

B)  activeFTP

) passive FTP

D) any FTP mode

E) FTP can never be handled securely by a packet filter
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Web Protocols

Web Protocols
L e I I N Y Cisco.com

* HTTP is the ubiquitous client-server protocol

« HTTPS is often used to provide confidentiality,
integrity, and authentication via SSL

* Risks:

—HTTP servers and server applications are
often buggy and exposed to a large number of
untrusted users

—Transfer of (automatically) executable content
to the protected network (Java, JavaScript,
Vbscript, ActiveX)

Objective

The section will enable the learner to explain the security properties of web protocols to sdect
an appropriate technology to securely passthem over firewalls.

Introduction

Web protocols are ubiquitous in the firewall world, as many client-server and backend
applications rely on them to pass data between application endpoints. Such protocols are often
permitted through firewalls, and a need for secure handling is paramount.

Web Protocols’ Refresher

HTTPisasimpletext protocol used to transfer web objects between web servers and web
clients. The protocol has two main versions:

m HTTP 1.0: Thebasic protocol supported by all browsers and servers.

m HTTP 1.1: An extended protocol, which is already widely supported. It adds multiple
performance enhancements to HTTP 1.0, such as pipelining of requests and persistent
connections.
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HTTP enables a client to request content from a server. On the network, the sessionis a simple
single TCP session with the destination port of 80. The security risks associated with HTTP
are

m  Web servers and their applications are complex and are most often attacked through their
HTTP interface

m  Clients browsing untrusted web servers can download executable code, which might be
malicious, when automatically executed on the client

A firewall, which performs strict content filtering on HTTP connections, can mitigate both
these risks. Such a firewall examines every HT TP request and response, and evaluates whether
it presents aviolation of the defined policy.

Theuse of content filtering to protect web serversis not usually used: modern applications are
much too complex to be able to agree on what the firewall would treat as acceptable. Many
sites use Secure Socket Layer (SSL) cryptographic protection between clients and servers,
whose encryption would defeat any application-layer filter in between.

Filtering of data flowing to clients is common. Organizations filter datainside HTTP, based on
the type of data (movies, executables, etc.) or the URL of the requestor. Organizations also
perform anti-virus checking.
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Packet Filter Handling of HTTP

Cisco.com
TCP Random
Port 80 HTTP High Poris
1 1
| 1 1
B 1 1 A
| permit tcp host B eg 80 host A gt 1023 estab | | permit tcp host A host B eg 80 |§
g
Inbound Rules Outbound Rules 3

HTTP sessions can be securely filtered:

* No insight into the application stream is provided by
default

ms, Inc. All rights reservec OPS 1.0—3-4-49

Packet Filter Handling of HTTP

A packet filter handles HTTP like any other single-channel TCP session. It can securely convey
it between two networks with tight filtering but is unable to analyze the application layer data
inside the HTTP stream. If application analysis is not required, a classic packet filter usually
provides sufficiently robust filtering of HTTP between networks.
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SPF Handling of HTTP

| Cisco.com

TCP Random
Port 80 HTTP High Ports

SN El

| | | permit tcp host A host B eg 80 |

Inbound Rules

| top: A/1050 -> B/80 | Outbound Rules 8

ESAPIOGR,

State Table

HTTP sessions can be securely tracked and
filtered:

* Some SPFs attempt to analyze the application layer for
logging and filtering purposes

* Application filtering can be bypassed in some cases
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SPF Handling of HTTP

SPFs provide additional inspection by being session aware, they can also track session state and
protect against spoofed packets by checking TCP sequence numbers. Some SPFs have some
insight in the HTTP application layer, asthey can peek into the contents of individual packets.
In this way, an SPF can look for specific commands or patterns in the application stream, and
perform some basic application-layer access control, such as Java or ActiveX blocking, or URL
filtering and accounting.

Note The PIX Firewall has Java and ActiveX blocking functionality. The 10S Firewall can block
Java applets only.

Note Application-layer awareness of SPFs is usually limited to per-packet analysis. SPFs analyze
each packet’s contents independently; therefore a command spanning multiple packets will
not be processed properly. For a robust application-layer access control use pure
application gateways.
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ALG Handling of HTTP

Cisco.com

Client with
Configured

Pen HTTP Pen P HTTP Proxy
Pyrt 80 ‘ Port8080  Proxy
ALGl * |
_ '
B A

| permit HTTP from hast A to host B

ESAP10GR_110

Access Rules

A classic HTTP proxy is usually used to enable
outbound HTTP connectivity:

» Clients have to be aware of the proxy
* The proxy can filter on HTTP headers and requests

* The proxy can perform robust filtering of application data
(viruses, active code)

ms, Inc. All rights reserved

ALG Handling of HTTP

The HTTP protocol also introduces the concept of HT TP proxies, which are application
gateways, not necessarily used for the purpose of increasing security. Organizations also use
HTTP proxies solely as a caching solution or areplacement for NAT.

An HTTP proxy is a software package that listens on a configured port for client requests. Such
an HTTP proxy provides a serviceto local clients. The client knows about the proxy and
configures itsdlf to pass all its requests through the proxy. When the client needs to access a
URL, it opens a connection to the HT TP proxy and submits arequest for a URL, using a
slightly modified HT TP protocol. The proxy then impersonates the client and connects to the
outside server using HT TP, downloads the URL abject, and passes the contents to the inside
client, performing filtering in the process.

The non-transparent proxy requires the client to be aware of it, which means that the client
explicitly configures the proxy parametersin its software. Modern browsers can automatically
detect a proxy via an administrator-supplied configuration script. Stateful firewalls, such as the
PIX Firewall, do not require any end-station reconfiguration, and the associated administrative
effort.

Inaclassic HTTP proxy setup, the proxy

Step 1 Accepts HTTP proxy sessions from the client, which contain the client’s request for
an external object (uniform resourceidentifier [URI])

Step 2 Initiates HT TP sessions to the external server, passes the clients request, possibly
filtered, to the external server and receives the server response

Step 3 Filters the received data and forwards the filtered response to the client
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HTTP proxies can perform robust and detailed filtering of application data within the HTTP
stream. An HT TP proxy might filter the following HTTP objects:

m  Thesource or destination of the request, which is the simplest filtering method. Theclient’s
access to a specific server is denied, which might be identified by its IP address or HTTP
hostname field.

m  Theclient request, where the proxy might deny access to specific URIs (URL filtering) or
specific patterns within a URI, for example, no accessto .GIF files.

m  Thetype of datareturned by the server, where the proxy inspects the Multipurpose I nternet
Mail Extension (MIME) content type of the response, which indicates the data type. For
example, the proxy might not allow any content with a MIME type of “moviegavi” to be
forwarded to the clients to conserve bandwidth, or any content with a MIME type of
“application/msword” to be forwarded to clients to avoid Word macro viruses.

m  Thedataitsdf, wherethe proxy might perform content filtering to iminate active content
(JavaScript, VBScript, Java, ActiveX, ShockWave, etc) or scan for viruses inside data.

The benefit of a classic HTTP proxy, besides the possibility of granular access control inside
HTTP, isthat clients on the protected network do not need any DNS information or routing
towards the Internet. All they need isto contact the proxy |P address and pass their request to
the proxy.
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Access Rules

Transparent proxies are designed to simplify client
configuration and improve user experience:

* In the packet path, they absorb HTTP traffic such as
routers, but terminate client sessions on the gateway

 Alternatively, a redirect protocol (WCCP) can be used to
pass HTTP traffic to the gateway

ms, Inc. All rights reservec

Transparent HTTP ALGs

A transparent proxy (ALG) simplifies deployment by not requiring the clients to be aware of
the proxy. The client opens a normal connection directly to the Internet, with the transparent
HTTP proxy somewhere near the packet path. The proxy then automatically absorbs the session
using one of two methods:

m  Theproxy might have a changed TCP/IP stack, where it appears as arouter to the network.
It terminates incoming HT TP sessions and passes them to the built-in HTTP ALG, which
initiates a new HTTP session to the destination server. The operation of the HTTP engineis
the same as the classic HTTP proxy: only the client connections are automatically
terminated without the need for a proxy protocol between the client and the proxy.
Although the proxy needs to be directly in the packet path or be assisted by a Layer 4 (L4)
switch to redirect raw HTTP traffic to it.

m  The proxy might cooperate with a network device using an offload protocol, such as Web
Cache Control Protocol (WCCP) or Content Vectoring Protocol (CVP). In this casea
network deviceredirects the original HT TP session to the proxy, which does need to be
directly in the packet path.

The main benefit of the transparent proxy liesin its transparency for the end users. The
downside of transparent proxies is that they require the clients to have full DNS information
and routing to the Internet. Otherwise, it has the same functionality as a classic proxy.
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ALG Handling of HTTP (Cont.)
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Access Rules
Reverse proxies are placed in front of exposed
servers:

* They can filter any request passed to the servers to
protect them

* They cache content to reduce load on target servers

* They can act as a SSL endpoint, decrypting sessions for
the server
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Reverse HTTP Proxies

A reverse HTTP proxy is a proxy that provides services to nearby servers. Usually, therole of a
reverse proxy isto lower the load of real servers by serving popular content instead of the main
server. A reverse proxy is a system, to which all clients connect and then request data. If the
reverse proxy has the data available locally, it answers the request without forwarding it. If the
reverse proxy is configured to forward requests, it contacts the correct server, requests thefile,
and relays it to the client. The client in this case does not know about the existence of the proxy
and does not have to be aware of it.

A reverse proxy handles incoming HT TP sessions to protected servers. The reverse proxy poses
asan HTTP server to the client, and the client connects to the reverse proxy, believing it has
connected to the target server. The client then passes an HT TP request, containing the URL and
the “hostname” parameter, the latter indicating which server it believesit is connecting to.

Thereverse proxy then inspects and perhaps filters the request, and forwards the request to the
appropriate server using the URL and possibly also the “ hosthame” parameter. However, the
“hostname’ parameter does not need to be honored. Thereverse proxy might dect to forward
requests solely based on the URL of the request. For example, all URLs beginning with
“Junivercd/” might be forwarded to the documentation web server, while all other requests
might be forwarded to the main web server.

The benefit of the reverse proxy is its ability to filter data from the clients, and hence protect
the servers, if suitable application filtering rules can be set up. For example, the reverse proxy
might now allow any content to be uploaded to the protected servers, or might deny the outside
users to access specific protected areas of the protected HTTP server.
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Example

The Cisco Content engine can also act as areverse proxy and be used in this scenario.
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Access Rules

HTTPS passes over the firewall encrypted,

therefore no filtering is possible:

* Clients use the CONNECT HTTP method to establish a
clear TCP channel over the proxy

» Alternatively, a TCP forwarder can be used instead of a
proxy

ALG Handling of HTTPS

TheHTTP over SSL (HTTPS) protocol requires encryption between the client and the server,
and can present problems when running over HTTP ALGs. The problem is the encryption of
the session, which makes the proxy blind to all application data within the session.

HTTPS is usually handled by application gateways in two different ways

m  Using asimple TCP forwarding tool: Thetool patches the HT TPS session from the client
to the server. This negates all benefits of application-layer relaying and only sanitizes the
TCP session with the gateway’s TCP stack.

m  Usingthe“CONNECT” method insidethe HTTP proxy: Theclient contactsthe HTTP
proxy and requests a clear channel to the destination server, bypassing all HTTP filtering
mechanisms. From a security standpoint, this method is equivalent to the af orementioned
TCP forwarding.

A reverse proxy however, can be very useful when handling HTTPS. By loading the private
key and certificate of the protected server onto the reverse proxy, it can be configured to pose
asthe HTTPS endpoint. The client then connects to the reverse proxy using HTTPS, and the
HTTPS session terminates there. The reverse proxy can then decrypt HTTP data, and forward it
in clear-text to the destination server. This enables application-layer filtering on the proxy, as
well as exposing the HTTP request to the network behind the proxy. This enables IDS systems
to havefull insight into HTTP sessions.
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Web Protocols Guidelines
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» Secure exposed web server software extremely
well.

 Filter active content from untrusted networks
(the Internet) to protected networks.

» Use ALGs for robust filtering of active and
malicious data inside HTTP.

* Use SSL reverse proxies for IDS visibility into e-
commerce flows.

Guidelines

Often used in trusted networks, modern web servers are the most common server software on
the Internet. As vendors race to bring functionality to users, web server software has been the
source of many security advisories. Securing an exposed web server’ s software should be the
first priority, when inbound web access is desired, and some vendors provide guidelines for
server hardening.

Web client security is most often endangered by malicious code, which can take many forms:
from scripting attacks, to infected downloaded files. Active content from untrusted sources
such as the Internet should befiltered. Organizations that require the highest levels of security
should also opt for complete blocking of any executable-like content from an untrusted
network, and not rely solely on content-scanning tools. Use ALGs to provide this filtering
functionality.

HTTPS can be passed over firewalls unencrypted, by first decrypting it when it enters the
firewall system. Use SSL reverse proxies to terminate SSL connections and translate them into
HTTP connections. An ALG or anintrusion detection system can then analyzethe HTTP
connection.
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Web Protocols
Lt e Cisco.com

HTTP HTTPS

P"OtOCO|_ Simple; single- Simple; single-
Complexity channel (MCR) channel (CR)
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Simple

ALG Handling Simple (Using a relay)
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Content Eiltering recommended (Encrypted)
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Practice

Q1) Whicharethethreetypes of HTTP ALGs? (Choose three))
A) classic (non-transparent) proxies, which the client needs to be aware of
B) transparent proxies
()] reverse proxies
D) passive proxies
E) chained proxies

F) HTTPS proxies
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Messaging Protocols

Messaging/Groupware Protocols

Cisco.com

* MTA-MTA (Message Transfer Agent) protocols,
client-server protocols, and instant messaging
protocols exist

* Risks:

—Some messaging protocols are dynamic and
very difficult to filter properly

—Messages might contain malicious content

—Mail servers might be buggy, exposed to a
large number of untrusted users (server
compromise and relaying of mail is likely)

Objective

The section will enable the learner to explain the security properties of messaging protocols to
select an appropriate technology to securely pass them over firewalls.

Introduction

Relaying of eectronic mail has always been one of the most important data transfer
mechanisms between networks with various security levels. New forms of messaging, such as
instant messaging, provide new challenges for passing various messaging protocols over
firewalls, and a need for secure handling is needed.

Messaging Protocols’ Refresher

The main risks associated with passing Message Transfer Agent (MTA)-MTA, usually a mail
server) messaging protocols between security perimeters over afirewall include:

m  The complexity of mail servers makes them viabletargets for attack. An attacker is likely
to compromise a host through the mail server software.

m  The content of email messages can contain confidential information, which can leak to the
untrusted network.
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m  Thecontent of email messages can contain malicious mobile code, such as viruses and
“Trojans’, which infect the client system.

m  Unauthorized relaying of messages is possible where an outside party uses the
organization's mail server to relay mail to other mail servers, in order to cover its tracks

(spamming).

Dueto therisks involved, many organizations give significant focus to the relaying of mail
between trusted and untrusted networks. Some organizations even install highly specialized
systems, called “mailguards’, to granularly control the flow of information between messaging
systems.
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Packet Filter Handling of SMTP
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SMTP sessions can be robustly filtered:

* No insight into the application stream is provided by
default

ms, Inc. All rights reservec

Packet Filter Handling of SMTP

Simple Mail Transfer Protocol/Extended SMTP (SMTP/ESMTP) are simple protocols for
delivering mail between MTAs in IP networks, usually the Internet. A notable property of the
SMTP protocol is that it only supports pushing mail from one MTA to the other—that is, it
cannot open a connection to receive mail over it. Also, SMTP/ESMTP protocols do not support
any strong authentication of MTAS, whichisonly provided if SSL is used as a security layer.

A packet filter passes a SMTP session as any other TCP session—that is, by using static
filtering rules, the session can be adequately described. A packet filter has no insight into the
application stream.
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SPF Handling of SMTP
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State Table
SMTP sessions can be securely tracked and
filtered:
* Some SPFs attempt to analyze the application layer for
logging and filtering purposes

* Application inspection can be fooled in some cases
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| permit tcp host B host A eq 25

Inbound Rules

ESAP1OGR,

SPF Handling of SMTP

SPFs perform standard TCP connection tracking on SM TP sessions. Some SPFs attempt to
analyze the application-layer protocol aswell, usually filtering non-standard, possibly probably
malicious, SMTP commands out of the session.

Note Application-layer awareness of SPFs is usually limited to per-packet analysis. SPFs analyze
each packet’s contents independently; therefore a command spanning multiple packets will
not be processed properly. For a robust application-layer access control use pure
application gateways.

Note The main risks of SMTP lie with buggy servers and malicious content of messages. Focus
on securing the application endpoint (exposed mail server, user mail client) to provide the
best protection against the most probably threats.
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Application-layer handling of SMTP is simple and
always recommended:
* Expose a secure server to the untrusted network

* Filter application data (virus scanning, removal of
attachments, general content scanning)
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ALG Handling of SMTP

SMTP is one of the easiest protocolsto relay on the application layer as almost any mail server
is capable of acting asa SMTP mail router, aswell as the mailbox server. A mail-relaying
SMTP server acts as an AL G to pass mail between security perimeters. It accepts all messages
for the trusted perimeter, and forwards all messages from the trusted perimeter. The DNS
concept of mail exchanger (MX) host greatly simplifies redirecting mail addressed to a domain
to a specific mail gateway.

The SMTP rday server can be a standalone application, or asimple ALG contained within a
firewall package. Depending on the implementation, a SMTP mail relay can impose impressive
granularity of message filtering, such as filtering messages on:

m  Sender or recipients mail address, domain, or gateway
m  Any fidd in message headers (subjects, dates, message types)

m  Any part of the message's content (text, attachments using pattern matching, and virus
scanning)

Mail gateways with rich filtering functionality are sometimes referred to as mailguards.
Mailguards are used in environments where messaging is a core application, which needs to be
filtered aggressively on network boundaries.
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Microsoft Exchange

* By default, uses a complex, RPC-based protocol
for MTA-MTA or client-server communication

* MTA-MTA options:

—Native (complex) protocol uses RPC + random
ports

—Intersite communication uses X.400
—Internet connector uses SMTP
« Clients can connect to an exchange server using:
—Native (complex) protocol
—~POP3 or IMAP
—Outlook Web Access (web mail)
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Microsoft Exchange

Microsoft Exchange uses several protocols to transfer mail between users and gateways, and
the availability of those protocols can vary in different versions of Exchange.

Mail transfer between Exchange MTAS (servers) can use two methods

Native Exchange protocol: Uses Microsoft RPC (TCP/135) to negotiate dynamic ports.
Using manual Windows registry settings, those ports can be limited to a range of ports,
minimizing endpoint exposure. The native protocol is used by default for al Exchange
intra-site (usually intra-enterprise) communication.

X.400: Used for all inter-site communications, where Exchange serversin different
administrative domains exchange messages. X.400 tunnels all traffic over asingle TCP
connection (well-known port 102), which is generally used for running OS| applications
over TCP/IP.

Additionally, SMTP transfer can be used when sending or receiving messages from servers on
the Internet.

Clients connect to the Exchange servers using either:

m  Native Exchange protocol: Similar to servers, this protocol uses Microsoft RPC

(TCP/135) to negotiate dynamic ports to connect to the server. Using manual Windows
registry settings, those ports can be limited to a range of ports, minimizing endpoint
exposure.

m  POP3or IMAP4 protocols: Support any standard email client.
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m  Outlook Web Access: Provides mailbox access over aweb interface, which canin turn be
protected with SSL.
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Packet Filter Handling of
Exchange MTA-MTA

Cisco.com
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The protocol is dynamic, therefore a substantial
hole needs to be opened in a packet filter:

* A limited range of ports can be configured on the MTA to
minimize exposure

Packet Filter Handling of Exchange MTA-MTA

Classic packet filters cannot filter Exchange robustly due to its dynamic nature. It is
recommended to manually restrict the port range to a reserved range.
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Microsoft RPC is proprietary, and therefore not
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* Permit RPC and limit access to a manually configured
range of dynamic ports

| Outbound Rules
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SPF Handling of Exchange MTA-MTA

Microsoft RPC protocol is proprietary and never disclosed in public. Therefore few vendors
have built approximate stateful intelligence to handle the Micraosoft RPC protocol, on which
native Exchange MTA-MTA sessions are based. A SPF will filter MTA-MTA sessions
similarly to a classic packet filter, permitting a limited range of ports between communicating
MTAs.
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ALG Handling of Exchange MTA-MTA
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Exchange itself is used as the gateway:

 Still a single point of failure—same MTA bug can exist on
outside and inside
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ALG Handling of Exchange MTA-MTA

ALG handling of Exchange MTA-MTA sessionsis possible by using another Exchange server
asarday between two MTAS. In this case, the relaying Exchange server can impose some
limited filtering on messages.

Note If a software vulnerability exists in Exchange, it will be present on both the protected and
relaying Exchange servers, possibly allowing an attacker to compromise both hosts with the
same technique.

Copyright © 2003, Cisco Systems, Inc. Protocol Handling in Firewalls  3-4-75



ALG Handling of Exchange

Client-Server
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Exchange users can use:

* Outlook with the native Exchange (dynamic) protocol
* POP3 or IMAP4 (simple protocols)

* Outlook Web Access (HTTP/HTTPS, recommended)
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ALG Handling of Exchange Client-Server

To handle Exchange client-server communication, several options exist

m  Nativeclient-server protocol: Hard to filter securely using classic packet filters or SPFs.
The same recommendations apply as with MTA-MTA communication. Microsoft Outlook
uses this protocol by default.

m  POP3or IMAPA4 protocols: Simple single-session TCP protocols.

m  Outlook Web Access: A web front-end for Exchange mailboxes. This is the simplest, and
the recommended method, for handling Exchange client access from untrusted networks
using HTTPS. However, it can only be used if end-users are willing to use a web browser
instead of Microsoft outlook.

Guidelines

Guidelines for Microsoft Exchange

m  Torun Microsoft Exchange MTA-MTA native connections, use fixed port ranges for
Microsoft RPC and ensure no other applications live within those port ranges on the
affected endpoints.

m  X.400 and SMTP can be easily filtered or proxied using an ALG (a dedicated mail relay).

m  For Exchange client-server communication, Outlook Web Accessis preferred for its
simplicity. Internet Message Access Protocol, version 4 (IMAP4) access uses asimple
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protocol, which is easy to filter. Native access uses dynamic ports, which is the least secure
option for rdaying over afirewall.
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Instant Messaging Protocols
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All instant messaging applications use a similar
protocol:

* A single, static outbound channel for chat, and dynamic
inbound channels for file transfer

« Difficult or impossible to control the file transfer sessions
over any firewall technology
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Instant Messaging

All messaging protocols use a similar method for inter-user communication:

m  Theinstant messaging client opens a simple session to a centralized server, which is used
for control and chat traffic

m  Additional sessions are opened on demand directly between users, and negotiated over the
initial control session viathe server

Any firewall technology can relay the first session between perimeters. The secondary, peer-to-
peer sessions present a significant problem as they are dynamic, and a possible source of
malicious content. Do not allow the peer-to-peer sessions to trusted perimeters, especialy if
thereis no content control imposed on data exchanged inside those channels.
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Guidelines
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* Protect exposed mail server software extremely
well, use secure mailers

* Use the simplest available protocol to transfer
mail

* Always use a MTA application gateway at your
Internet firewall:

—Filter content of messages from and to
untrusted networks

—Prevent direct mail client connections to
untrusted networks to bypass MTA-MTA
application filtering

* Only allow chat functionality of instant
messaging protocols

inc. All rights reser

Guidelines

Mail relaying is one of the most used and best understood firewall applications. As mail servers
are usually complex, they have traditionally been a source of many vulnerabilities. Therefore,
aways relay mail from untrusted networks over ALGs (mail relays), which should be resistant
to attacks. Thisis especially important on the Internet mail gateway. Well-known exampl es of
mailers, designed to resist exploitation, are postfix and gmail. Multiple commercial mail
gateways with extensive filtering capability are available.

Filter email from untrusted networks, as traditionally mail is one of the main channels for
malicious code. In high-security environments, use extreme measures such as the stripping of
all attachments.

Another issue of relaying mail over firewallsis that of indirect mail channels. If the policy of
an organization is to protect email using centralized content control enforced on firewalls and
mail servers, users must not be allowed to use clients to connect to serversin untrusted
networks and retrieve their mail while bypassing centralized control. An example would be a
user who transfers mail to his corporate PC from several outside POP3 accounts.

Instant messaging relies partly on a centralized model, which is easy to support over firewalls,
as long as active content is not arbitrarily transferred over it. The other part of instant
messaging relies on peer-to-peer communication, which is designed to transfer any content.
However, firewalls have not yet been able to keep up with peer-to-peer aspects chat protocols.
Therefore, do not allow peer-to-peer connections over firewalls, whose policy is to restrict
executable content transferred into the protected perimeter.
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DPS 1.0-3-4-71
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Protocol
Complexity;

PEHandling

SPE Handling

ALG Handling

Content Eltening

©2003, Cisco Systems, Inc. All rights reserved

MS Messenger

Simple fer chat;
Dynamic oy file
transter

Simple (chat)
Insecure (iles)

Simple (chat)
Insecure (iles)

Simple (chat)
Insecure (iles)

/A

Instant Messaging Protocols
T T TTTTAITITIT

AOL IM

Simple: for chat;
Dynamic for file
transfer

Simple (chat)
Insecure (files)

Simple (chat)
Insecure(files)

Simple (chat)
Insecure(files)

/A

Cisco.com

IRC

Simple fer chat;
Dynamic oy file
Transfer (DEE)

Simplel (chat)
Insecure (files)

Simple (chat)
Insecure (iles)

Simple (chat)
Insecure (iles)

/A

DPS 1.0-3-4-72

Practice
Q1)  Whichthree of thefollowing messaging protocols can be securdy filtered by a classic
packet filter or a generic stateful packet filter? (Choose three.)
A)  SMTP
B) POP3
) Native Exchange MTA-MTA
D) Exchange X.400
E) MS Messenger
F) Y ahoo M essenger
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Database Access Protocols

Database Access Protocols
L e I I N Y Cisco.com

» Used by end users to directly access database
servers

* Used in multi-tiered applications between
application servers and database servers

* Risks:

—Direct access by untrusted clients exposes
possible server bugs

—Break-in into an application server might give
unlimited access to the database

—The database is usually the “last stop” of the
attacker—it contains the crown jewels

Objective

The section will enable the learner to explain the security properties of database access
protocols to select an appropriate technology to securely pass them over firewalls.

Introduction

Many mission critical IT system rely on database access protocols to handle the most sensitive
data. In the e.commerce world, many systems exposed to untrusted networks will use a
database access protocol to access their data back-ends. Firewalls are therefore required to
understand and securely handle such protocolsin a variety of firewall designs.

Database Access Protocols’ Refresher

Database access protocols are used in two basic scenarios

m  Used by end users (PC clients) to directly access database servers

m  Usedin multi-tiered (E-commerce) applications between application servers and database
servers

Therisks associated with database access are

m  Direct access by untrusted clients exposes possible server bugs, possibly alowing direct
access to the database
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m  Break-in into an application server might give unlimited access to the database, if the
application server runs with significant database access privileges

m  Thedatabaseis usually the “last stop” of the attacker—it contains the crown jewels of an
enterprise, therefore the strongest protection is often required.
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Packet Filter Handling
of Oracle SQL*Net

SQL*Net Initial Session TCP Port 1521
o Use Port X
SQL*Net Client Session TCP PortX Qracle
1 1 Server
EI %
L] -
B I I A
permit tcp host B host A eg 1521 permit tcp host A host B estab
permit tep host B host A gt 1023
Inbound Rules Outbound Rules

Oracle SQL*net cannot be filtered securely:

* NAT unfriendly

ms, Inc. All rights reservec

Cisco.com

B
3
]

* Requires all TCP high ports to be open on the server

Packet Filter Handling of Oracle SQL*Net

Oracle SQL*Net is a dynamic protocol, where the client initially connects to a well-known

listening port on the Oracle server. The server then redirects the client to a new, random server

port, and the client reconnects to it and proceeds with the database management system

(DBMS) session. This redirect is a message on the application layer.

A packet filter cannot snoop on the client-server negotiation to see the redirect; therefore
opening of all high TCP portsto the server is necessary. Packet filters are not suitable for

minimizing the exposure of sensitive Oracle servers.

Aswsdll its dynamic nature, the SQL *net protocol also embeds the | P address on the

application-layer redirect, and is therefore NAT unfriendly.
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SPF Handling of Oracle SQL*Net

SQL*Net Initial Session
Use Port X

TCP Port 1521

SQL*Net Client Session

=

TCPPortX Qracle

Cisco.com

Server

permit tcp host B host A eg 1521

o /.\

Inbound Rules
tep: A/1050 -> B/1521
tep: A/1081 -> B/X

State Table
Stateful filters securely filter SQL*net:

the negotiated ports

session

ms, Inc. All rights reservec

Outbound Rules,

* A SPF will snoop on the initial exchange and open only

* No insight into the SQL queries or responses inside the

1

ESAP10GR,

SPF Handling of Oracle SQL*Net

Modern SPFs are able to snoop on the initial exchange between the client and the server, and
can only open the redirected, negotiated ports between the client and the server. Thisresultsin
minimal server exposure, but no control over the application content is possible.
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ALG Handling of Oracle SQL*Net
T T TTTATATAN

Cisco.com

Oracle
SQL*Net Initial Session 4 SQL*Net Initial Session Server

| | |
SQL*Net Client Session o LG! SQAL*Net Client Session
J |
B A

permit SQL¥net from host A to host B

v Vv

Access Rules

Application-layer handing of SQL*net is possible:

* Oracle licensed their ALG technology to select ALG
firewall vendors

* Enables filtering of SQL inside client-server sessions

ms, Inc. All rights reservec

ALG Handling of Oracle SQL*Net

Oracle developed an ALG codefor the SQL*net protocol, and licensed it to select ALG
vendors. These ALGs can filter inside the SQL * net protocol, enabling the organization to
tightly control what SQL transactions are allowed between the application endpoints.

Other Database Protocols

Other database protocols, such as IBM DB2, Sybase, Microsoft SQL Server, IBM Informix or
IBM CICS all use single-TCP sessions to awell known port, therefore they do not present a
challenge to any filtering technology. Filtering content inside the database sessions is usually
impossible, as specialized database protocol proxies arerare.

Copyright © 2003, Cisco Systems, Inc. Protocol Handling in Firewalls  3-4-89



Guidelines
L e I I N Y Cisco.com

* Minimize server exposure

* Minimize client privileges, also in multi-tiered
applications:

—Separate application and database servers to
only permit the database protocol between
them

—Use application-level rights management to
limit damage in case of compromise

—Consider read-only access, if possible

Guidelines

Databases frequently contain extremely sensitive data; therefore strong protection of those
serversis often required. Minimizing the exposure of the database serversisthefirst step. If the
database protocol is dynamic, SPF technology is sometimes the only solution.

Minimize client privileges (least privilege concept) in a client-server database application.
From an application perspective this isimportant, because they are often built in multipletiers.
Thetiers separate the complex functionality of the application server (which actsasaclient to
the database) and the database server, which can be isolated from the application server by a
firewall. Application rights and database rights can enforce defense-in-depth. However, the
designer can sometimes use read-only access if no changes to the database are necessary in an
application.
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Database Access Protocols
Lt e Cisco.com

Oracle Microsoft IBM
SQL*net SQL Server DB2

Protocol Dynamic multi= Simple single- Simple single=
Complexity; session (hek) channel (MEk) channel (MEr)

PEHandling Insecure Simple Simple

SPE Handling Simple Simple Simple

Simple (if Simple (threugh Simple (hreugh

ALG Flandling licensed) relay) relay)

Content Eltening Possible N/A N/A

© 2003, Cisco Systems, Inc. All rights reserved DPS 1.0—3-4-78
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Database Access Protocols (Cont.)
T T T TTTITATIT

Protocol
Complexity;

PEHandling

SPE Handling

ALG Handling

Content Eltening

©2003, Cisco Systems, Inc. All rights reserved

Cisco.com

IBM

. IBM CICS
Informix

Sybase

Simple single=
channel(HEk)

Simplesingle-
channel (MErR)

Simple single=
channel (HEk)

Simple Simple Simple

Simple Simple Simple

Simple (threugh
relay)

Simple (threugh
relay)

Simple (hreugh
relay)

/A IN/A /A

DPS 1.0-3-4-79

Practice
Q1) WhyisOracle SQL*Net protocol peculiar in terms of firewall compatibility?
A) becauseit uses sessions with dynamic ports
B) because the sessions are always encrypted
0 becauseit uses a syntax not understood by most firewalls
D) becauseit is UDP-based
E) becauseit requires the highest possible performance
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Voice and Multimedia Protocols

Voice and Multimedia Protocols
L e I I N Y Cisco.com

* Voice and multimedia present new issues of
protocol handling and performance

« Complex signaling, low-latency/low-loss media
transfer (almost always RTP/RTCP)

* Risks:

—Exposed signaling points can be vulnerable to
application attacks

—Not simple to filter due to dynamic protocol
nature

Objective

The section will enable the learner to explain the security properties of multimedia protocols to
select an appropriate technology to securely pass them over firewalls.

Introduction

The consolidation of data and voice/multimedia requires the support of the security
infrastructure in modern networks. Firewalls, as the main access control technology, are
required to support those often complex protocolsin avariety of firewall designs.

Voice and Multimedia Protocols’ Refresher

Running voice and multimedia protocols presents new challenges for firewalls, namely:

m  Theprotocols are usualy complex (dynamic)

m  Theapplications require low latency handling and consistent throughput (no dropping)

Most of the protocols involve a very complex signaling part, where applications negotiate
media channels, and simple dynamic media channels, which usually usethe RTP (Real-Time
Protocol) and RTCP (Real-Time Control Protocol) protocols.
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Risks of voice/multimedia applications involve:

m  Attacks against the signaling protocol, which might be exposed to alarge number of
potential users

m Difficult filtering, due to the dynamic nature of the majority of multimedia protocol
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H.323

H.323
N T Ciseo.com

« A complex protocol with many modes of
operation

 Signaling through Q.931/H.225 or RAS:

—A H.323 gatekeeper can offload signaling to a
dedicated server

* Media through dynamic RTP/RTCP sessions:
—A H.323 proxy can proxy media flows
* NAT unfriendly

H.323 isa complex protocol that has many modes of operation. The signaling channel uses the
Q.931/H.225 protocols or, alternatively, the H.323 RAS praotocal.

H.323 can run directly between endpoints, for example, IP phones, or a third party can mediate
it. The namefor the signaling proxy, or third party, in H.323 is gatekeeper. This proxy can
provide application-layer relaying of the signaling protocol between two media endpoints,
enabling an organization to control and filter signaling messages. The media sessions are
established directly between the endpoints, with the gatekeeper only providing call control.

If direct end-to-end media connectivity is not desired, media sessions can also be forwarded
through a H.323 proxy. The H.323 proxy accepts the media session on behalf on the endpoints,
and forwards it between the two endpoints. Thisis a viable solution when afirewall filter is not
able to process H.323 securdly.

H.323 isalso NAT unfriendly as it embeds IP addresses on the application layer.
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Packet Filter Handling of H.323

Cisco.com
< H.225(Q.931) call control TCP port 1720
b TCP Dynamic
H.245 capabilities TCP po
Dynamic TCP Dynamic
LDP port RTP/RTCP media session UDP port.

ILIIJPI

| |
‘ % / /
[t L~
-IP.’ | | mIPN
B I I A
permit tcp host B eq 1720 host A gt 1023 estab permit tcp host A host B eq 1720

P
permit tcp host B host A gt 1023 permit tcp host A host B estab =
permit udp host B host A gt 1023 permit udp host A host B gt 1023 8

&
g

Qutbound Rules

Inbound Rules

Signaling is simple to filter, but the media
channels are not:

* Opens up gaping holes in packet filtering rules

ms, Inc. All rights reservec

Packet Filter Handling of H.323

A packet filter can securely pass the H.323 signaling protocol (H.225), asit uses a fixed well-
known port. The signaling protocol then negotiates dynamic media sessions, which use random
ports, and cannot be securdy checked by a packet filter. Therefore, packet filtering is not a
viable technology to securely support H.323 directly.
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SPF Handling of H.323

< H.225(Q.931) Call Control TCP Port 1720
TCP Dynamic
H.245 Capabilities TCP Poi
Dynamic TCP Dynamic
JJDP Port RTP/RTCP Media S 1 UDP Port
b UDP "

| SPF

Cisco.com

&P
B

AN

=P
A

| permit tcp host A host B eq 1720

Inbound Rules

sessions:

ms, Inc. All rights reservec

/ﬁ’:

top: A/1050 -> B/1720
top: B/3599 -> A/1099

udp: A/3699 -> B/1199

State Table

Qutbound Rules

SPFs generally support snooping of signaling

* The signaling endpoint is exposed to application attacks

ESAP10GA_126

SPF Handling of H.323

SPFs generally provide support for H.323, and can securdly convey both signaling and media
sessions. However, this exposes the signaling endpoint to application layer attacks, which are

generally not filtered by SPFs.
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ALG Handling of H.323
N T Cisco.com

H.323 Gatekeeper

H.323 Proxy
Call Control R 4 Call Control N
e >
f " < Media Stream »ALG Medai Stream y/
P P&
B A

I permit H.323 from host A to host B

ESAP10GR_127

Access Rules

An ALG can act as a signaling (gatekeeper) and
media proxy, but relaying media can be a
performance issue:

* Endpoint IP addresses remain hidden and firewall
rules are minimized

ms, Inc. All rights reserved

ALG Handling of H.323

AnH.323 ALG isacombination of a H.323 gatekeeper and a H.323 proxy. Such an ALG
presents the only visible media endpoint, and all other endpoints communicate with it to route
callsto their final destinations. The ALG, especially the gatekeeper, may deploy filtering rules,
specifying which functionality is allowed within the H.323 network.

Thisis a solution that minimizes the exposure of a H.323 network and allows minimal
connectivity from untrusted networks to the AL G itself.

Depending on the H.323 proxy implementation, latency and throughput of media sessions may
become an issue.
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Hybrid Handling of H.323

H.323 Gatekeeper

Call Control Call Control

Cisco.com

l

il

7 < Media Stream
£ —

channels:
« A more scalable solution with a lot of control

A separate ALG (gatekeeper) proxies the signaling,
while the SPF provides secure handling of media

£

Hybrid Handling of H.323

If the performance of media streamsis an issue, ALG technology can be coupled with SPF

technology to create a“best of both worlds’ H.323 firewall gateway. Deploy a H.323
gatekeeper (ALG) tofilter signaling, and if permitted, the SPF will permit a direct end-to-end

media session between the H.323 endpaints.
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Session Initiation Protocol
L e I I N Y Cisco.com

» Simpler signaling protocol, primarily designed
for peer-to-peer sessions

» Data carried inside RTP/RTCP

 SIP Proxies can be used to offload signaling
from endpoints (redirect, registration servers)

* In general, same firewall characteristics as with
H.323

Session Initiation Protocol

Session Initiation Protocol (SIP) is asimpler protocol, designed mainly for pure peer-to-peer
connectivity. It isalso based on TCP signaling and RTP (UDP) media sessions. SIP
implementations can also provide a SIP proxy. Similar to H.323 gatekeeper, thisisan ALG
used to offload signaling from endpoints, optionally forwarding signaling messages to SIP
redirect or registration servers for filtering. When running over the firewall, it generally has the
same characteristics as H.323. It can run directly between endpoints using a stateful packet
filter with SIP support, or run signaling over an ALG (SIP Proxy), and passing media directly
between endpoints over a SPF.
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QuickTime, RealAudio, IP/TV

T T Cisco.com

 All of the above use Real-Time Streaming
Protocol (RTSP) for transport:

—TCP negotiation of media channels
—Dynamic UDP connections for media streams
« Can sometimes be tunneled inside HTTP

» Useful for passing over ALGs if latency can be
tolerated (video)

* Otherwise, SPFs provide best performance and
handling of native protocol

QuickTime, RealAudio, IP/TV

Video streaming protocols, such as QuickTime, RealAudio, or IP/TV work in asimilar way to
voice protocols. They all rely on the Real-Time Streaming Protocol (RTSP) for transport of
media steams. They initially establish a TCP signaling session between the client and the
server, and then negotiate UDP media streams (RTSP) over that TCP session. Therefore, do not
use classic packet filtering to securely filter video streaming in this native protocol form.

Some of the video streaming protocols can tunnel themselves inside HTTP. This tunneling has
the unfortunate consequence of being able to pass firewalls, which permit HTTP without
detailed filtering of the application stream. However, this can simplify a firewall, which cannot
handle these protocols natively. Even ALGs can proxy videoconferencing inside HTTP, or
natively. The reason for thisis that streaming videos can usually tolerate latency. In general, if
the SPF in question provides application support for the needed protocol, use SPF technol ogy
to pass video traffic.
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Voice/Multimedia Guidelines
e Cisco.com

* Only SPFs can provide low-latency handling of
delay-sensitive traffic with appropriate filtering:

—Use SPFs to convey generic multimedia
protocols over firewalls

—Use SPFs to convey voice over firewalls
* Use SPFs in low-risk environments (intranets).

* Use a proxy/gatekeeper for accepting incoming
calls from untrusted networks (signaling ALG).

Guidelines

To support real-time multimedia and voice traffic, which are highly dynamic in nature, SPFs
arethe only technology that can filter it securely standalone. SPFs provide router-like (low)
delay and high throughput, and are usually easily aware of multimedia protocol negotiation.

When supporting inbound voice calls from an untrusted network, deploy a signaling ALG
(H.323 gatekeeper, SIP proxy) to limit exposure of inside endpoints. The ALG can then also
filter incoming call data to provide “voice firewalling”.
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Voice and Multimedia Protocols
Lt e Cisco.com

H.323 SIP SCCP (Skinny)

Protocol Dynamic multi= Dynamic multi= Dynamic multi=
Complexity; session (MCR/UBR)" session (CR/UBER) session! (ICP/UDE)

PEHandling Insecure Insecure Insecure

SPE Handling Simple Simple Simple

Simple Simple

ALG Flandling (gatekeepen) (proxy)

Signaling Signaling

Content Filtering onlyi(Cisce: MEM) only (prexy)

© 2003, Cisco Systems, Inc. All rights reserved DPS 1.0—3-4-89
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Voice and Multimedia

Protocols (Cont.)
T TN Cisco.com

RealAudio IP/TV. QuickTime

Protocol Dynamic multi= Dynamic multi= Dynamic multi=
Complexity. session (MCR/UBR)" session (MCR/UBR) session! (ICP/UDE)

|| |
PEHandling Simplllsiiit:;ieled Insecure Insecure
||
SPE Handling Simple Simple Simple
|| |
ALG Handling Simplelftunneled Simplelftunneled
|| |

Content Eiltening Impoessible Impessible Impessible

©2003, Cisco Systems, Inc. All rights reserved DPS 1.0—3-4-90

Practice
Q1)  What does“hybrid” firewall handling of H.323 refer to?
A) handling of the control stream by an ALG, and the media stream by an SPF
B) handling of the control stream by an SPF, and the media stream by an ALG
0 handling of the control stream and the media stream by an ALG only
D) handling of all data by the H.323 gatekeeper

E) handling of the control stream by an ALG, and the media stream by a H.323
gatekeeper
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Remote Terminal and Display Access Protocols

Remote Terminal and

Display Protocols
T TN Cisco.com

« Allow users interactive access to remote
systems

* Risks:

—Inbound access provides outside users with
full access to a system

—Some protocols are a security nightmare
(Xwindows)

—It is very easy to tunnel anything over terminal
sessions (for example, PPP over telnet)

Objective
The section will enable the learner to explain the security properties of remote terminal and
display access protocols to seect an appropriate technology to securely pass them over
firewalls.

Introduction

Remote terminal and display protocols can be especially vulnerable to failures, asthey provide
full access to a networked host. Firewalls are often required to pass such sessions to trusted
networks, which requires them to handle such protocols securely.

Remote Terminal and Display Protocols’ Refresher

Remoate terminal and display protocols provide interactive access to aremote system over a
character terminal or a graphical display. Such protocols are often relayed through firewalls,
and their useinvolves several risks

®  When permitting a remote terminal/display session, a user receives full user-level access to
a system behind the firewall. Therefore, permitting this session is equivalent to permitting
all servicesto that exposed host, as the user fully logs on to the host and could attack it
locally without any restrictions of a firewall.
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m  Some protocols for remote display connectivity are poorly designed and are hard to pass
through firewalls, such as Xwindows.

m  Character terminal sessions, such astelnet, are ideally suited to tunnel unauthorized
protocols.

Fortunatdy, many terminal sessions can be configured to use strong authentication (for
example, via some AAA functionality) or encryption to lower some of the aforementioned
risks.

Example

A well-known tunneling example is running the Point-to-Point Protocol (PPP) over an outgoing
telnet session, which afirewall permits. Thisis functionally is equivalent to installing a leased
line with full bidirectional connectivity between the telnet endpoints.
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Telnet and SSH

| Cisco.com
- — o~ _ PPPTunnel _ _ _ _ _ _ _ _ _ .
TCP Port 23 Telnet
Telnet TCP Port 23
1 1
EI %
L -
B 1 1 A
]
| permit tecp host B eq 23 host A gt 1023 estab | | permit tcp host A host B eq 23 |§‘
g
Inbound Rules Outbound Rules 3

Telnet and SSH are protocols that are simple to
relay over firewalls:

» Servers have been vulnerable in the past
* Tunneling over them is easy (and widespread)

* SSHis encrypted, therefore the firewall is blind to any
content

ms, Inc. All rights reservec

Telnet and SSH

Telnet (TCP wel-known port 23) and Secure Shell (SSH) (TCP well-known port 22) are two
widely used protocols for remote terminal access. Firewall technology can easily filter both of
them, as they are single-channel TCP sessions. Both telnet and SSH servers have traditionally
been vulnerable, therefore be cautious when permitting inbound terminal sessions.

Tenet and SSH are both ideally suited for insider tunneling to the inside. SSH has built-in
features to forward any single-channel TCP application through the terminal session. Telnet can
be used to run PPP over. SSH is also encrypted, therefore the firewall does not have any insight
into the content, transferred over the SSH session.
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The r-commands

Cisco.com

STDERR Connection
RLOGIN Terminal TCP Port 513

=1 g™p!
o /ﬁ:\ 5

Outbound Rule§
top: B/699 -> A/513 ]
tep: A/1050 -> B/1099 !

State Table

| permit tcp host B host A eg 513

Inbound Rules

g
&
8

The Berkeley r-commands (rlogin, rsh, rexec) are
dynamic and open backchannels to the client

ms, Inc. All rights reservec

The r-commands

Berkeley UNIX r-commands (rlogin, rsh, rexec) open a session from the client to the server on
awell-known port, over which aterminal session or remote execution functionality is
established. To report various errors the server also opens a back connection to the client.
While this secondary connection is not required for basic operations, classic packet filters
cannot securdy permit it. Stateful filters and ALGs generally have the intelligence to passr-

commands between perimeters.
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Citrix ICA Initial

Citrix ICA/Windows Terminal Server

| Cisco.com
TCP Port 1494

Redirect to Port X

Citrix ICA Client

Port X

Terminal Terminal Server

TCP Port 3389 Terminal

Server

] <

Client SPF
B / 1 \

i

A

1 for citrix ICA
permit tcp host B host A eq 1494
pernmit tcp host B host A gt 1023

! for windows terminal server
permit tcp host B host A eq 3389

Inbound Rules
tep: A/1050 -> B/1494
tep: A/1051 -> B/X

top: A/1052 —> B/3389

State Table

a Windows server:

ms, Inc. All rights reservec

Both protocols allow a remote desktop session to

« Citrix ICA (WinFrame) is dynamic, similar to SQL*net
* WTS is a single-channel TCP session

Outbound Rules

g
i

Citrix ICA and Windows Terminal Server

Citrix ICA and Microsoft Windows Terminal server are both remote display protocols used to
access Microsoft Windows servers. Citrix ICA is adynamic application, similar to Oracle
SQL*net asit opens a TCP session to a well-known port, and immediatdy negotiates a new
server port and reconnects to it. This behavior makes it packet filter-unfriendly, while SPFs and

ALGs may support it.

Windows Terminal Server uses a single-channel TCP session for each display connection.
Therefore, any firewall technology can securely relay it.
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Xwindows

Cisco.com
Windows Session TCP Port 6000
UDP Port 177 XDCMP Connect
Display Client Display Server
Application Server | SPF | Application Client
= P
| - |
._' I I
B I I A
| | | permit udp host A host B eq 177 |
Inbound Rules Qutbound Rule§z
udp: A/1050 -> B/177 4
tep: B/1457 -> A/6000 §I
State Table §

Xwindows has a weak security model and offers a
lot of access possibilities:
» Sharing of display, mouse, keyboard

* Unusual behavior—sessions open from the application
server to the display server (application client)

Xwindows

Xwindows is not a particularly secure system and has been shown to have vulnerabilities in the
past. Xwindows allows a user to share his’her display, mouse, and keyboard with remote
systems, allowing an application running on a different host to display data over the network on
thelocal display.

Xwindows iswell known for its “reverselogic” of clients and servers. In Xwindows world, an
Xwindows display server is actually a host, which shares its display. The Xwindows display
client isthe application. It is usually running on an application server, sending display datato
the display server, which is the host sharing the display.

Xwindows opens a single connection from the application server to the display server. If a
single display is available on the display server, the connection is usually made on TCP port
6000. Otherwise, other ports above 6000 (for example, 6000 —6010) are used. Permitting
Xwindows statically is therefore not a problem for any firewall.

Historically, Xwindows starts by the user telnetting to a remote server, and running an
application that sends display data the users local host. Therefore, multiple connections need to
be permitted—one from the user to the application server (telnet, ssh, rlogin), and one from the
application server back to the client (Xwindows).

To simplify this procedure for end users, Xwindows sometimes uses an auxiliary protocol
called X Display Manager Control Protocol (XDMCP). This protocol sends messages from the
display server to the application server, and the application server immediately starts displaying
an application on the display server. Some SPFs have built-in support for XDMCP /Xwindows
interaction, therefore they only have to permit XDCMP, and the Xwindows channels open
automatically.
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Example

The PIX Firewall now provides support for XDMCP to handle an XWindows T CP back
connection. Therefore, the PIX Firewall immediately permits a back connection to the client
when an XDM CP message goes from the client to the server.
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Guidelines
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* Inbound terminal sessions should require strong
authentication:

—They can result in unlimited local application
access on the remote host

* Terminal/display sessions can be terminated
outside the firewall

* It is hard or impossible to detect and prevent
outbound tunneling

Guidelines

Running terminal or display sessions outbound, does not usually present a major risk, as
sessions do hot generally contain malicious data that might compromise the client. Tunneling is
an issue, which is generally hard or impaossible to detect, and requires the cooperation of an
inside.

A terminal or display session can provide unlimited host access; therefore treat inbound
sessions very conservatively. Either ensure a very strong authentication on the target server, or
use firewall authentication before passing the connection to the firewall server. Alternatively,
allow terminal/display access to a host inside the firewall, for example, on anisolated network,
by not allowing such sessions to enter the protected network.
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Remote Terminal Protocols

Protocol
Complexity;

PEHandling

SPE Handling

ALG Handling

Content Eiltening

* Reverse STDERR connections are not necessary for r-commands
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Protocol
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Q1)  Which of thefollowing remote terminal/display protocolsis static in nature (i.e. usesa

single TCP or UDP channel)? (Choose two.)
A)  Citrix ICA

B) telnet

C) SSH

D) Xwindows with XDMCP

E) rlogin

F) rsh
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VPN Protocols

VPN Protocols

T T

Cisco.com

* VPN protocols enable secure connectivity of
clients and sites over untrusted networks

* Some organizations use VPN protocols to pass
unsupported protocols over the firewall (for
example, multicast)

* Risks:

—Passing VPN protocols over a firewall makes
the firewall blind for any content

—Impossible to enforce access control
—Leaks can occur if VPN is misconfigured

Objective

The section will enable the learner to explain the security properties of VPN protocols to select
an appropriate technology to securely passthem over firewalls.

Introduction

VPN protocols are often used in conjunction with firewalls at network boundaries. Often, some
integration of VPN technology with the firewall’ s access control technologies is needed, and

modern firewalls must provide a method to securely pass and integrate VPN connections into
thefirewall system.

VPN Protocols’ Refresher

To provide secure connectivity over untrusted networks or to tunnel a foreign protocol over
another network, for example, IPX over the IP Internet, VPN protocols are used.

Some organizations pass VPN protocols through firewalls for two reasons:

m  They terminate VPN connections on theinside or on aleg of afirewall

m  They usethe VPN protocol to pass an unsupported protocol over the firewall. For example,
IP multicast, DECnet, |PX
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Running a VPN over afirewall has significant disadvantages, which must be reviewed and
perhaps mitigated:

m  When a VPN protocol passes over thefirewall it does not see the enveloped content, which
is usually encrypted. Therefore, access control is extremely coarseif the firewall cannot
filter traffic after it has been decapsulated.

m [f the VPN alows unauthorized traffic to enter, it bypasses the firewall and violate the
policy.
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Packet Filtering/SPF Handling of GRE

Cisco.com
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GRE can be used to pass multiprotocol or
unsupported IP applications over firewalls:

» Dangerous—should always be used as a last resort
* Apply very strict filtering inside GRE on the endpoint
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(Stateful) Packet Filtering of GRE

Thisfigureillustrates an example of running a foreign protocol such as IPX, over an IP firewall
by using a generic routing encapsulation (GRE) tunnel. Such workarounds are always
discouraged (but sometimes are required as the only means to extend non-1P protocols, etc), as
a small misconfiguration on GRE endpoints can compromise the firewall. The two routers on
both sides of the firewall create a GRE session, which the firewall permits. Thisis functionally
equivalent to having a back-to-back cable or leased line between the two routers—the firewall
is unable to enforce access control on tunneled traffic.

Such workarounds should always be used as a last resort, and defense-in-depth should be
practiced. Additional filters should block any attempts to run IP unicast in the tunnel.

Note GRE can also be used inside IPSec tunnels to provide routing protocol functionality inside
IPSec VPN tunnels. In such a setup, usually both sides of the VPN connection belong to
trusted perimeters, and the aforementioned warnings do not apply.
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Packet Filtering/SPF Handling of
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Terminate IPSec connections so that the firewall

* IPSec requires IP protocols 50 (ESP) and possible 51 (AH)

* IKE requires a UDP session from and to port 500 to pass

A

¢
g
i

(Stateful) Packet Filtering of IPSec Protocols

If an IPSec VPN needs to be integrated with a firewall system, the encrypted tunnels should
ideally terminate at the firewall as to decrypt all traffic before it passes through the firewall for
the most granular access control. This can be accomplished by either have the firewall filter
(for example, the PIX Firewall) terminate |PSec, or a dedicated VPN system terminating it

inside the firewall architecture.

Passing 1PSec through a firewall filter (for example, to the dedicated termination device)

requires the firewall to pass:

m [P protocol 50 if the ESP (Encapsulating Security Payload) |PSec encapsulation is used or

m [P protocol 51 if the AH (Authenticating Header) 1PSec encapsulation is used

Besides those tunnel packets, the IKE (Internet Key Exchange) packets need to be permitted
between |PSec peers. IKE uses a UDP session with the source and destination port of 500.
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Guidelines
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* Try not to pass a VPN protocol through a firewall

* Terminate the VPN so that the firewall sees cleartext
traffic

* For multiprotocol connectivity (pure GRE over a firewall),
deploy additional filters at GRE endpoints:

— Do NOT run arouting protocol inside tunnel
— Do NOT run unicast IP inside tunnel

— For IPSec/GRE deployments, unicast/routing protocols
are ok, as the remote network is usually trusted

Guidelines

If a VPN protocol runs through the firewall, it is best not to pass it through the whole firewall
encapsulated. Terminate the VPN in such away, so that the firewall will be ableto perform
access control on decapsulated (cleartext) traffic.

Pure GRE Connectivity (Firewall Bypass)

If GRE is desired for multiprotocol connectivity over afirewall (and the GRE endpoints are on
networks with different levels of trust), ensure that |P unicast can never run through the GRE
tunnel. Never run an IP routing protocol inside the GRE tunnel, as the routing protocol may
attract unwanted traffic into the tunnel automatically, bypassing the firewall.

Note Again, GRE can also be used inside IPSec tunnels to provide routing protocol functionality
inside IPSec VPN tunnels. In such a setup, usually both sides of the VPN connection belong
to a trusted perimeters, and the aforementioned warnings do not apply.

Example

If the GRE tunnel is only intended to carry 1PX, do not configure IP addresses on the tunnel to
prevent I P routing through it. Deploy additional barriers such as access control lists (ACLS),
denying al 1P traffic, or policy routing of 1P traffic to the null interface, which should disable
unicast IP running through it if misconfigured.
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Protocol
Complexity;
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Content Eiltening
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VPN Protocols (Cont.)
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CET IPSec

Protocol Dependsion

Complexity, the application Simple muld-session

PEHandling Simple Simple

SPE Handling Simple Simple

ALG Handling Impessible Impessible

Content Filtering Impossible Impessible
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Practice
Q1)  Which protocols need to be permitted through a firewall for an 1PSec tunnel to pass?
A) IP protocols 50 and 51
B) IP protocols 50 and 51, and a UDP session from port 500 to port 500
()] IP protocols 500 and 501, and a UDP session from port 500 to port 500
D) UDP ports 50, 51, and 500

E) IP protocols 47, 50, and 51
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Management Protocols

Management Protocols
TN Cisco.com

* Network management protocols are often passed over
firewalls:

— SNMP for “outside” device status and statistics
—Indirect authentication protocols (RADIUS, TACACS+)
—Logging (syslog) and time protocols (NTP)

* Sometimes, an out-of-band management network
bypasses the firewall altogether

* Risks:
— Compromise of management stations

— If a separate management network is used, this can
lead to network-wide compromise

Objective

The section will enable the learner to explain the security properties of management protocols
and to choose an appropriate technology to securdy pass them over firewalls.

Introduction

Management protocols often pass through firewalls, either to manage outside (less trusted)
devices, or inbound to manage devices on a more trusted network. If in-band management over
thefirewall is preferred, a variety of management and supporting protocols need to be

supported by afirewall.

Management Protocols’ Refresher

Firewalls are often required to pass management protocols between perimeters. Examples
include:

m  Simple Network M anagement Protocol (SNM P): To access devices outside the firewall
to monitor their status and collect statistics.

m |ndirect authentication protocols (TACACS+, RADIUS): Often run inbound through
firewalls to allow outside devices to authenticate against an inside authentication server.
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m L ogging protocols (for example, SY SLOG): Often alowed so outside devices can to log
onto an inside logging server. SY SLOG is an unreliable protocol, which has no
authentication or integrity mechanisms, therefore a trusted path is necessary to pass it
securely between devices and syslog servers.

m  Time protocols: Allowed outbound or inbound to enable time synchronization between
devicesin different perimeters.

Some organizations opt for an out-of-band management network, where every deviceis
connected to a common management network. This greatly simplifies management but
introduces a dangerous backdoor. If adeviceis compromised, all other devices, possibly in
other perimeters, can be attacked over the out-of-band network. Possible solutions include
having a separate out-of-band management network for every perimeter, or using private
VLANSs to disallow connectivity between devices.

Therisks of using management protocols include:

m  Anallowed inbound session to an exposed management station might be used to break into
the management station

m |f aseparate management network is used, an attacker can gain access to the management
station, and from it access other parts of the network that are normally all accessible from
the management network
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Packet Filter Handling of SNM
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Packet Filter Handling of SNMP

The (in)security of the SNMP protocol is well-known, and can be summarized as:

m  SNMP offers no confidentiality or integrity mechanisms, and therefore needs a trusted path
if thosetwo properties are desired

m  SNMP authentication is weak in SNMPv1 and SNMPv2 (cleartext authentication),
providing yet another reason not to run it over untrusted networks

m  SNMPv3 adds the support for encrypted authentication, but its deployment and support in
devices and management softwareis limited

Example

Some examples of SNMP-rdated problems would be;

m |f an attacker has compromised a system on the network and installed a packet-sniffer
program, that person could compromise your entire network infrastructure provided SNMP
read-write access was enabled.

m |f you usein-band management over afirewall, and the firewall is under serious attackk,

you may lose your management traffic altogether, if traffic stops passing through the
firewall.
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SNMP on the Network

On the network, SNMP has two types of transactions:

m  SNMP palling, wherethe NM S (network management system) sends UDP packets with a
random source port and a destination port of 161 to the device, which responds to the pall
to the server random port (a UDP ping-pong transaction, like DNS)

m  Asynchronous sending of SNMP traps (exceptional events) to the NM S well-known UDP
port 162

Packet Filter Handling of SNMP

Packet filter therefore cannot support filtering of SNMP polls securdy, asthis would require
opening of all UDP ports to the NMS. Traps can befiltered more robustly, as only a single port
needs to be exposed on the NMS.
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SPF Handling of SNMP
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SPF Handling of SNMP

SPFs provide much more robust handling of SNMP, as polls are treated as UDP flows, which
the stateful engine will track; therefore, exposure of the NMS host is minimized.

On aside note, it is worth mentioning that the addresses inside SNM P messages are not
tranglated by NAT engines, although many people would expect them to be.
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Guidelines
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* Most management protocols are single-channel
and simple to filter

* Use SPF for SNMP management of outside
devices:

—Traps can be supported by any technology

* Inbound UDP-based management protocols can
be passed securely by any technology

Guidelines

Most management protocols are single-channel TCP or UDP, and therefore simpleto filter:

m  Passing single-channel TCP management protocols inbound or outbound is possible using
any firewall technology

m  SPFsshould handle outbound UDP-based applications

m  Any technology can securdy support inbound UDP connectivity, as only a single port
needs to be permitted to the inside
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Management Protocols (Cont.)
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Practice

Q1)  Whichtechnology can pass SNMP traps securely enough (without allowing other

traffic)?

A) packet filters only

B) SPFsonly

) ALGs only

D) session-level gateways only

E) any technology (packet filters, SPFs, ALGS)
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Summary

This section summarizes the key points discussed in this lesson.

Summary
S T T Cisco.com

This lesson presented these key points:

* Modern applications are complex and require
careful evaluation of risk.

» Packet filters can only support a very limited
number of modern applications.

« Stateful packet filters support the largest array
of applications.

* Application-layer gateways should still be used
in select situations.

Next Steps

After completing this lesson, go to:

m  Perimeter Security Design module, Firewall Design General Guidelines lesson
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Quiz: Firewall Handling of Protocols

Complete the quiz to assess what you have learned in this lesson.

Objectives

This quiz tests your knowledge on how to:

m  Sdlect an appropriate firewall technology for an organization’s application needs

Instructions

Answer these questions:

1. Which ICMP messages are required to pass over firewalls?
2. How isvoicetraffic handled in a“hybrid” SPF/ALG firewall?
3. What isamagjor risk of inbound remote terminal connections?

4. Why isit not recommended for VPN protocols to cross firewalls?

Scoring

Y ou have successfully completed the quiz for this lesson when you earn a score of 80 percent
or better.
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Firewall Design Generdl
Guiddines

Overview

Importance

Although firewall design is considered by many to be more an art than a science, some general
guidelines exist and must be applied in any firewall design. This lesson presents those general
guidelines and is the highest importance for a network security designer.

Lesson Objective

Upon completing this lesson, you will be able to design an abstract firewall system, enforcing a
defined security policy, and using best practice design methods.



Learner Skills and Knowledge

To fully benefit from this lesson, you must have these prerequisite skills and knowledge:

m  Understand the concept of afirewall

m  Sdect the appropriate technology and architecture of afirewall

Outline

Outline
T ER e

This lesson includes these sections:
« Compartmentalization

* Running Applications Over Firewalls

* Choosing Inspection Layers

* Firewall Rule Design

» Defense-In-Depth

« Example Scenarios
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Overview

Overview
T T T T

The goals of firewall design are that the
firewall:

* Must be able to enforce the defined policy
* Itself must be resistant to penetration
* Is hard or impossible to bypass

» Access control methods are reliable (robust and
redundant/layered)

* Is reliable and performs well (availability)

The first three come directly from the
firewall definition

The goals of firewall design are that the firewall:

m  Must be ableto enforce the defined policy

m [tself must beresistant to penetration

m [shard or impossibleto bypass

m  Access control methods are reliable (robust and redundant/layered)

m [srdiableand performs well (availability)

Thefirst three goals are directly from the firewall definition, while the other two goals are
provided by good firewall design techniques.
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Overview (Cont.)
T T Cisco com

Always remember the guidelines of trusted
system design:

» Balance cost with results

* Be careful about what you assume (expect
anything can fail)

* Practice least privilege
 Practice defense-in-depth
» Keep it simple

Review these points at each stage of your
design to pinpoint weaknesses early

Firewalls are security systems; therefore the main guidelines of trusted system design also
apply to them. Those guidelines are:

m  Balance cost with results: The investment in protection should never exceed the estimated
cost of intrusion.

m  Becareful about what assumptions: Always question the validity of assumptions, and
remember that risks change in time. What is trusted today may be inadequate tomorrow.
Additionally, expect anything can fail to provide different levels of defense-in-depth
protection.

m  Practiceleast privilege: For any task that needs to be performed by a human or a
computer process, assign the lowest possible privileges that arejust sufficient to perform
that task.

m  Practice defense-in-depth: Provide multipleindependent protection mechanisms for
critical security mechanisms.

m  Keepit simple Complexity is the worst enemy of security, and keeping things simple
makes them verifiable and robust.

As the design progresses, keep checking these points to pinpoint any potential design
weaknesses before system deployment.
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Compartmentalization

Compartmentalization
TN Cisco.com

* The process of defining network perimeters and
building walls around them

* Firewalls will enforce access control between
compartments (perimeters)

 In general, the more compartments, the better:
—This gives the most granular access control

—This can increase management complexity
more than the benefits

« Compartments (perimeters) are defined based
on the desired access policy

Objectives

This section will enable the learner to explain the principle of compartmentalization and design
afirewall system usingit.

Introduction

Thefirst principle of firewall design is compartmentalization. The definition of
compartmentalization is “the formation of perimeters’. A firewall enforces access control
between perimeters; therefore define the perimeters correctly to fully implement an access

policy.

Compartmentalization

In general, the more the designer compartmentalizes a network, the more granular the access
policy can bethat is deployed between the compartments (perimeters). However, do not overdo
compartmentalization—only divide the network into as many perimeters as necessary. A policy
requirement that identifies the subjects to be grouped together and treated as a single entity in
access control determines this division. Compartmentalization also increases management
complexity (more firewall interfaces, larger access rules); therefore balance it with the benefits.
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Example

The simplest Internet firewall might require only two perimeters: the organization’s trusted
network, and the Internet. A firewall will then enforce access control between the two
perimeters connected to its interfaces.
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Compartmentalization (Cont.)
T AT Cisco.com

How do you define a perimeter?

* A clearly defined part of the network which you
need to perform access control to or from

A part of the network which you trust more-or-
less the same

A part of the network which you want to isolate
In a security incident

Consequence: Firewalls cannot enforce
access control within a perimeter

A good, basic definition of a perimeter isthat a perimeter isa* clearly defined part of the
network, which a firewall will perform access control to or from”. A perimeter connects to a
firewall network interface. The firewall controls al traffic flow to or from that perimeter, to the
other perimeters connected to the same firewall.

Alternative definitions of perimetersinclude:

m A perimeter isapart of the network that is trusted more-or-less the same. For example, the
Internet perimeter, the business partners' perimeter (or perhaps each business partner might
be a separate perimeter), and the internal web server farm perimeter, contain a group of
hosts or users, which we consider untrusted, semi-trusted, and very trusted respectively.

m A peimeter isapart of network, which needs to be isolated in a security incident. For
example, a DMZ network on a screened subnet firewall can be defined as a small
perimeter, and designed only to host a single server or few similar servers.

Based on the definition that “ access to a perimeter is controlled by a firewall”, it follows that
such firewalls cannot enforce access control within the perimeter.
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A perimeter is defined by a policy requirement for
access control
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Thisfigureillustrates an example of compartmentalization, where the policy requirements
define the perimeters. If the policy specifies that access control needs to be provided between
the management LAN, server farms, the switched campus network and WAN, and the Internet,
those network segments define the required perimeters.
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Compartmentalization (Cont.)
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On Internet firewalls, new perimeters are usually
created only to host services (screened subnets):

» Each service is isolated to limit damage

* Extremely granular access control is possible between
perimeters
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This figureillustrates a well-known use of perimetersin a screened-subnet firewall architecture.
Any screened subnet attached to afirewall filter is a standal one perimeter, whose purpose is to
host exposed services, or connect an external network to the firewall over its own interface. In
this case, intrusions can often beisolated to a particular perimeter, especially if the firewall
enforces least-privilege access control, making it difficult to enter other perimeters.
Additionally, the highly compartmentalized network enables very granular access control inside
the network if thereis a good separation of edge services and external connection.
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Compartmentalization (Cont.)
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Weakly defined parameters are hard or impossible
to work with (bad network design):

» Separation is not robust, and can usually be easily
bypassed
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Thisfigureillustrates a weakly defined perimeter, where perimeters are defined as clusters of
systems reachable on multiple firewall interfaces. This violates the basic definition of a
perimeter and makes policy enforcement difficult, especially because multiple perimeters share
the same firewall interface and hopping between perimetersis usually possible. In this case, a
redesign of the network is required before implementing network access control.
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Compartmentalization (Cont.)
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Compartmentalization techniques:

» Physical separation (separate perimeter infrastructure):
— Always the preferred solution, but can be costly

» Logical separation (shared physical infrastructure):
—VLANS, Frame Relay, IPSec VPNs, MPLS VPNs

— Logical separation is as robust as the separation
technique (tagging, cryptography, etc.)

—The logical separation mechanism is usually not
designed with security as a primary concern

Compartmentalization is usually achieved using pure physical separation of networks. That is, a
firewall connects to two physically distinct network infrastructures, and therefore all traffic
must pass through the firewall, if the firewall is the only interconnection point. Such separation
seemslogical, and is always the best method of perimeter separation.

However, such separation can become costly, especially when multiple levels of trust need to
be distinguished in large access networks.

Example

A network administrator needs to assign two classes of users different accessrightsin a
network, which is inside a large campus switched network. Both classes of users connect to the
same physical infrastructure, asit is not viable from the cost perspective to maintain two
physically separate networks. Therefore, the network administrator needs to logically separate
the user groups.

Logical separation provides separate communication channels for different users over the same
physical infrastructure. Such separation enables subjects to connect to the same physical
infrastructure, and only be able to access their own perimeter, which is alogical subset of the
physical infrastructure. Such separation methods include;

m  Virtual LAN (VLAN) and private VLAN technology of LAN switches, Frame Relay (FR),
or Multiprotocol Label Switching (MPLS)/VPNs wheretagging of LAN frames provides
separation

m |PSec VPNSs, where encryption provides separation

When using logical separation of perimeters, access control is as strong as the perimeter
separation technique. The main problem of logical separation is usually that the separation
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mechanism design is to enable higher performance (VLANS) or to solve addressing problems
(MPLS/VPNS); it is not designed as a security mechanism.
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Compartmentalization (Cont.)

N T T Cisco.com

Firewall-on-a-Stick

él
VLAN Switch i

Sometimes, only logical separation of perimeters
is possible (campus data/voice)
* Physical separation is always recommended

» Try to physically separate at least the most sensitive
perimeters (“inside”)

This figure shows a logical separation of the voice and data network using LAN switch VLAN
functionality. In high-security designs, always physically separate perimeters— ogical
separation techniques are otherwise considered the weakest link in the firewall’ s security. If
total physical separation is not possible, physically separate at least the most sensitive (that is,
inside) perimeters.
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The Eternal VLAN Issue
[ OO ST e—

» Are VLANs a good way of separating perimeters?
* Pros:
— Not alot of flaws found so far
» Cons:
— Not designed or implemented as a security mechanism
— Switch default settings are often terrible
— Several implementations have been terrible
Avoid them as a perimeter separation method

* Use them when it is the only option available, or to
augment other security mechanisms:

—VLANSs and switches actually CAN stop some attacks

Security of switch VLANs was, and till is, a constant topic in terms of its robustness for
perimeter separation. The arguments for and against using them are as follows.

Pros
There have not been many flaws found so far.

Cons

m  VLANswerenever designed and implemented as a security feature: VLANS reduce
broadcast domains, and a flaw in the code can enable an attacker to hop between VLANS.
A lot of L2 switches fail-open to insecure (all portsin the same VLAN) setting when the
configuration is lost due to, for example, a power surge.

m  Someterrible default settings: Theseallowed VLAN hopping such as the setting of the
trunk port native VLAN to the default VL AN, enabling users of the default VLAN to
access any other VLANS.

m  Some broken implementations: These only limited broadcasts between VLANS, while
unicast Layer 2 (L2) packets could hop between VLANSs if the attacker knew or guessed
the MAC address of thetarget in another VLAN.

In general, a security designer should not rely on a performance-enhancing method to separate
perimeters. If used, the enforcement of access control would rely on two systems: the switch
with VLANS, and the firewall filtering between VLANS. If either of those systemsfailed in
terms of security, an attacker could violate access control restrictions. Therationale is that the
VLAN switch would probably be more likely to fail, and should be avoided.
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Therefore, generally avoid VL ANS, especially in high-end solutions, and use them when they
arethe only option available because of cost restrictions. Additionally, use them to augment
other mechanisms—for example, deploy the private VLAN functionality inside a demilitarized
zone (DM 2Z) to provideisolation between hosts that do not need to talk to each other. In this
manner, they act as an intra-perimeter access control method, which could not be implemented
using other network devices.
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Private VLANS
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Private VLANs are a welcome feature when not
enough firewall interfaces are available:

* Private VLANs provide some access control within a
perimeter

» Use isolated ports for independent servers and
community ports for tiered servers

ms, Inc. All rights reserved

When a designer is forced to place multiple systems on the same perimeter, but those systems
do not need to communicate, private VLANS are a welcomed feature. This usually occurs when
there are not enough firewall interfaces available, and the designer creates a perimeter, in which
he places a server of approximately the sametrust level.

Example

In an Internet firewall, the devices, for example, e-commerce servers, Domain Name System
(DNS) servers, and Virtual Private Network (VPN), have taken al the perimeters, except for
one. Therefore, a designer might put the mail relay and the public WWW server of the
enterprise on the same perimeter, asit is the only one available. To provide access control
within a perimeter, deploy private VL ANs to isolate servers on the same perimeter, and only
allow the servers to talk to the firewall. Private VLANS usually support three port flavors:

m  Promiscuous ports can talk to any other portsin the same VLAN: Thefirewall usually
only connects to the promiscuous port.

m |solated ports can only talk to the promiscuous port and no other ports: Use this flavor
for independent servers, which do not need to communicate with other servers on the same
segment. If an attacker compromises such a server, he/she can only proceed in the direction
of thefirewall, and cannot attack collocated servers on the same segment.

m  Community portscan talk to the promiscuous port(s) and to other community ports:
Usethis flavor for servers of tiered applications, where a group of servers can be isolated
from other servers on the same segment.
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Extending Perimeters
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Perimeters can be extended with VPNs:
» Cryptography provides perimeter separation

ms, Inc. All rights reservec OPS 1.0—4-1-14

Connecting two disjointed parts of a perimeter with a secure link can also extend perimeters. A
good exampleis a VPN, where a remote branch office can be connected to the firewall using a
VPN link, and the firewall treats both the inside network and the branch office as a single
perimeter. In this case, cryptography provides the logical separation of perimeter traffic over
the untrusted network.

Practice

Q1)  Which of thefollowing is a good solution for separating hosts in the same DMZ on an
Internet firewall?

A) multiple perimeters
B) private VLANSs

() classic VLANSs

D) IPSec tunnels

E) personal firewalls
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Running Applications Over Firewalls

Running Applications Over Firewalls

Cisco.com

Options for running applications over firewalls:
» Direct connection between client and server:

— A firewall permits a connection between source and
destination perimeter

* Application gateways between server and client (multi-
tiered applications):

— Multiple tiers have an important security role

— Firewall compartmentalization should be tailored to the
application (separate tier servers and DMZs)

There are different design options for inbound and
outbound connectivity

Objective

This section will enablethe learner to identify different methods of conveying arbitrary
applications over firewalls and choose them in firewall design.

Introduction

The designer can pass applications over firewalls in a multitude of ways, depending on the trust
in clients and servers, and the nature of the application.

Application Handling Options

Popular options for passing applications over firewalls include:

m  Direct connections between source and destination host over a firewall, where the firewall
simply permits the connection between the endpoints and relays the protocol between them.

m  Using an application gateway between the client and the server. This application gateway
can be built into the application-layer gateway (ALG) firewall, or implemented as a multi-
tiered application, where the “ server” is split into multipletiers. The design of a multi-
tiered application is usually this way for performance and security reasons. The client can
only talk to the exposed first tier, which in turn talks to the next tier, and so forth. Such an
application design can significantly increase security, as many mechanisms need to be
defeated as a series to compromise the most sensitive data on the innermost tier. A firewall
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should take this into account and properly separate and protect individual tiers from each
other.

Handle connectively separately when considering the choices for running applications over
firewalls, inbound (untrusted to trusted) and outbound (trusted to untrusted).
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Running Applications Over Firewalls—
Inbound Client-Server Application

Cisco.com
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Option #1—Client outside, server inside:
* Use with trusted clients

* Ensure server is only reachable to trusted users
(firewall/VPN authentication)

» Use strong authentication and session protection (VPN)

ms, Inc. All rights reservec

Direct Inbound Client-Server Connectivity

Direct inbound client-server connectivity is used when directly relaying an application session
from an outside client to an inside server. Thisis usually done when the clients are trusted,
therefore no additional protection of the server is needed, and the server is only reachableto
trusted clients (that is, not exposed to the untrusted network all the time). Strong firewall
authentication that enables outside trusted users to connect to the server, only after they have
authenticated to the firewall, achieves this. The server is therefore by default unreachable to all
users, and cannot be attacked from the outside.

Care must be taken to provide confidentiality and integrity of the application connection if
performing such a communication over an untrusted network. The use of VPNSs or application-
specific cryptography, for example, SSL, achieves this.

Example

An organization needs to allow access to mailboxes for roaming users on the Internet. They use
Exchange, and need a simple solution to check mail from the Internet anywhere, anytime. On
the inside network an Outlook Web Access (OWA) server is set up, which uses Secure HTTP
(HTTPS) to access mailboxes through browsers, is simple to pass through firewalls, and
provides session protection through Secure Socket Layer (SSL) technology. To access this
server directly from the outside, the roaming users first authenticate to the firewall, which then
dynamically allows access to the inside server to the authenticated user. Attackers cannot
contact the inside server unless they authenticate to the firewall. A one-time password (OTP)
system provides robust firewall authentication, which is simpleto use and provides a high level
of authentication security.
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Running Applications Over Firewalls—
Inbound Client-Server Application (Cont.)
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Option #2—Client outside, server in DMZ:
» Safer, can use replication of data to DMZ server
* If server is totally public, it is exposed all the time

* Otherwise, use strong authentication and/or session
protection (VPN) to limit access to it

ms, Inc. All rights reservec

Inbound Client-Server Connectivity with Server in DMZ

If clients are not trusted, the possibility of server compromise becomes important. The designer
needs to ensure the server and its exposed application is appropriatey hardened, and to dedicate
aDMZ inthefirewall to host the exposed server. In the event of server compromise, the
attacker is contained within the DMZ and the firewall severely limits his next actions. This
design is generally used when hosting public exposed servicesinside Internet firewalls.

Totally exposed servers, such asthe external DNS server, the public mail relay, or the corporate
web server, will be exposed to all users all thetime. Therefore, use secure server software, and
consider the perimeter where the server is located untrusted, as the possibility of compromiseis
high.

If the server needs to access some inside data, a multi-tiered application design is usually used.
Alternatively, if real-time access to inside data is not required, replicate inside data to the
exposed server or an additional data server in the same perimeter. This eliminates the need for
an inbound connection from the server perimeter to theinside.

If the server contains sensitive data, and the probability of server compromise is high (because,
for example, the software used is not very trusted), combine the placement of server in the
DMZ with firewall user authentication. This only allows authenticated users access to this
server. Use this combination if users are not totally trusted (that is why the server isisolated in
the DMZ), but need to view sensitive data. An example would be business partners accessing
the exposed server, and firewall authentication preventing arbitrary attackers from connecting
to the server at will. An aternative would beto usea VPN terminating at the firewall,
authenticating users via VPN methods, and allowing only VPN users to access the more
sensitive server.
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Running Applications Over Firewalls—
Inbound Client-Server Application (Cont.)
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Option #3—Client in DMZ, server inside or in DMZ:
* Users connect to a terminal server in a DMZ

* Client software is under control (running in a DMZ)

» Less trusted servers can be placed in a DMZ

ms, Inc. All rights reservec

Inbound Client-Server Connection over a Terminal Server in DMZ

Another option for supporting inbound connections is through a terminal server. Use this option
if an organization needs to have full control over client software, allow outside users to connect
to aterminal server ina DMZ, and run a preconfigured client on the terminal server, which then
connects to the inside network. Thisis a viable alternative, which simplifies client software
deployment, and eliminates potential rogue clients connecting to the sensitive servers. Thisis
conceptually similar to aVPN, except that it uses aterminal session to bring the remote user
inside thefirewall.

Optionally, if remote users are not very trusted, place the destination server ina DMZ.
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Running Applications Over Firewalls—
Inbound Multi-Tier Application
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Option #1—Client outside, servers in a single DMZ:
* Multi-tier applications “emulate” ALG behavior

* DMZ dedicated to an application

* PVLANs/community ports can be used inside the DMZ

* Not ideal—the tiers are not properly separated

ms, Inc. All rights reservec

Inbound Multi-Tiered Connection

A multi-tiered application separates its functionality onto multiple systems, which cooperate
using proprietary or standard middleware protocols, such as CORBA or DCOM, and/or
database protocols. The client connects to an exposed server, which processes the client’s
request, trandates it into a middleware protocol message or database query, and sends it to the
next application tier. If properly designed, this significantly increases the application’s security,
as each tier can do its own filtering inside data flow, and the untrusted client can only talk to a
single exposed first-tier server. Even if that server is compromised, the attacker needs to
compromise other tiers to arrive at the critical data on the inside server, if the application is
properly designed.

Note This behavior is similar to ALGs, where a server processes a client request and forwards it
to another server. Only if multi-tiered applications are purposefully built for a specific
application are they called ALGs.

Thisfigureillustrates a DMZ dedicated to a multi-tiered application. All the servers share the
same DMZ; therefore the firewall cannot provide access control between thetier servers and
they only allow the minimal required connectivity between them (least privilege). Use private
VLANSs to isolate tiered application servers from other servers on the same segment. However,
this setup is not ideal, asit lacks tier separation over the firewall.
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Running Applications Over Firewalls—
Inbound Multi-Tier Application (Cont.)
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Option #2—Client outside, servers in multiple
DMZs:

» Each tier has its own DMZ for best isolation
* Access rules only allow minimal connectivity between tiers

* Ideal, if the application’s security complements such a
setup

ms, Inc. All rights reservec
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Inbound Multi-Tiered Connection with Separate Tier DMZs

Ideally, each tier of a multi-tiered application is hosted inside its own DMZ, providing the most
granular access control. This resultsin proper least-privilege enforcement of access control
between thetier DMZ. The designer must therefore devel op the application with security in
mind, so it does not allow an attacker, who has broken into thefirst tier server, to immediately
send requests to the innermost tier, with the highest possible application privileges.
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Inbound Access Guidelines
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» Be extremely strict with access rules

* If possible, always terminate incoming sessions on an
ALG:

— Preferably, the ALG should be isolated in a DMZ
— Analyze ALG failure scenarios

» Totally public servers should be well-isolated to limit
damage:

— Make sure you can quickly detect their compromise

* Exposed sensitive servers should require strong
authentication before session setup (SSL, firewall
authentication):

— Consider partial data replication to a DMZ server

Guidelines

Useleast privilege without compromise for inbound access that allows access from less trusted
to more trusted perimeters. Deploy extremely strict access rules, allowing minimal necessary
connectivity between the perimeters. It is always a good practice to first terminate all incoming
sessions from untrusted networks on an ALG (or thefirst tier of a multi-tiered application) in a
firewall DMZ. Always analyze what could happen if an attacker compromises the ALG, that is,
what could be the attackers next actions if he gained full access to the ALG host.

Example

Incoming Simple Mail Transfer Protocol (SMTP) email on the Internet is normally handled
using an exposed mail reay (AL G) which filters mail, perhaps performs content scanning, and
forwards it to an inside mail server. Some organizations deploy dual-ALG solutions, where the
inside mail server is another relay, which in turn talks to the internal mail hub. Such an
approach is a good example of defense-in-depth, as someone breaking into the outside mail
relay cannot directly attack theinside mail hub.

Totally public servers, which need to be open for access for all untrusted users, should be
isolated extremely well to limit damage in the case of a break in. Often called “ sacrificial
lambs” (as not much damage will be doneif they are broken into), these machines are
considered untrusted. Ensure good backups of such machines, as well as regular monitoring
(Intrusion Detection System [IDS]) to detect an intrusion as quickly as possible.

Exposed sensitive servers should not accept connections from arbitrary clients, asasingle
application-layer attack could compromise them and violate the confidentiality of data.
Authenticate all sessions to such exposed services initially on the firewall, using firewall
passthru authentication, or aVPN technology. Also, sensitive data on this server could be
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replicated from the inside network, eliminating the exposed server’s need to connect to the
inside network. If an attacker compromises the server, no connections can be made from that
sarver. Therefore, although the attacker can view local sensitive data on the compromised
server heis contained. Such replication can be partial, only transferring data needed by the
outside server. This narrows the window of exposure for sensitive data.
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Option #1—Client inside, servers outside:
e Server security is not an issue under our control
* Malicious data flowing to the client is a major risk

Direct Client-Server Outbound Access

The simplest case of outbound access is where the inside client talks directly to an outside
server. The outside server is under the control of another party, and might be compromised to
send malicious data to the client. Use this method for applications where malicious datais not a
major risk, and where performance is of the utmost importance. Examples of this include
terminal sessions and multimedia applications such as voice.
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Firewalls—Outbound Access (Cont.)
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Option #2—Client inside, ALG inside, servers
outside:

* ALG filters data to the clients
» Firewall accounting and rule design change considerably

ESAP1OGR_190

Outbound Access over an ALG on the Inside Network

If the organization requires content, place an ALG behind the firewall for protection, and
forward all clients requests to the outside network. Most ALGs use their own IP addresses to
initiate sessions, therefore al the inside clients appear to the firewall to be coming from asingle
IP address of the ALG. This can prevent per-user accounting, and does not allow the firewall
filter to perform access control based on the inside | P addresses. Thefirewall filter (a SPFin
thefigure) only permits traffic from the ALG, which performs all access control for the
application protocol.
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Option #3—Client inside, ALG in DMZ, servers
outside:

* ALG filters data to the clients
* More control over client connections, lower performance

Outbound Access over an ALG on a DMZ Network

Another option is to place the ALG for outbound access on a DMZ network. The ALG again
performs content filtering for inside clients, and the firewall can now enforceaclient 1P
address-based policy, as connections between clients and the ALG pass over the firewall.
Firewall logging is now performed using thereal client’s |P address. However, performance is

lowered, asall data passes through the firewall twice—first from the outside server to the ALG,
and then from the ALG to the inside client.

Copyright © 2003, Cisco Systems, Inc. Firewall Design General Guidelines  4-1-29



Running Applications Over
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Option #4—Client inside, terminal server in DMZ,
servers outside:

 Clients are isolated on a sacrificial system
» Useful for high security designs

ms, Inc. All rights reservec

Outbound Access over a Terminal Server on a DMZ Network

An extreme case of client protection is running the client software not on the end-user
workstation, but on a sacrificial host. A terminal server can be set up inside the firewall, and
outbound connectivity is achieved by first starting a display session to the terminal server. If
the client is compromised, the compromiseis limited to the terminal server, and the end-user’s
workstation is unharmed.

The downside of this approach is that it does not allow the transfer of data from the outside
network to the end-station. The only thing an end-user can see is the graphical user interface of
the client application over the network.

Example

Set up aWindows Terminal server inside thefirewall if an organization does not trust its web
clients. Inside users then connect to the terminal server using a display session, and start the
web browser on theterminal server. If the web browser is compromised, for example, via
malicious code, the compromiseis limited to the client’s session on the terminal server, and the
end-user’ s workstation is unharmed.
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Outbound Access Guidelines
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If possible, proxy services with malicious
code issues over an ALG (HTTP, SMTP,
POP3, FTP, etc.):

* Alternatively, check for malicious content on
clients (less robust)

« Content filtering of outgoing data might be
required (outbound mail scanning)

Minimize allowed outbound access to resist
tunneling and Trojans

Guidelines

For outbound, which allows access from more to less trusted perimeters, the major issue
driving the deployment of ALGs is malicious code and content. Such applications, which
receive data from the outside network, should be proxied over an AL G, which either scans or
unconditionally strips suspicious-looking data. Alternatively, deploy content scanning on the
clients, however it is harder to manage, and generally less robust compared to specialized
gateway software.

Some organizations require content filtering of outgoing data to minimize the risk of sensitive
data leaking to less trusted perimeters. A good example is mail gateways, which scan outgoing
mail for keywords, indicating sensitive data.

Also, minimize outbound access to only support necessary services. Failure to do so might
enable awider range of “Trojan horses’ to connect outside, and provide more opportunities for
tunneling over allowed applications.
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Practice

Q1) If anapplication is separated in many tiers, what does the firewall designer need to do
to achieve optimal security?

A) put each tier on a separate perimeter

B) put all tiers on the same perimeter, with private VL ANSs on the switch
C) put all tiers on the same perimeter to achieve the best performance

D) put all but the innermost tier on the least trusted perimeter

E) minimize outbound access to best protect all tiers
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Choosing Inspection Layers

Choosing Inspection Layers

Cisco.com

Use an ALG when:

« A service or server software is traditionally
vulnerable to application-layer attacks

* A service is a carrier of malicious content
If you are going application-layer, there is
hard work ahead in ALG filter design:

* An ALG has to be customized to a policy and an
application

Objective

This section will enable the learner to choose where different layers of inspection should be
designed into a firewall system.

Introduction

Stateful packet filtering (SPF) or ALGs rdlay many of the applications over firewall systems.
Usually, the technology to use for a particular application is a policy decision.

In general, ALGs are generally used for applications where:

m  The server software for incoming connectionsis, traditionally, vulnerable to application-
layer attacks. Place an ALG in front of the application server to filter application data going
to the server, soif the ALG is compromised, it does not immediately endanger the server it
is protecting.

m  Content filtering is desired because a service is a known carrier of malicious content. Of all
firewall technologies, only ALGs can perform reliable content filtering.

ALGs areonly useful if they provide security services more advanced than those of other
technologies, such as SPF. If using an AL G to provide additional application-layer filtering,
implement thefiltering rules according to the policy. However, this may be hard or even
impossible to implement because of policy complexity. In such cases, many organizations
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abandon this idea and use an ALG only as a proxy without any filtering, which brings no
significant value compared to using an SPF.
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Choosing Inspection Layers (Cont.)

Cisco.com

Stay with SPF when:

* Using services, where the policy does not require
application-layer filtering

» Using services, for which an ALG would add no
additional security

* End-to-end encryption must be used (HTTPS)
* The application endpoint is already robustly secured

* Application-layer filtering would be too complex (focus
on securing the application instead)

SPF versus ALG is not a holy war. Use both.

Use stateful filtering in the following application scenarios:

m  When the application does not require any application-layer filtering according to the
policy, for example, internal voice

m  When an ALG cannot provide any additional security to an application, for example,
applications for which no proxy exists

m  When end-to-end encryption, such asHTTPS, is required

m  When the application endpoint is already secured, for example, when every web browser
has alocked extremely restrictive content policy, with virus scanning of all content

m  When application-layer filtering would be too complex to deploy, for example, for a multi-
tier application using Microsoft Simple Object Access Protocol (SOAP), where writing
filtersto verify correctness of application transactions would be impossible due to lack of
documentation and frequent application code changes

Note The ALG versus SPF debate is a traditional holy war among security experts. Both
technologies have their place, applications, and limitations. In real life situations, these
guidelines provide insight where to use each technology to take advantage of its potential.
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Practice

Q1) When would you need to use an application-layer gateway to inspect traffic over a

firewall?

A) when complex content filtering is required

B) to handle multimedia protocols most securely
C) to handlefiletransfer protocols most securely

D) to provide best protection against flooding attacks

E) when covert channels need to be eiminated
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Firewall Rule Design

Firewall Rule Design
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Firewall rules specify how access control
should be enforced:

« Which entities can access which resources?

* Good rule design is necessary, but still rare
today

Source authentication:
» Address-based versus user-based

Access to more sensitive data requires
stronger authentication

Objective

This section will enable the learner to explain the guidelines for source authentication and use
the principle of least privilege in rule building and when designing design a firewall system and
itsrules using it.

Introduction

Firewall devices usefirewall rules to specify how to enforce access control between perimeters.
This provides authorization of network connections and enforces which entities can access
which resources in what manner. As simple as it sounds, good rule designis rarein modern
firewalls, as most operators do not have enough knowledge to define optimal rulesets.

Source Authentication

To determine which entities can access which resources, entities must be identified and
authenticated. Source authentication in firewall rules enables the firewall to reliably identify a
subject in a network, and is therefore critically important. There are many methods of
authentication, which can be applied in specific scenarios. In general, a good rule of thumb is
that access to more sensitive data requires more reliable source authentication, so identity
spoofing is unlikely.
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IP address-based source authentication:
* Used for blanket rules (source=any)

* Used for sessions coming from a network under your
control:

— DMZ, trusted internal nets, VPN

* Not suitable for environments with dynamic addresses
(DHCP, dynamic dial-up):

— Use when you can reliably bind an address to an entity
(static dial-up)

* Not suitable for sources on untrusted networks (man-in-
the middle, spoofing)

Vulnerable to IP spoofing

The simplest source authentication is based on |P addresses. Thisis generally used in the
following scenarios:

m  When blanket rules are used (allow/deny access for everybody, or any 1P address)

m  When considering sources that arein a network with good control over addressing (inside
networks, DMZs, VPNs)

Do not use | P address-based authentication in dynamic addressing environments, such as
DHCP or dynamic dial-up environment, or for sources located on or behind untrusted networks.
If no protection method, such asa VPN, protects the packets on an untrusted network, forging
of the I P addresses or interception of existing connections may occur.

IP spoafing is the most prevalent threat that can defeat | P address-based rules. Therefore, if
deploying such rules, perform an analysis of spoofing possibilities, and apply countermeasures.

4-1-38  Designing Perimeter Security 1.0 Copyright © 2003, Cisco Systems, Inc.



IP Address-Based Source
Authentication

Cisco.com

Ingresslegress
filtering (Server)

\

Outside Inside

Deny RFC 1918
Deny Loopback
Deny inside sources
_———

E
Allow inside sources H
4

—

IP spoofing tries to circumvent address based trust:

* Using “any” as source address in a firewall rule may be
vulnerable to spoofing

* Make sure you have local addresses under control (firewall
or access router rules)

. Make sure you do both ingress and egress filtering

ms, Inc. All rights reserved

In the context of afirewall, the firewall device should provide protection against spoofing on its
interfaces. The two most common guidelines for deploying anti-spoofing rules are:

m  On each perimeter interface, disallow traffic entering the firewall to carry source addresses,
which are reachable on another perimeter

m  On each perimeter interface, filter out source addresses which should, by definition, not be
present on that network, for example, the loopback address—127.0.0.1, RFC 1918
networks on the Internet

Anti-spoofing is usually deployed either using automatic methods, such as Unicast Reverse
Path Forwarding, or with manual rule configuration. Sometimes anti-spoofing is not
implemented directly on the main access control device, but on another device in the packet
path, such as the access router on the Internet connection.
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Ingress filtering is deployed to prevent
spoofing from untrusted users:

* Block RFC 1918, loopback, and own address
ranges as sources from the untrusted network

* Deploy this on every perimeter interface

Egress filtering is deployed to prevent
spoofing from the trusted network:

* A compromised host used as a source of attack

* Only permit the minimal required source
addresses outbound

There are generally two types of anti-spoofing protection: ingress and egress filtering:

m Ingressfiltering: Filters source addresses when traffic is entering a protected network.
Filtering rules should:

— Block addresses of the protected network to be used as sources of incoming traffic

— Block other impossible addresses, such as parts of the whole RFC1918 address space,
and the loopback network

m  Egressfiltering: Filters source addresses when traffic is exiting a protected network.
Filtering rules should only allow traffic sourced in the protected network to exit it,
preventing possible compromised inside hosts to use spoofed addresses and attack outside
systems.

4-1-40  Designing Perimeter Security 1.0 Copyright © 2003, Cisco Systems, Inc.



User-Based Source Authentication
e Cisco.com

Web-Based
E-mail

Inbound /

Authentication

Outside g Inside

b, |
= =7 g
I Outbound == ¥
Web - = 8
Server Authentication @l E

The firewall authenticates users to enforce access rules:

* Be aware of system authentication versus session
authentication

* Authentication might be tied to an IP address, making it
vulnerable to IP spoofing

* Use user authentication in environments with dynamic
addresses or where spoofing is likely
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As an aternative to | P address-based authentication, the firewall can authenticate users as they
attempt to establish sessions over it. Commonly called firewall passthru authentication, it
enables the firewall to perform access control based on user identity, which the user
authentication confirms.

When authenticating users, a firewall might either “remember” the user as being present on a
particular |P address, or require authentication for every application session.

It isimportant to distinguish between system authentications. That is, associating a user’s
identity with a certain IP address, which should only be used if a single user is using an
address. This breaks with multi-user systems, where all users on that system are identified as
the first users who authenticate to the firewall. Such IP-address-bound user authentication can
also be vulnerable to I P spoofing, if an attacker, performing a man-in-the-middl e attack, can
determine which 